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Introduction.

This PhD thesis aims to identify, explore and propose innovative solutions towards improving
Situational Awareness (SA) for better supporting decisions for flood risk and disaster
management. Firstly, the thesis concentrates on identifying how geodesign can contribute to
the improvement of SA and decision making in regards to optimal water safety in a particular
area of interest. Secondly, the thesis focuses on exploring how 3D information concepts
through their information and communication potential can improve SA which in turn can
support better decisions for efficient flood risk management and emergency preparedness.
Thirdly, the thesis focuses on the investigation of the added value service of introducing
network centric information systems to the safety agencies for better supporting the
achievement of SA based on a common operational picture, that can lead to better decisions

with better effects in the flood emergency response domain.

The thesis is consisted of both theoretical and empirical studies. A presentation of the six

chapters of this thesis follows:

Chapter 1: It offers a literature review on the disaster management cycle along with its
different stages and it briefly introduces and discusses novel information concepts towards
achieving SA in support of decision making for flood risk and flood disaster management.
Motivated mainly by these, it presents the research aim, objectives and structure of the PhD

thesis, proceeding with previewing the subsequent chapters and results of this dissertation.

Chapter 2: It provides a literature survey on the Dutch multi-layered water safety concept
and it theoretically systematises the latter in a geodesign framework towards improving

situational awareness, collaboration and decision making.

Chapter 3: It employs a case study area in the Netherlands for exploring the usefulness of
virtual 3D city models in flood risk communication and management. Furthermore, it
conceptualizes a 3D information system based on virtual 3D city models as a step towards

defining a system framework for flood risk management and emergency preparedness.
Chapter 4: It delivers a literature survey on the contribution of a common operational picture

in improving SA and it investigates how this can be employed by the emergency services in

their response operations.

XV



Chapter 5: It organizes a field exercise with realistic flood scenarios and the participation of
real emergency response professionals. In addition, based on constructs about information
guality and system quality identified through an extensive literature survey, it reports the
results of an empirical analysis regarding the effectiveness of network centric information

systems in flood emergency response operations.

Chapter 6: It concludes by summarizing the main results of this dissertation along with their
implications, proceeding to recommendations for public safety policy makers, professionals

and researchers.
In the appendices of this thesis, the questionnaires (in Dutch) about information and system

quality that have been answered by the participants (real emergency response
professionals) of the field exercise of this dissertation are provided.
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1. SETTING THE SCENE.

Although flood risks and flood disasters are related to each other, they are not the same. In
this context, the chapter purports to shed light on these concepts presenting a widely
acceptable perspective of the disaster management cycle along with its different stages.
Thereafter, it briefly introduces novel information concepts towards achieving situational
awareness for supporting decision making at different stages of the disaster management
cycle. In view of this, the thesis is motivated to research how situational awareness can be
improved towards better supporting decisions for flood risk and disaster management. The
remaining of this chapter presents the research aim and objectives of the thesis. Finally, it

delineates the structure of this dissertation, providing a preview of its chapters and results.

1.1 The flood disaster management cycle.

Flood hazards are the most common and catastrophic of all the natural disasters which
cause each year devastating socioeconomic and environmental impacts as well as many
casualties around the world (Leskens et al., 2014; Mayomi et al., 2013; Espada et al., 2012;
Tingsanchali, 2012; Vanneuville et al., 2011). Furthermore, floods have the highest
occurrence frequency among all the natural disasters (Leskens et al., 2014; Chang et al.,
2007). Population growth, urban expansion and increase in wealth are among the major
causes for increasing economic losses in flood-prone areas (Koks et al., 2014; Bouwer,
2011; Nicholls et al., 2008). In order to deal with floods, it is important to review the main

concepts of the disaster management cycle.

In general, the disaster management cycle (see figure 1.1) accepted by several agencies
worldwide is consisted of four phases: mitigation, preparation, response and recovery
(Vanneuville et al., 2011; Zlatanova and Fabbri, 2009; Lumbroso, 2007). The concept of
flood disasters has been approached from various disciplines such as hydrologists and
geographers among others (Oruonye, 2012). Furthermore, denotation of terms in the context
of flood disaster management often varies depending on the sector in which is applied
(Coste, 2001). For example, the terms risk management, hazard management, disaster
management, crisis management are found interchangeably (Zlatanova and Fabbri, 2009).
This thesis considers the first phase of the disaster management cycle as the risk

management process while the last three as the pillars of the disaster management.



Although flood risk and flood disaster are related to each other, they are no synonyms.
Lumbroso (2007) distinguishes between risks and disasters in terms of impact. In particular,
while risk is associated with any measurable consequence, a disaster signifies a large or
catastrophic event. Vanneuville et al. (2011) consider that flood risk management applies to
a wide range of events while flood disaster (emergency) response attempts to minimize the
impacts from a particular flood disaster. The following example is characteristic of the
difference between flood risk and flood disaster management. When flood risk drops below a
certain threshold, additional measures can be considered superfluous in the risk
management process. During a flood disaster every plausible measure and action is
justifiable towards minimizing its adverse consequences. Nevertheless, the picture is not
black and white as flood risks and flood disasters are interconnected. In particular, flood
emergency response and preparation phases are supported by the outcomes of flood risk
management. Furthermore, risks are inevitable in the sense that even optimizing the results
of risk management towards achieving better safety situations, there will always be a
residual risk (Grothe et al., 2005). Nature cannot be controlled and since one can hardly
predict when and where the next emergency situation will strike (Borkulo et al., 2005), the
subsequent phases of the disaster management cycle, i.e. preparation and effective
response, they are of utmost importance for minimizing the consequences of a potential
flood.

Phase 4: | Phase 1:
Recovery | Prevention &
Mitigation

Phase 3: | Phase 2:
Response | Preparation

Figure 1.1: Disaster management cycle.
(Adapted from Lumbroso, 2007)



In short, the four phases of disaster management cycle are interrelated, but simultaneously,
they have their own distinct characteristics. Zlatanova and Fabbri (2009) describe them as
following: Prevention and mitigation concentrates on measures in the long-term horizon
capable to reduce vulnerability and/or exposure to flood hazards towards minimizing flood
risks; Preparation is about framing the institutional and organizational arrangements which
underpin the emergency response operations. Furthermore, this phase deals with
preparation activities which include evacuation plans, early warning systems, temporary
physical measures, training sessions, preparatory field exercises. Response operations take
place after the occurrence of a flood event and it is the most challenging phase of the cycle
due to the complex, unpredictable and dynamic nature of emergencies; Recovery is the
phase after the response operations and in particular after the normalization of an
emergency situation. It includes all the required measures for removing damages as well as

the long term supply of irreversible detriments.

For successful flood risk and disaster management, spatial information is of critical
importance. Flood risks require static and model information for statistics (Vanneuville et al.,
2011) while flood emergencies need semi-static, model and most importantly real time
information for the response operations (ACIR, 2005). In particular, emergency response
operations are defined by the actual situation. For instance, the actual number of the
inhabitants during an emergency defines the number of evacuations in a particular area of
interest. On the contrary, in risk management, what matters is the average number of

inhabitants over a year.

Risk management can be considered to be explicitly spatial discipline while disaster
management is even more implicitly spatially-oriented (Zlatanova and Fabbri, 2009). Typical
applications in both risk and disaster management are tied to a possible large geographical
area (Bjorkbom et al., 2013) and thus awareness of the importance of spatial information is
crucial (location awareness). Furthermore, the entire disaster management cycle depends
on large volumes of information of high-quality that various safety agencies create and
maintain (Oosterom et al., 2005). Therefore, information should be effectively shared and
exchanged via geo-information and communication systems within the entire disaster

management cycle.



1.2 Novel information concepts towards achieving situational awareness in support

of decision making.

Situation Awareness (SA) is a complex concept and therefore it is hard to define the term
(Sandom, 2012; Charness, 1995; Hopkin, 1995). However, Endsley (1995) proposed a
definition of SA which is widely applicable across different domains and disciplines and it has
been highly cited and highly influential in cognitive science research (Steenbruggen, 2013;
Sandom, 2012; Yin et al., 2012; Roy, 2007). Based on the role of SA in human decision
making in dynamic systems, Endsley’s definition suggests that this is “the perception of
elements in the environment within a volume of time and space, the comprehension of their
meaning and the projection of their status in the near future” (Endsley, 1995). Although SA is
rooted in the military domain, it has been recognized as a critical part of making effective
decisions in emergency response (Madey et al., 2006; Blandford and Wong, 2004) and risk
management (McLucas, 2003). For achieving SA, an appropriate set of perception elements
have to be identified and coupled with higher level comprehension patterns and forecast

operators (Yin et al., 2012).

1.2.1 3D information concepts to support situational awareness.

Risk management is one of the key foundations of disaster management cycle. It provides
inputs for decision making and simultaneously it purports to increase risk awareness among
stakeholders (US Department of Health and Human Services, 2002). Risk communication is
at least as important as the risk assessment (Kemec et al., 2010a). In this context, the three
dimensional visualization of natural disasters in an area of interest, it has seen significant
growth in the last few years (Bandrova et al., 2012). Although stakeholders formulate risk
management measures that often have a 3D component (e.g. elevation of constructions)
without realizing it, it is much more effective when their decisions are aided by 3D
visualizations. According to the experiment of Treichler (1967), most of the information
received by humans is by the sense of sight which indicates that information visualization is
important for communication and information distribution (Wu and Hsieh, 2012; Lu et al.,
2012). Effective visualization support people to efficiently obtain the required information (Lu
et al., 2012). Furthermore, increase of realism and dimensionality can increase awareness of

a particular situation (Kibria et al., 2009).

An increasing number of applications is based on 3D geo-information (Stadler and Kolbe,
2007). Availability, management and presentation of geospatial information, play a pivotal

role in the management of risks. However, information has to be represented within a
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consistent framework such as a virtual 3D city model (Doéliner and Hagedorn, 2008). In this
context, virtual 3D city models are applied for risk management (Stadler and Kolbe, 2007;
Shiode, 2001; Dollner et al., 2006a) forming a firm ground for 3D decision support systems
(Dolliner et al., 2006a). They represent spatial and geo-referenced data, allowing up-to-date
and flexible access to 3D city models which is of critical importance for risk management
(Zlatanova and Holweg, 2004). Furthermore, 3D city models can serve as a medium to
manage, integrate and distribute complex geo-information based on a uniform
communication metaphor, the virtual 3D city model. In particular, virtual 3D city models
enable visual integration of heterogeneous geo-information within a single framework and
thus they can create and maintain complex information spaces (Doéllner et al., 2006a). In
short, virtual 3D city models are key components of geo-information infrastructures providing
important information of different aspects of the disaster management cycle (Kolbe et al.,
2005).

In risk management, the required data is derived from distributed sources which are often
thematically and spatially fragmented (Stadler and Kolbe, 2007). Furthermore, in risk
management, only 3D geometry and appearance information is not sufficient, as for querying
and analysis applications complex semantic data is required. Data standards can provide a
high degree of interoperability (Ddllner et al., 2006a) and also they can facilitate seamless
data integration and explicit determination of semantics. In this way, massive,
heterogeneous and distributed risk related data from different domains such as GIS and BIM
can be integrated into virtual 3D city models towards supporting awareness of flood risks
situations. 3D information systems based on 3D models can act as effective tools for
decision support during the risk management process by enabling dynamic adaptations of
the focused aspects of a discussion; by allowing variations in the visualizations as well as by
supporting investigations at different scales. Therefore, 3D information systems have the
potential to stimulate awareness of a particular flood risk situation towards supporting
stakeholders to obtain a clearer perception of the characteristics of hazards, potential

pathways and receptors which their linkage imposes risk.

1.2.2 A common operational picture to support situational awareness.

One of the main causes of organizational failure in emergency response is the lack of shared
SA (Sapateiro and Antunes, 2009; McManus et al., 2007). Therefore, constructing and
maintaining SA is instrumental in the success of decision making during the different phases
of the disaster management cycle and most especially in the response operations. In this

context, a Common Operational Picture (COP) has the potential to facilitate the development
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of SA through depicting all acquired and shared data derived from several sources in a
single presentation to the user (Bjorkbom et al., 2013; Hager, 1997). More simply, a COP
can provide information and knowledge about what is going on around its user. Major
hurdles for efficient and effective multi-agency disaster management and simultaneously key
antecedents for information systems success are Information Quality (IQ) and System
Quality (SQ) (Lee et al., 2011; Steenbruggen et al., 2015). Both 1Q and SQ are important
requisites for achieving SA.

Disasters’ treatment requires information sharing and coordination between several
autonomous safety agencies (Bharosa et al., 2009a; Bharosa et al., 2009b; Bharosa et al.,
2009c). Network centric systems have the potential to enable efficient information sharing for
supporting SA, through the deployment of a COP. In particular, a COP is widely utilized to
support SA during network centric operations (Steenbruggen, 2013; Wark et al., 2009). The
added value service of the network enabled capabilities is reflected in their value chain (see
Steenbruggen et al.,, 2012; UK Ministry of Defense, 2005). According to this, in the
information domain, better networks can enable better information sharing through
constructing a COP which in turn can support better shared awareness of a particular
situation that can lead to better decisions in the cognitive domain. Effective decisions are
related to better actions with better effects in the physical domain. Nowadays, a growing
interest in the introduction and utilization of network centric information concepts has been
observed towards improving cooperation between the different safety agencies. The basic
idea that underpins such concepts is sharing information once with all via a peer-to-peer
network rather than once with each that is the logic behind hierarchical information
coordination structures. Nevertheless, information coordination architectures in public safety
networks are traditionally based on hierarchy (Bharosa et al., 2011; Mackenzie et al., 2007;
Bigley and Roberts, 2001; Hale, 1997). This can hinder efficient information sharing,

communication and cooperation among the several safety agencies and stakeholders.

SA goes far beyond than just reading “dots” on maps (Lambert and Scholz, 2005). SA is
related to the psychological, mental and cognitive status of the end user of a system and it is
about comprehending the significance of the distributed information in an operational context
during the decision making process. There are many factors that can influence SA.
According to Harrald and Jefferson (2007), the introduction of concepts such as SA, COP
and network centric working from its safety and combat origins to the complex and
heterogeneous structure of the safety organizations is extremely difficult and short term
strategies based on the assumption that shared SA will be easily achieved are doomed to

fail. Therefore the introduction and use of novel information concepts should be done
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carefully and in different stages with consideration of the human factor and strong

involvement of the management of the different safety organizations.

1.3 Research aim and objectives of the PhD thesis.

This PhD thesis through its theoretical and empirical foundation aims to identify and explore
how situational awareness can be improved towards better supporting decisions for flood
risk and disaster management. The associated research questions are listed below:

1. How can geodesign frame the multi-layered water safety towards improving situational
awareness and better supporting decisions in regards to achieving optimal flood security
measures (Chapter 2)?

2. How can 3D information concepts support information dissemination and visualization

towards improving flood risk communication, awareness and management (Chapter 3)?

3. How can novel concepts in information technology contribute to the improvement of
information sharing, communication, awareness and co-operation between safety

agencies (Chapter 4)?

4. What is the effect of employing network centric information systems in terms of
information and system quality towards improving situational awareness and flood

emergency response operations (Chapter 5)?



1.4 Structure and outline of the PhD thesis.

The PhD thesis is consisted of six chapters and it includes two empirical studies. In figure

1.2, the relationship between the different chapters of this dissertation is delineated.
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Figure 1.2: Structure of the PhD thesis.

The chapters of this PhD thesis carry out an in-depth research towards improving situational
awareness during the different phases of risk and disaster management. Effective decision
making relies on access to and interpretation of static and model information in the
prevention and mitigation and also in the preparation phase of the disaster management
cycle depicted in figure 1.1; while in the response phase, semi-static, model and dynamic
information is required. In this context, a common operational picture that can piece together
all the required information has the potential to improve awareness of a situation at a
particular point of the disaster management cycle which can lead to better actions with better
effects in the real world. The subsequent four interrelated chapters which are shown in figure
1.3, expand on how decisions can better be supported for flood risk and disaster

management.
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Figure 1.3: Contribution of the PhD chapters to the different phases of
risk and disaster management.

Chapter 2 frames the Dutch multi-layered water safety concept in the context of a
systematic, thorough, multidisciplinary and collaborative methodology for complex problems
solving i.e. geodesign. Initially, the chapter describes the main recommendations for flood
safety and practices in Europe. In this context, the multi-layered water safety concept which
the Netherlands has introduced as a response to the European Flood Risk Directive
(2007/60/EC) is delineated and analyzed. In short, this multi-layered water safety is an
integrated flood risk management concept which does not base only on flood probability
minimization through preventive measures (layer 1) but also on consequences’ reduction in
the case of a flood event via spatial solutions (layer 2) and emergency response (layer 3).
The chapter proceeds with qualitative assessment of the multi-layered water safety concept
and it demonstrates the need of a methodological framework that urges stakeholders’
participation and active citizenship, experimentation and impact assessment towards
reaching optimal combination of safety measures, tailored to the specific characteristics and
conditions of an area of interest. Optimal safety measures should not only be based on their
economic efficiency but also on their social acceptability. In view of these, the chapter
introduces geodesign and outlines geodesign framework and models. Furthermore, it

theoretically systematizes the multi-layered water safety concept in a geodesign framework.
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The implementation of geodesign indicates that it has the potential to provide awareness of
the current situation of a particular area of interest which in turn it may support the allocation
of weights regarding the three layers of the multi-tier safety concept. Furthermore, it
indicates that participation and interaction of the safety policy makers as well as iterations for
achieving maximum consensus between them concerning the more balanced safety
measures, taking into account their economic efficiency, their impact on the environment, the

local circumstances and the values of the people at place are methodologically enabled.

Chapter 3 provides an overview of novel information concepts through an extensive
literature review, organization of a case study and system conceptualization which can
contribute to the improvement of risk communication and management. Firstly, the chapter
presents a conceptual model for risk identification and it discusses the needs on risk
communication that support stakeholders to become risk aware and participate in the risk
management decision making process. Thereafter, 3D virtual city models which reveal high
information potential are introduced and their contribution in integrating, managing and
communicating complex geo-information for risk management in the urban suburbs is
investigated and qualitatively assessed. In this context, a virtual 3D city model for
Heerhugowaard area of interest in the Netherlands has been developed. This model can
enable stakeholders to obtain dynamic 3D renderings of the flood risk components and their
relations and thus it contributes to the achievement of shared awareness regarding a
particular flood risk situation. Afterwards, the chapter explores open data standards from GIS
(CityGML) and BIM domains (IFC) and it identifies their role in risk management. Building
upon the virtual 3D city models, an interoperable 3D information system which utilizes these
existing open international standards from GIS and BIM domains is conceptualized and its
functionalities are explored in the context of risk communication and management. Such an
information system can support both information and communication processes, building
capacity for participatory risk minimization, preparedness and response. In particular, it can
provide up-to-date information on demand regarding the physical and functional
characteristics and relations of the city objects and components at both the city and the
facility scale. Furthermore, it has the potential to provide information about the external
environment and also about the buildings’ interior structures which are important in the
management of risks and residual risks as well as in the preparation of evacuation plans for
emergency response. Through the employed data standards, the system can enable not

only navigation functionalities but also easy-to-use querying and analysis capabilities.

Chapter 4 through an extensive literature survey, it provides an overview of novel

information concepts and it investigates how these can be employed in emergency
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response. Initially, the chapter gives a literature review on natural disasters. Thereafter, it
differentiates between incidents and disasters; and it describes in details the different
phases of an emergency. Also, characteristic types of delays during the response operations
are identified and presented. Afterwards, the design premises for an efficient emergency
response system are delineated based on literature. The chapter continues by discussing
the network enabled capabilities for information sharing and it demonstrates their added
value service in response operations. In essence, this is reflected in their value chain
according to which better networks can lead to better information sharing in the information
domain which in turn can drive to better awareness regarding a particular situation and
better decisions in the cognitive domain. Such decisions can have better actions and effects
in the physical domain. Next, situational awareness is reviewed exploring how individual,
shared and team situational awareness can be achieved. Then, a background to a common
operation picture is provided and challenges in developing such a picture are explored in the
context of emergency response operations. The real benefit of creating a common
operational picture is theoretically explored and a basis for its quantitative and qualitative
measurement is delineated based on literature. In order to cope with the complexity,
uncertainty and dynamic nature of an emergency, information, communication, multi-
disciplinary collaboration and coordination among the safety agencies aided by flexible
information and communication systems is required. A common operational picture achieved
through network centric systems is a promising emergency response tool which can
contribute to the achievement of shared situational awareness towards faster normalization

of an emergency situation.

Chapter 5 reports the results of an empirical analysis regarding the effectiveness of network
centric information systems in emergency response operations. Firstly, the chapter provides
the theoretical foundation of the field exercise organized for acquiring the experts’ judgment.
In this context, a number of constructs suitable for measuring information quality and system
guality in emergency response operations are identified and described. The constructs
utilized for the field experiment of the chapter are shortlisted and tabulated. Through
extensive literature review, it has been identified that information quality and system quality
are major hurdles for efficient and effective multi-agency response, simultaneously being key
components for the success of information systems. In addition, information quality and
system quality are important requisites for achieving situational awareness which in turn is
essential for decision making and effective response actions. However, despite the wealth of
literature on information quality and system quality in the profit-oriented business
environment; research on the quality of information sharing among the various emergency

services and the systems used for information distribution in public safety domain where
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ensuring the public good is of crucial importance is very limited and empirical support is
almost non-existent. The chapter proceeds by discussing the hierarchical (traditional) vs. the
network centric information coordination structures, identifying pros and cons. Thereafter,
the chapter describes the design of the case study. In particular, it delineates the set-up of
the exercise; the demographics of the professionals participated in the field experiment; the
network centric technology used; the flood scenarios utilized; the experimental protocol and
the limitations and assumptions of the case study. Afterwards, the chapter tabulates and
qualitatively discusses the results of the exercise i.e. the experts’ judgment on selected
information quality and system quality dimensions. The main empirical findings of this
chapter indicate that the network centric tools seem that they tend to improve situational
awareness by enabling better information sharing and by achieving a common operational
picture. Nevertheless, the introduction of such concepts to safety agencies should be done
carefully and in different stages with strong involvement of the management of the
emergency response organizations taking into account organizational structures, institutional

rules, norms and most especially the human factor.
Chapter 6 concludes by summarizing the main findings of this PhD research along with their

implications, proceeding to recommendations for public safety policy makers, professionals

and researchers that can be drawn from this thesis.
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2. GEODESIGN THE MULTI-LAYERED WATER SAFETY.

This chapter aims to frame the multi-layered water safety concept in the context of a
systematic, thorough, multidisciplinary and collaborative methodology for complex problems
solving i.e. geodesign. Multi-layered safety is an integrated flood risk management concept
based not only on flood probability reduction through prevention (layer 1) but also on
consequences’ minimization in the case of a flood through spatial solutions (layer 2) and
crisis management (layer 3). It has been introduced in the Netherlands in 2009 following the
European Flood Risk Directive adopted in 2007. In this study, the multi-layered safety is
gualitatively assessed, demonstrating that it resembles more a parallel system and that
collaboration is required for deciding the most desirable safety measures which should not
only be based on their economic efficiency but also on their social acceptability. In light of
these, the multi-layered safety concept is attempted to methodologically be systematized
following the geodesign framework. The latter indicates that through its implementation,
understanding of the current situation of a particular area of interest which in turn it may
support the allocation of weights regarding the three layers of the multi-tier safety concept is
facilitated. Furthermore, the geodesign of the multi-layered safety shows that participation
and interaction of the safety policy makers as well as iterations for achieving maximum
consensus between them concerning the more balanced safety measures, taking into
account their economic efficiency, their impact on the environment, the local circumstances

and the values of the people at place are methodologically enabled.

2.1 Introduction.

Flood risk management in the Netherlands currently focuses on technical flood prevention
measures such as levees and dykes (Moel et al., 2013). However, in Europe, flood
management is moving towards an integrated risk management approach where measures
about exposure and adverse consequences are considered (Blchele et al., 2006). This
movement is motivated by the European Flood Directive (2007/60/EC) which urges EU
member states to adopt a risk-based approach that takes into account potential
consequences of floods next to their probability (Kellens et al., 2013). In the Netherlands, the
multi-layered safety concept which is consisted of three layers i.e. (1) prevention; (2)
damage reduction via sustainable spatial solutions and (3) preparation for emergency
response has been introduced as a reaction to the European Flood Directive in order to

support a flood risk-based management approach (Ministry | & E, 2009). Nevertheless, the
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application of this concept is still in its infancy and a focus on preventive measures (layer 1)
is obvious (Moel et al., 2013).

The implementation of the multi-layered safety concept needs the combination of objectives
and funding from various policy domains at different spatial scales and for several temporal
horizons, the involvement of various disciplines and the collaboration between stakeholders
with several interests and means (e.g. Potter et al., 2011). Required protection levels may
vary between different areas which may have different flood regimes. The optimal solution
for Dutch flood safety can be a combination of measures from the three layers that jointly
can minimize the overall flood risk (Ministry I & E, 2009). Without discussion and
visualization of the impact of alternative water safety measures, their context cannot be
understood so that they reflect local conditions and specificities. Furthermore, different
stakeholders have different expectations regarding water safety. For instance, residents of a
study area may aim to maintain high level of flood security irrespective of economic and
environmental costs, technocrats may seek to preserve a significant level of water safety but
considering the economic efficiency of the different measures while the public officials may

see the same area as a vehicle to implement programs to achieve their political goals.

In the context of multi-layered water safety, a single methodological framework which
determines the roles of different stakeholders, promotes dynamic visualization and
communication of the current situation, enables the comprehension and evaluation of
proposals and permits feedback in the necessary phases does not exist. In order to
overcome the lack of methodology, the main goal of this study is to orchestrate the multi-
layered safety concept in a geodesign framework-oriented decision-making process
(Steinitz, 2012).

This study commences its mission by describing the main recommendations for flood safety
and practices in Europe (section 2) followed by the Dutch perspective (section 3). In this
context, the multi-layered safety concept is analyzed attempting to demonstrate the need for
a methodological framework which stimulates stakeholders’ participation and active
citizenship, experimentation and impact assessment in order to reach optimal combination of
safety measures tailored to the specific characteristics and conditions of an area of interest.
The remainder of this chapter is organized as follows: Section 4 provides definitions of
geodesign and outlines geodesign framework and models. Section 5, firstly describes data
underlying the multi-layered water safety concept and secondly it attempts to theoretically
systematize this concept in a geodesign framework. Finally, section 6 presents the

conclusions of this chapter.
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2.2 Flood safety in Europe.

Floods are the most dominant natural hazards in Europe (Bakker et al., 2013). According to
European Environmental Agency (2010), only between 1998 and 2009, Europe suffered
over 213 major damaging floods, which have caused some 1126 deaths, the displacement
of about 500 000 people and at least €52 billion in insured economic losses. However, by
taking the right measures their likelihood can be reduced and their impacts can be limited.
The need for developing comprehensive European water legislation was initially identified by
the council in 1988 which has resulted to bilateral meetings of officials from France and the
Netherlands to discuss the integration of European Water policy legislation (Bakker et al.,
2013). Following an informal meeting in April 1995 between the Netherlands, France,
Germany, the United Kingdom and Spain, a joint position paper was drafted which formed
the basis for a wider consultation between water directors of all European Union (EU)
member states. This process led to the adoption of Directive 2000/60/EC of the European
Parliament and of the Council of 23 October 2000 establishing a framework for Community
action in the field of water policy known as the Water Framework Directive (WFD). Although
Europe has already adopted in 2000 WFD which deals with integrated water management,
water quality and ecology (EU, 2000), the flood protection is not explicitly faced in it. Thus, a
European approach to flood protection was put on the agenda resulting firstly in a Flood
Action Programme in 2004 and later in the adoption of the Directive 2007/60/EC of the
European Parliament and of the Council of 23 October 2007 on the assessment and
management of flood risks known as the Floods Risk Directive (FRD) (Bakker et al., 2013).
FRD along with the Hyogo Framework for Action (HFA) which form two key
recommendations for the protection of those at risk are introduced and the main safety

practices in Europe are explored.

2.2.1 The main recommendations for flood safety.

Floods cannot be completely eradicated (Mostert and Junier, 2009) and for this, in the
European level attention has been moved from protection against floods to managing flood
risks (e.g. Klijn et al., 2008; Twigger-Ross et al., 2009; Hecker et al., 2009; Vinet, 2008;
Manojlovic and Pasche, 2008), fact which is reflected in FRD entered into force on 26
November 2007. FRD is the first directive of the EU (Mostert and Junier, 2009) that deals
with floods, requiring from the member states to perform a preliminary assessment of flood
risks mapping the flood extent, assets and humans at risk, prepare flood risk management
plans for the regions under significant flood risk and take adequate and coordinated

measures to reduce this risk (EU, 2007). According to the directive, EU member states have
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to facilitate public participation, reinforcing public rights to access information and related
measures about flood risks and to influence the planning process (ICPDR, 2012). In
addition, EU member states have to coordinate the implementation of the FRD with the
WED. The driving force for this coordination is that physical flood protection infrastructures
are some of the key drivers for determining ecological status of waters with regards to hydro-
morphological quality elements (Santato et al., 2013). In addition, a number of measures
which focus on flood risk reduction can have multiple benefits for water quality, nature and
biodiversity as well as in terms of regulating water flows and groundwater restoration in
water scarce areas (Brattemark, 2010). In brief, preparation of river basin management
plans under WFD and flood risk management plans under FRD are elements of integrated
river basin management and thus their mutual potential for common synergies and benefits

must be used.

FRM purports to reduce the likelihood and/or the impact of floods on human health,
environment, cultural heritage and economic activity (Santato et al., 2013). In this context,
EU member states should develop, periodically review and if necessary update plans for
flood risk management with focus on prevention, protection and preparedness (EU, 2007).
Prevention will be feasible via a suitable land use practice which prevents floods’ damage by
avoiding construction of houses and industries in present and future flood prone areas and
by adapting future developments to the risk of flooding (EC, 2004). Furthermore, according
to the European Spatial Development Perspective (1999), flood prevention in the major
European river catchment areas can only be made effective through the impaosition of

explicitly defined conditions and intervention in land uses.

HFA along with FRD are two key policies for the protection of communities at risk (Bakker et
al., 2013). “HFA for Action 2005-2015: Building the resilience of nations and communities to
disasters” has been adopted in January 2005 by 168 governments during the World
Conference on Disaster Reduction, held in Kobe, Hyogo, Japan and is about building
resilience of nations and communities to disasters targeting to make the world safer from
natural hazards substantially reducing the disaster losses, in lives and in the social,
economic and environmental assets of communities and countries (UNISDR, 2007). HFA is
essentially a global blueprint for disaster risk reduction which provides guiding principles,
priorities for action and practical means for achieving disaster resilience for vulnerable
communities. It focuses on the development and strengthening of institutions, mechanisms
and capacities to build resilience to hazards and it encourages the adoption of disaster risk
reduction logic in sustainable development policies and planning as well as in emergency
preparedness, response and recovery programmes (UNISDR, 2007). For the monitoring of
the implementation of HFA, responsibilities are allocated to governments and also to
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regional and international organizations and partners in the United Nations International
Strategy for Disaster Risk Reduction (UNISDR') secretariat. HFA is related to flood risk
management, since floods are one of the main hazards which annually affect millions of

people all over the world (Bakker et al., 2013).

2.2.2 Flood maps and safety practices in Europe.

Flood maps are developed by several institutions for a variety of purposes mostly used by
the governments for emergency planning (e.g. evacuation) and spatial planning (Moel et al.,
2009). At the European level, some countries use spatial planning for advisory purposes and
some other have binding legislation to employ flood hazard or risk information. The full
potential of regulating land use in flood prone areas is often not reached as in many
countries flood zones only serve as guidelines or there are practical problems associated
with the implementation of binding rules (Santato et al., 2013; Moel et al., 2009). Except from
the planning purposes, flood maps are also utilized in raising awareness, in water
management purposes, in flood assessments as well as in the insurance industry. The focus
of different European countries in respect to flood safety for which flood maps are utilized is

tabulated below (see table 2.1).

Table 2.1: Flood maps and their uses for flood safety in European countries

(where information is available).
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(Moel et al., 2009)

! The United Nations (UN) General Assembly adopted the International Strategy for Disaster Reduction (ISDR) in
December 1999 and established UNISDR, the secretariat to ensure its implementation. The focal point in the UN

system for the coordination of disaster risk reduction and the implementation of HFA is the UNISDR office.
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2.3 The Dutch perspective to flood safety.

For over a millennium, people in the Netherlands have been both fighting against and
enjoying the benefits of water from the sea, the major rivers Rhine and Meuse, precipitation
and seepage of groundwater (De Lange et al., 2014; Ven, 1993). The Netherlands is
considered as one of the safest deltas in the world largely focusing on the flood prevention
through its defense system. However, an evaluation of the water safety policy demonstrated
that the country is not prepared for extreme flooding (Kolen et al., 2012). In addition, risk
analysis for the Netherlands in 2008 (BZK, 2008) and 2009 (BZK, 2009) demonstrated that
although a flood disaster is “highly unlikely”; it is the disaster type with the most catastrophic
consequences in case of occurrence. For this, the multi-layered safety concept which is
currently the Dutch perspective to flood safety is introduced and analyzed.

2.3.1 The multi-layered safety concept for flood risk management.

As a response to the EU FRD, the Netherlands in its National Water Plan 2009-20152 has
introduced the multi-layered safety concept which bases on the widely adopted
recommendations of both the FRD and the UNISDR’s HFA. In essence, the multi-layered
safety concept is a three-tier approach to flood risk management (Gersonius et al., 2011)
which integrates measures for reduction of probability and mitigation of loss in a flood
protection system (Tsimopoulou et al., 2013). Multi-layered safety reinforces flood protection
and operationalizes flood resilience by distinguishing three safety layers: (1) prevention; (2)
spatial solutions and (3) emergency response (Hoss, 2010; Tsimopoulou et al., 2013;
Gersonius et al., 2011; Herk et al., 2014). It is both a risk-based and a resilience-based
approach as it focuses not only on the reduction of the probability of flooding via preventive
measures such as dykes’ reinforcement but also on the reduction of the consequences of
flooding (e.g. human fatalites and economic losses) through spatial measures and
preparedness for emergency response (e.g. emergency management plans) (Rijke et al.,
2014; Hoss, 2010). Such a framework has been developed in Belgium’s Flanders
(Cauwenberghs, 2013). In USA and Canada [see for instance (Lopez, 2009; Lopez, 2006)
and (Fraser Basin Council, 2008) respectively] similar approaches are used but called

“multiple lines of defense” (Kolen et al., 2012).

2 “The National Water Plan: The Netherlands, a safe and livable delta, now and in the future” describes all water-
related measures which have to be taken during the period 2009-2015 in order the Netherlands to stay safe and

prospering for the future generations exploiting the opportunities of water (Hoss, 2010; Deltacommissie, 2008).
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The three layers of the multi-layered safety (see figure 2.1) which forms an integrated flood
risk approach are presented below (Hoss, 2010; Tsimopoulou et al., 2013). The first two
layers are physical measures while emergency response focuses on institutional
(organizational) measures taken before the event (Hoss et al., 2011).
e Layer 1: Prevention.
This is about preventing rivers and seawater from inundating areas that are usually dry by
constructing flood defenses or preventing high river discharges.
e Layer 2: Spatial Solutions.
These are pro-active measures which focus on the decrease of loss in the case of flood
occurrence by spatial planning, adaptation of buildings and protection of vital
infrastructure. Solutions include location of urban and industrial land uses in areas with
lower flood risk; raise of the constructions’ ground levels etc.
e Layer 3: Emergency Response.
This focuses on flood emergency preparedness by setting the organizational framework
of the emergency response as well as by developing evacuation plans, early warning

systems, temporary physical measures such as sand bags and medical treatment.

Layer 1

Application of the multi-layered safety in the case of
Dordrecht island.
Figure 2.1: The three layers of the Dutch multi-layered safety concept which reduce the
probability of floods (layer 1) and their consequences in case of occurrence (layers 2 and 3).
(Rijke et al., 2014)

In the Netherlands, multi-layered safety is considered a shift from the past where attention
was traditionally paid on the first layer of flood prevention, to the exploration of the potential
of sustainable spatial planning and emergency preparedness whose measures are intended
to be tailored to local areas for minimizing the magnitude of the flood damage in case of

such an event. However, multi-layered safety makes the task of water security more
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complex, as it is broader in scope and it requires multi-actor based work across multiple
locations (Gersonius et al., 2011). While only Rijkswaterstaat (Directorate-General for Public
Works and Water management) and local waterboards are responsible for the first layer of
dyke rings, the second and third layer involve several parties including provinces,
municipalities, safety regions and private parties which call for much higher level of
coordination. Furthermore, the complexity of multi-layered safety lies on the need to account
for future changes such as population increase or decrease, changes in economic and

spatial developments.

2.3.2 Analysis of the multi-layered safety system.

The Dutch shift from a predominantly prevention policy to multi-layered safety implies
alteration of the flood risk management from a serial to a parallel system (Hoss, 2010).
Furthermore, Jongelan et al. (2012) mention that the multi-layered safety represents the
relationship between the different phases or strategies as a parallel system rather than a
serial system which means that the different layers are not as weak as the weakest link fact
which is falsely described by the safety chain concept. In this context, multi-layered safety
requires interventions across its three layers to effectively reinforce the overall system’s
resilience to floods (Rijke et al., 2014; Gersonius et al., 2011). Hoss (2010) concluding that
there will never be absolute safety, suggests implementation of multi-layered safety with
respect to optimal allocation of resources instead of attempting to achieve maximum security
at any price. Rijke et al. (2014) state that it is more efficient to invest in the layer(s) with the

highest return on investment and to skip or minimize the use of the other(s).

For the description of how the multi-layered safety system will function as a serial vs. a
parallel system in case of a flooding, equations (1) and (2) are used and the respective Venn
diagrams are employed for visualization purposes (see figure 2.2). As layer 1 is about
reducing the probability of occurrence of flooding through preventive measures, in the case
of flooding, layer 1 de facto fails. In a serial system, if one of its components fails, means
that the whole system immediately fails. In a parallel system this fails only if all its three
layers fail. In case that one or two out of its three layers fail, the entire system does not fail.
However, for multi-layered safety, neither the one nor the other system definition can be
valid, while currently a definition regarding this has not been indicated (Tsimopoulou et al.,
2013). Jongejan et al. (2012) justify the latter by the following paradigm: If a levee system
were to fail, less or more humans could be saved through emergency response, but the
immediate damages could not be undone, nor could crisis response bring the immediate

flood victims back to life.
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MLSseriqt = L1 U L2|1 U L3|1 1) MLSparallel =L;N L2|1 n L3|1 (2)

}

Venn diagram for a serial system Venn diagram for a parallel system

where:

L,: Failure of Layer 1 (prevention);

Ly}, Failure of Layer 2 (spatial solutions) given the failure of Layer 1 (prevention);

L3}, Failure of Layer 3 (emergency response) given the failure of Layer 1 (prevention).

Figure 2.2: Failure of the multi-layered safety concept as a serial vs. a parallel system.
(Adapted from Tsimopoulou et al., 2013)

In multi-layered safety, if Layer 1 fails leading to a flooding, Layers 2 and 3 can minimize the
consequences of this flood event. However, the measures taken in multi-layered safety
should not only focus on the reduction of either the flood probability or the damage in case of
flooding, but on both parameters simultaneously. The explicit definition of failure in each
safety layer in the form of exceedance of certain thresholds can significantly contribute to the
management of multi-layered safety systems, as it introduces safety classification added in a
system by means of decrease of flooding probability; reduction of environmental and

economic damage and minimization of human fatalities (Tsimopoulou et al., 2013).

2.3.3 The need to methodologically frame the multi-layered safety concept.

The multi-layered water safety concept more closely resembles a parallel system in which
Jongejan et al. (2012) mention that it is more cost-effective to invest in one component
rather than dispersing the available budget over all of them. From an economic perspective,
attention should be paid on how the different investment strategies affect the probability of
adverse consequences, based on the rational assumption that smaller losses are desirable
over greater ones. However, local conditions could lead to different optimal balances
between measures corresponding to the three layers of this multi-tier safety concept i.e.
between measures for flood probability reduction and damage minimization in case of

flooding.
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Economically speaking, beyond low cost investments in damage mitigation measures, how
effective could heavy investments in this direction be? In 2007, Taskforce was established to
improve disaster preparedness (TMO, 2009) considering strong investments in emergency
planning, evacuation routes and equipment. The purchasing and maintenance costs of a
fleet of aerial rescue means (helicopters) is enormous taking into account that they will be
rarely used on average to save some people from their rooftops. But even in this case the
huge economic impact of a flood disaster and the inevitable injuries and human fatalities are
unavoidable. In this situation, the minimization of the probability of flooding would be the
more efficient strategy. Another example is the case of a flooding in a densely populated
area, where an additional investment in prevention is likely to yield a far greater return
compared to an additional investment in loss mitigation measures (Jongejan et al., 2012).
However, in the case of Dordrecht city in which historic buildings line the existing flood
defenses, Hoss (2010) in a comprehensive assessment of the multi-layered safety concept
where he has explored how the flood risks can be reduced, he identified that the
improvement of emergency response preparedness or the flood proofing of buildings could
yield better compared to the strengthening of the flood defenses (flood probability reduction).
This happens due to the relatively high costs of reinforcing the flood defenses, considering

the relatively small size of the area protected by them (Jongejan et al., 2012).

Cost-benefit analysis can be applied for structuring complex decision problems (Arrow et al.,
1996) including safety regulations. However, the ability of cost-benefit analysis to produce
morally relevant outcomes has been challenged, particularly for matters related to health and
safety, where factors other than costs and benefits influence humans’ moral judgments (e.qg.
Slovic et al., 2004; Slovic et al., 1984; Fischhoff et al., 1981). Hence, the results of a strict
cost-benefit analysis should not be binding for the agency heads (Arrow et al., 1996). In this
context, the multi-layered safety should not be driven only by economic factors focusing on

the estimation of some efficient balance between safety and return.

Since there is no one single multi-layered safety policy, a framework such as geodesign
which takes into account the roles and values of the people at place and the principles of
sustainability in a collaborative and interactive process for making balanced decisions is
required. In this context, this paper purports to geodesign the multi-layered safety having in
mind that collaboration and maximum consensus between the involved stakeholders has to
be achieved for deciding the most desirable, balanced and sustainable safety measures. In
the following sections geodesign is introduced and applied in order to methodologically
systematize the multi-layered water safety concept following a characteristic script of

geodesign.
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2.4 Methodological framework: Geodesign.

Geodesign needs collaboration which In turn requires organization that asks for a framework
around which tasks can be identified and linked (Steinitz, 2012). In this context, the
methodology of this study i.e. geodesign is introduced and framed.

2.4.1 Geodesign: Definitions.

The design of land uses in the context of geographic space and natural environment is not a
recent concept (Paradis et al., 2013). The latterly dubbed geodesign has its roots thousands
of years ago, being an interdisciplinary process of place making, where design has been
variably affected by surrounding geographies and natural conditions (McElvaney, 2012).
Goodchild (2010b) supporting that geodesign is not new; he states that it represents a re-
examination and probably a repurposing of a number of established fields. However, Miller
(2012) argues that unlike the activity of geodesign, the term is relatively new and only a

small number of geo-related businesses have utilized geodesign as part of their name.

Dangermond (2009a, b) sees geodesign as a systematic methodology for geographic
planning and decision making which employs all the geographic knowledge (layers of
information, measurements and analytic models) that users collectively build, maintain and
import into a new interactive process where one can design alternatives and acquire
geography-based feedback on the consequences of these designs in a timely manner.
Flaxman (2010a, b) defines geodesign as “a design and planning method which tightly
couples the creation of a design proposal with impact simulations informed by geographic
context”. Steinitz (2012) simply specifies geodesign as changing geography by design where
design related processes are developed and applied towards changing the geographical
study areas in which they are utilized and realized. The desire to change geography goes
beyond individual buildings, looking at the broader scale plans towards better understanding
the effect on the landscape (Artz 2010[2], 21). For the practice of geodesign, interdisciplinary
collaboration between the design professions, geographical sciences, information

technologies and the people at place is a must (Steinitz, 2012).

Paradis et al. (2013), by exploring the various definitions of geodesign, they identify that the
integration of geographic sciences and geospatial technologies with design which facilitates
digital geographic analysis to inform the design processes is the fundamental characteristic
of geodesign. Fully leveraging geography during the design process can result in designs
that emulate the best features and functions of natural systems, where humans and nature
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are mutually benefited via a more peaceful and synergistic coexistence (Artz 2010[2], 16). In
this regard, Dangermond (2010) sees geodesign as “designing with nature in mind” (Artz
2010[2], 6). Furthermore, Ervin (2011) mentions that “geodesign enhances the traditional
environmental planning and design activities with the power of modern computing,
communications and collaboration technologies, providing on-demand simulations and
impact analysis to provide more effective and more responsible integration of scientific

knowledge and societal values into the design of alternative futures”.
2.4.2 Geodesign framework and models.
Steinitz framework for geodesign illustrated in figure 2.3 (Steinitz, 2012) and previously

known as framework for landscape planning (Steinitz, 1995), it employs six questions that

can be answered by six models for the description of the overall geodesign process (Steinitz,

2012).
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Figure 2.3: The geodesign framework.
(Steinitz, 2012)

The first three questions refer to the past and the existing conditions of the study area within
a geographic context, while the last three are about the future more than the past and the
present. The first three models used for answering the first three questions comprise the
assessment process, while the last three models used comprise the intervention process
respectively (Miller, 2012). Geodesign concept through its six questions, provide a rapid,
holistic, participatory, interactive and adaptive process for developing a more sustainable
future (Dangermond, 2010). Furthermore, it enables the design of various alternatives, their

evaluation in terms of impact on the natural environment as well as their utility to the human
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population; and selection and implementation of the alternative that is projected to achieve
the best balance, thus supporting the development of the most educated and informed

decisions about the future (Dangermond, 2009a).

During a geodesign study, three iterations of the six questions of the geodesign framework
(see figure 2.3) are explicitly or implicitly performed at least once before a decision towards
implementation can ever be reached (Steinitz, 2012). In the first iteration where the
guestions are asked in a sequence from 1 to 6, the geographic study area as well as the
context and the scope of the study are intended to be identified answering why the study
should take place. In the second iteration, where the questions are asked in a reverse
sequence i.e. from 6 to 1, thus making geodesign decision-driven rather than data-driven,
the methods of the study are intended to be selected and defined, simultaneously answering
to the how questions. In the third iteration, the methodology designed by the geodesign team
during the second iteration is carried out and having data as a central concern, the study is
implemented and results are provided. At this stage, the questions are asked from top to

bottom i.e. from 1 to 6, attempting to identify what, where and when.

Dangermond (2010) sees this iterative design/evaluation process as the way in which the
human brain operates i.e. try something, evaluate the results and move on. In order the
stakeholders to come to decisions, questions must be asked and answered and options for
selection must be framed and deliberated. In short, the geodesign framework can be seen
as collaboration facilitator as well as a valuable supporter in the organization and solving of
large and complex design problems, often at geographic scales ranging from a

neighborhood to a city, from the local to the national and even international level.

2.5 Geodesign the multi-layered safety concept: The case of the Netherlands.

Firstly, the information needs for the multi-layered safety concept in the Netherlands are
explored. Afterwards, geodesign is theoretically implemented to present a framework for
developing shared understanding of the current situation of an area of interest in terms of
flood safety as well as for achieving collaborative selection of the optimal multi-layered
safety measures. The latter is accomplished by taking into account the values of the people
at place, economic efficiency and environmental impacts of alternative safety measures in

an attempt to achieve maximum consensus between the stakeholders.
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2.5.1 Information needs.

In order a study area to be described, information is needed. Adapting the information
requirements as described by ACIR (2005) for the multi-layered safety, these can be
determined as semi-static and model information. Furthermore, these information
components are clustered into 6 different categories (see figure 2.4). However, when
measures such as preventive organized evacuations are decided in the context of the
emergency response layer, their implementation needs dynamic information. This is related
to the (simulated) escalating flood and its effect on the incident location and the surrounding
environment (geographical awareness); the capacity and the activities of the emergency
response organizations to tackle it and normalize the situation.

Object information Planning Citizen information
|:| Semi-static info
MLS
.1 Model info
[
Tttt TTET T 1
Capacity information Geo-information ! Prediction '
_________________ 1

Figure 2.4: Overview of the information categories needed for the multi-layered safety
concept.
(Adapted from ACIR, 2005)

In table 2.2, an overview of data required for the multi-layered safety concept in the case of
the Netherlands is provided. Almost all of these data have a spatial (geographical)

component.

2.5.2 Implementing geodesign on the multi-layered safety concept.

In this study, geodesign is used as a theoretical framework in its conceptual form (see table
2.3) to shed light on involving stakeholders in the identification of the most desirable water
safety measures taking into account their socioeconomic and environmental impacts. The
utilization of geodesign framework purports to increase the effectiveness of the multi-layered
safety concept, even though effectiveness is a broad concept which can include many
aspects. In addition, through its models and iterations it intends to enable communication of
stakeholders’ values. In theory, by geo-designing the multi-layered safety concept,

integration and exploration of ideas with direct evaluation at the same time is intended to be
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enabled. Furthermore, as geodesign is underpinned by trial and error logic, it increases the

opportunity for experimentation and learning by doing (Steinitz, 2012).

The results of framing the multi-layered safety in the context of a geodesign study are
tabulated (see table 2.3). At the end of the process, the stakeholders can say no, maybe or
yes to the alternative safety measures. No, implies that the proposed safety measures do
not meet their requirements, maybe can treated as feedback and calls for changes possibly
in the allocation of the weights regarding the three safety layers and a yes means
implementation of the proposed safety measures. The latter will be used as data in the
updates and future reviews of the multi-layered safety measures through the proposed
framework. The route for coming into an agreement regarding the most suitable, desirable
and balanced safety measures is not straight forward and normally non-linear, as many
entries of different types and of different sources may be received leading to revisit and

revision of the decisions.

Moura (2015) based on her empirical study, she mentions that the use of geodesign
framework has proven to be a system in an open box that establishes steps, presents partial
results, composes potential changes and choices, simulates alternative scenarios and
possibilities, determines responsibilities and limits of what is acceptable based on societal
values and urge people to decide about their common future employing a shared way of
communication and ideas exchanging. In this line, it can be said that geodesign is not a
linear process as it contains feedback loops for model adjustments towards identifying
optimal solutions. Stakeholders’ involvement in the identification of the most favourable
measures regarding the three layers of the multi-tier safety concept is needed to foster
credibility in decisions making. In literature, some authors including Batty (2013), Steinitz
(2012) and Goodchild (2007) discuss how geotechnologies can support stakeholders’
participation in geodesign. In particular, the potential of interactive geodesign tools in
decision making is increasingly acknowledged. (Steinitz, 2012; Dias et al., 2013). For
example, an interactive mapping device called “touch table” can be used as stakeholders’
communication platform in the implementation of geodesign on the multi-layered safety
concept, similar to previous studies (see Eikelboom and Janssen, 2015; Janssen et al.,
2014; Arciniegas et al., 2013; Alexander et al., 2012). The added value service of a touch
table which includes for instance learning by experimenting, intuitive control, geospatial
database availability has been discussed in several articles (e.g. Pelzer et al., 2014; Pelzer
et al., 2013; Eikelboom and Janssen, 2013; Arciniegas et al., 2011).
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Table 2.2: Data inventory for the multi-layered safety concept in the Netherlands.

[TEMPORAL

nature | Data Details
ToplONL: Open topographic data [Street networks; Railroad networks (Rail, metro and tram lines); Water bodies (rivers, sea, lakes, etc.); Building footprints; Terrain (grassland,
arable land, etc.); Design elements (noise barriers, trees, pylons, etc.); Relief elements (land contour lines, sea depth lines, etc.); Geographical and functional areas
Topographic data (neighborhoods, campgrounds, etc.)] that can be used at scales between 1: 5000 and 1:25000 throughout the Netherlands.
BAG - Basic registration of Addresses and Buildings (In Dutch: Basisregistraties Adressen en Gebouwen): Open geodata about building footprints and addresses.
AHN2 - Actual Height Data (In Dutch: Actueel Hoogtebestand Nederland): Open, detailed and precise elevation data (terrain, building and vegetation information) of 0.5 m x 0.5 m
Elevation data resolution. Digital Terrain Model (DTM) and Digital Surface Model (DSM) can be extracted from AHN2 providing terrain and objects' height information respectively.
Location, technical characteristics (e.g. capacity, cross-sections) of primary and regional flood defenses protecting from open (North sea, Wadden sea, rivers, lijsselmeer and
Flood defenses’ specifications Markermeer) and inland water (lakes, streams, canals) respectively. These include weirs, barrages, sluices, dams which regulate water levels by water intake or releasing water
when needed as well as dykes (floodgates or levees), natural sand dunes and storm surge barriers which manage or prevent water flow into specific land regions. Topographic
information about the flood defenses at scale 1:1000 can be retrieved from DTB — Digital Topographic Database (In Dutch: Digitaal Topografisch Bestand).
GeoTOP from TNO — Dutch Organization of Applied Scientific Research (In Dutch: Nederlandse Organisatie voor Toegepast-Natuurwetenschappelijk Onderzoek): Detailed three
Soil composition dimensional (3D) model of the subsurface of the Netherlands which is divided into voxels of 100m x 100m resolution. Information regarding stratigraphy, lithology and uncertainty
of the voxel appearance is included. It is currently available for the provinces of Zeeland and South Holland. For the multi-layered safety concept, emphasis is placed on the
(@] composition of the primary and regional flood defenses.
- Water depths at different locations from the New Amsterdam Level [In Dutch: Normaal Amsterdam Peil (NAP)]. NAP is also the Dutch point for altitude measurements (m).
- Flow rates (m%s) of water in natural and manmade open channels. Flow rate (m%/s) of the sea water. The water services (In Dutch: Waterdienst) of the
:: Water bodies data Cross-sectional characteristics of the water-bodies. Rijkswaterstaat and the regional waterboards can
provide such information.
n Precipitation and evapotranspiration data Time series of rainfall (mm) during a day, rainfall intensity (mm/h), evaporation (mm/day), transpiration (mm/day) and evapotranspiration (mm/day) for areas (ha) at different
! locations. This information can be derived from STOWA Meteobase, the foundation of applied water research (In Dutch: Stichting Toegepast Onderzoek WaterBeheer).
=
w Sewerage system specifications Technical and geographical specifications of the system and its components (e.g. drains, manholes, pumping stations, screening chambers, storm overflows). Emphasis is placed
n on the collection of the storm water runoff. Regional waterboards and Rijkswaterstaat water services can provide such information.
Flood risk data Risk map (In Dutch: Risicokaart): Vulnerable objects exposed to flood hazards and guidelines for emergency preparedness in case of different inundation depths.
Population Numbers for every postcode district. (Derived from CBS - Central Bureau of Statistics (In Dutch: Centraal Bureau voor Inhabitants, density, growth, age, sex, disabled.
de Statistiek).
LGNG - Nationwide Land Uses (In Dutch: | A grid file which distinguishes 39 land uses with a spatial resolution of 25m x 25m). Its main classes are urban, forest, water, nature
Land Uses Landelijk Grondgebruik Netherland). and agricultural crops.
Derived from CBS. Land uses per municipality for different chronologies with their coverage in hectares (ha).
Number and capacity of rescue means (ground and aerial) and emergency responders classified per emergency organization [e.g. Fire brigade operational staff (professional and
Emergency capacity voluntary) provided by CBS]. Location, number and capacity of emergency relief centers categorized by their function (e.g. medical aid, sheltering, catering, animal welfare) as well
as by municipal area.
Flood defenses. Unit (construction, improvement and maintenance) cost per type and function.
Financial indicators
Security care. Material costs per emergency response organization.
Personnel costs (per capita spending) per emergency response organization.
-
w Prognosis data Land-use forecasts.
8 Flood forecasts based on different inputs and model parameters.
=
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Table 2.3: Theoretical implementation of geodesign on the Multi-Layered water Safety concept (MLS).
5>

GEODESIGN THE MLS

FIRST ITERATION
(WHY?)

SECOND ITERATION
(HOW?)

THIRD ITERATION
(WHAT, WHERE, WHEN?)

1. How should the study area be
described?

» Representation models.

What is the location of the Area of Interest (Aol)? How
the hydrologic system functions in this Aol?

What are the physical, economic and social activities in
the Aol?

Where exactly is the study area and how is it bounded
in hydrologic terms?

Which data are needed? At what scale, classification,
and times? From what sources? At which cost? How to
be represented?

Acquire the required data (An overview is provided in table 2).

Analyze and visualize them over time and space using appropriate technology [multi-scale
Geographic Information Systems (2D, 3D, 4D)].

Organize them according to the needs of the three safety layers. Communicate them to the
interested MLS patrties using relevant (geo-) technology instruments (e.g. touch table).

2. How does the study area
operate?
» Process models.

What are the major hydrological processes in the Aol?
How these processes are affected by precipitation and
evapotranspiration, infiltration and percolation?

How the surface and the sub-surface systems are
linked in the Aol?

How the flood defenses are functioning in the Aol?
What is their capacity?

Which hydrological processes should be considered in
determining MLS policies and measures?

At what scale and for which time horizon should the
safety measures operate?

What should be the level of complexity of the process
models (for describing the Aol) that fit the purpose of the
MLS study?

Implement, calibrate and test the selected hydrologic models (stochastic; process-based models)
for the Aol. Change the model parameters and run them several times.
Explain how the model outputs pinpoint the need to focus on one or more safety layer(s).

3. Is the current study area
working well in terms of flood
safety?

»  Evaluation models.

Have they been recorded high water depths in the Aol?
Why?

Are there currently problems with the functioning of the
flood defenses? Why? Where?

Are there developments in zones of high flood risks?
How will it be tackled in the future spatial plans?

Are the people at place aware about these problems?
Are they prepared? Are the emergency agencies
prepared to respond?

What are the evaluation criteria for the alternative safety
measures corresponding to the three MLS layers?
Economic? Legal? Societal? Environmental?

What are the measures for evaluation of the success in
terms of prevention (flood probability reduction), loss
minimization through spatial solutions and emergency
preparedness in the case of flooding?

Evaluate the flood safety condition of the Aol based on defined thresholds. Visualize and
communicate the results.

Explain how the local socioeconomic activities as well as environmental factors affect the flood
safety in the Aol.

Evaluate the current safety measures taken in the Aol, identify their effectiveness and classify them
according to the three safety layers. Identify whether a reinforcement of the current measures or a
shift is needed in the context of the MLS.

4. How might the study area be
altered in order to meet the flood
safety requirements?

» Change models.

In which of the three safety layers will the weights be
placed? What are the alternative scenarios? Need
visualization?

How the Aol will meet the flood safety requirements in
the future? Will it be a shift from the current practice?
How?

What is the time horizon and scale(s) for the alternative
safety measures? Are there any assumptions and
requirements for them?

What change model(s) will they be used to describe the
future alternatives in terms of flood safety? Will the
outcomes be simulated and/or visualized?

Example of alternative measures that can be visualized. Participants can propose more.

MLS |Layer 1: Prevention Layer 2: Spatial solutions |Layer 3: Crisis management
RISK
Source Redistribute discharge
(hazard/ over river arms, retain
water runoff; Give waterways
overload) |more space.
Pathway Large scale flood Reconsider settlements  [Preventive organized
(Exposure) |defenses (e.g. reinforcing |location; evacuation; Temporary flood
or building new dykes); |Compartmentalization; defenses.
Flood defenses enabling |Alleviation (e.g. elevation)
controlled overflow. of constructions
Vulnerability Flood proofing of Self-reliance/temporary flood
(Receptor) buildings. proofing of buildings;
Emergency relief, rescuing.

(Hoss et al., 2011)

5. What differences might the
changes cause in terms of cost-
efficiency?

What is the impact of the alternatives in terms of cost-
efficiency?

Are measures related to the reduction of flood

Are the economic impacts of the possible safety
measures related to the three MLS layers regulated by
legislation or regulations? How?

Perform a cost-benefit analysis for the alternative measures corresponding to the different safety
layers of the Aol. Identify and rank the most cost-effective. Visualize and communicate the results.
Compare and explain the impacts of the measures corresponding to the different safety layers in

> Impact models. probability more beneficial compared to measures |¢ Which impacts even if they are cost-effective should be | terms of cost-effectiveness.
related to consequences reduction in case of flooding? | assessed from a legal and/or environmental
Why? perspective?

6. How should the study area be
changed in order to meet the
flood safety requirements taking
into account moral factors and
values of the local society, cost-
efficiency of the safety measures
and the impact of the measures
on the environment (principles of
sustainability)?

»  Decision models.

What is the main purpose of the study? Is it more
efficient to invest only in the layer with the highest
return in economic terms? Is it socially acceptable?
Who are the major stakeholders and what are their
positions, if known?

Are there any binding technical and/or legal limitations
for the Aol that must guide the MLS study? Are there
any identified implementation difficulties for any of the
measures related to the three layers of the MLS?

Who will make the decisions and how? What do they
need to know? What will be the basis for their
evaluation? Scientific? Cultural? Legal? Ethical?
Combination of the previous?

What should the decision makers consider as failure of
the safety layers?

Are there issues related to the implementation of the
safety measures in terms of cost and technology?

Check whether the more cost-effective alternative measures corresponding to the three safety

layers of the MLS are morally relevant and thus more likely to be socially acceptable.

Check whether these measures have any side effects on the environment.

Select a number of safety measures in a multi-disciplinary driven context, taking into account their

economic efficiency, the values of the people at place and their environmental impacts and decide

upon their suitability:

o No, which implies more feedback;

o Maybe, which means that further study at different temporal and spatial scales is required;

o Yes, which drives to the presentation of the most suitable safety measures to the stakeholders
for their decision and possible implementation.

QU7
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2.6 Final remarks on the geo-design of the multi-layered water safety.

In recent years there has been considerable attention in improving the flood protection in
Europe and beyond. As a consequence, it has been a growing need to share information
and best practices in the field of flood risk management. In this context, the Netherlands has
introduced the multi-layered safety concept for flood risk management which is based on
recommendations for flood protection such as the EU flood risk directive and the UNISDR
Hyogo framework.

The multi-layered safety concept includes structural and non-structural measures
representative of its three layers which target to reduce the flood risk probability through
prevention (layer 1) as well as the consequences in case of flooding via spatial solutions and
emergency response (layers 2 and 3). By analyzing a multi-layered safety system, it can be
deduced that such a system resembles more a parallel than a serial one, as failure of the
safety measures in one layer does not mean failure of the whole system. However, it is not
exactly a parallel system because when the preventive measures fail, the immediate
conseqguences cannot be undone. The measures corresponding to layers 2 and 3 are able to
reduce the damage, but not to completely eradicate it. Failure of the preventive measures is
obvious when a flood occurs. But what is considered failure in layers 2 and 3 has to explicitly
be defined which will support the allocation of weights between the three layers of the multi-

layered safety concept.

The goal to promote stakeholders' participation and collaboration towards supporting
decision making in regards to the most desirable and balanced water safety measures
across different spatial and temporal scales, it has been achieved by theoretically
orchestrating the multi-layer safety concept in a geodesign structure. A primary concern for
the multi-layered safety concept is the inventory of the required data. Decisions especially
for matters related to flood safety should rest on the firm ground of relevant and of high
quality data. In this context, this contribution attempts to provide a first comprehensive
overview of the data required for the multi-layered safety concept. However, questionnaire
surveys with the participation of the involved to this multi-tier safety concept can shed more
light regarding the information requirements of each safety layer. In this way, overlaps in

terms of information needs between the three safety layers can be identified as well.

In order to develop and select optimal flood safety measures, all the stakeholders involved in
the multi-layered safety concept have to develop awareness regarding the current water

safety status in an area of interest. In particular, they have to comprehend the current

30



functioning of an area of interest and also the way(s) in which flood safety is presently
addressed. Furthermore, the stakeholders have to work together respecting each other
values, considering local circumstances and searching for the most balanced and
sustainable solutions. Cost-benefit analysis can extract the measures which can yield better
from an economic perspective. However, in matters related to health and safety, the human
judgments are influenced not only by economic factors but also by their ethical values. In this
context, the systematization of the multi-layered safety concept following the geodesign
framework creates surplus value for the local society, economy and environment through its
different and iterative feedback driven processes. The geodesign of the multi-layered safety
concept motivates collaboration between the involved to the multi-layered safety parties
without losing their identities. It underpins trial and error logic so that all stakeholders can
assess the impact of the safety measures resulting from their own points of view. In this way,
the stakeholders can identify overlaps in terms of the proposed measures which in turn can
create maximum consensus between them leading to the selection of the most desirable
future water safety measures that consider their cost efficiency, their impact on the
environment and the values of the people at place. But in order the geodesign of the multi-
layered safety concept to be successful, it should be seen useful by those working with it. If
intentionally deviate from the principles of this framework, the decisions i.e. the safety

measures can leave the stakeholders unsatisfied who in turn will reject them.

Further research is needed towards transferring the implementation of geodesign on multi-
layered safety from theory to practice. In particular, the geodesigned multi-layered safety
concept should be experimented, tested and experienced in workshop settings and in
different contexts for identifying optimal safety measures. Furthermore, during such
workshops, technology driven tools which empower society by enabling their participation in
the decision making should be employed and assessed in the context of practicing

geodesign for arriving at sustainable arrangements regarding water safety.

31



32



3. 3D INFORMATION CONCEPTS FOR FLOOD RISK COMMUNICATION
AND MANAGEMENT IN THE CONTEXT OF COMPLEX URBAN SPACES.

Nowadays, an increasing number of applications are utilizing 3D city models for their
purposes as they reveal high information potential. In the context of the rapidly urbanizing
world, the contribution of the virtual 3D city models in integrating, managing and
communicating complex geo-information for risk management in the urban suburbs is
explored and qualitatively assessed in this article. For this, a virtual 3D city model for
Heerhugowaard case study area in the Netherlands which is situated below mean sea level
has been developed, using open data. This model provides the stakeholders with dynamic
3D renderings of the flood risk components and their relations, facilitating the development
of shared awareness regarding a particular urban flood risk situation. Furthermore, building
upon the virtual 3D city models, an interoperable 3D information system which utilizes
existing open international standards from the GIS and BIM domains is conceptualized.
Such a concept additionally provides up-to-date information on demand regarding the
physical and functional characteristics and relations of the city objects and components at
both the city and the facility scale. It supplies information not only about the external
environment but also about the buildings’ interior structures which are important in the
management of risks as well as in the preparation of evacuation plans for managing the

residual risks.

3.1 Introduction.

According to the United Nations (2014), the world has urbanized rapidly since 1950 and
projections indicate that it will continue to urbanize in the coming decades. In 2014, just over
the half of the global population was residing in urban cities while this distribution is expected
to shift further over the next 35 years (UN, 2014). Cities are centers of economic activity and
growth and as more population move to the cities and businesses invest locally, more lives
and assets accumulate in disaster prone areas (Swiss Re, 2013). The thread to city
population and local economies is real and is relentlessly increasing as cities continue to
expand and risk management practices fail to keep up with the pace of change. Therefore,

strengthening the resilience of cities becomes a matter of utmost importance.

33



Geospatial researchers have learned that the availability, management and presentation of
geospatial information, play a pivotal role in the management of potential disasters
especially in the urban spaces (Lee and Zlatanova, 2008). Treicher (1967), an experimental
psychologist, through his famous psychological experiment about determining how human
beings obtain information, he proved that 83% of the information received by humans is by
the sense of sight. This indicates that the information visualization is necessary for
communication and information distribution (Wu and Hsieh, 2012; Lu et al., 2012). Effective
visualization assists people in effectively and efficiently obtaining the required information
(Lu et al., 2012). Kibria et al. (2009) have experimentally demonstrated that the increase of
realism and dimensionality, increase the user perception of understanding of a particular
situation. 3D maps are probably more understandable to users, especially those with limited
map reading skills as they allow thematic data to be presented in a format that more closely
resembles natural conditions and offer visualization advantages not available in traditional
2D mapping (Patterson, 1999; Basic et al., 2003). However, both classical 2D and 3D maps
do not provide sufficient support for decision making because they can only offer views

prepared in advance (Ddllner et al., 2006a).

Nowadays, a high interest exists in the use of 3D models for interaction (Kibria et al., 2009)
as interactive 3D models are valuable tools in improving awareness regarding incidents such
as floods (Duzgan et al., 2011; Mioc et al., 2011; Stanchev et al., 2009; Basic et al., 2003).
Virtual 3D city models which are applied for an increasing number of applications (Mao,
2011; Stadler and Kolbe, 2007; Ddllner et al., 2006a; Shiode, 2001) can be utilized for
managing risks in the urban context. Kolbe et al. (2005) report that virtual 3D city models
memorize the shape and configuration of a city and they enable 3D visualizations. Sadek et
al. (2002) state that if a picture worth a thousand words, a virtual 3D city model is worth a
thousand pictures. Mao (2011) mentions that 3D city models make easier the understanding
of the spatial properties of urban objects by the stakeholders, since the real world is in 3D

and it is natural for the human brain to interpret 3D scenes.

In the context of risk management, only 3D geometry and appearance information is
frequently not sufficient, as complex semantic information is required for querying and
analysis purposes. However, the needed data are typically derived from distributed sources
and often are thematically and spatially fragmented (Stadler and Kolbe, 2007). Therefore,
standards are required to be employed for seamless data integration and explicit
determination of semantics. In this way, massive, heterogeneous and distributed risk related
data from different domains such as GIS and BIM can be integrated into virtual 3D city

models in the context of a 3D information system. This 3D system should act as an effective
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tool for decision support during the risk management process permitting dynamic
adaptations of the focused aspects of a discussion, enabling variations in the visualizations
and supporting investigations at different scales. For such virtual 3D city models-based

information systems for risk communication and management, little information exists.

The main purpose of this study is to present and explore different information concepts
which can contribute to the improvement of risk communication and management. The
paper, commences its mission by presenting in section 2 a conceptual model for risk
identification, discussing the requirements on risk communication that support the
stakeholders to become risk aware and participate in the risk management decision making
process. In section 3, the data underlying a virtual 3D city model developed for
Heerhugowaard case study area are described and the role of this model in risk
communication and management is qualitatively assessed. In section 4, the CityGML open
data standard from GIS domain is delineated and its role in the context of virtual 3D city
models for risk management is demonstrated. In addition, BIM domain and standards are
introduced and the role of BIM fields in risk management is discussed. In section 5, a
conceptual 3D information system based on virtual 3D city models and extended by open
international standards i.e. IFC from BIM domain and CityGML from BIM domain is
presented and its functionalities are explored in the context of risk communication and

management. Finally, section 6 summarizes the most important findings of this contribution.

3.2 Flood risk communication and management.

United Nations International Strategy for Disaster Risk Reduction (UNISDR) (2009) defines
risk management as the systematic approach and practice of managing uncertainty to
minimize potential harm and loss which is comprised of assessment and analysis of risks
and the implementation of strategies and specific actions to control, reduce and transfer
them. The assessment and analysis of a particular risk, requires a thorough understanding
of the components of a risk system which are described by the Source-Pathway-Receptor
(S-P-R) model; where sources are the origins of the hazards; receptors are the entities that
potentially can be harmed by a hazard including people, the manmade and the natural
environment and pathways are the routes by which a hazard can reach those receptors
(McGahey, 2009). According to the Office of Public Works (OPW) of the Government of
Ireland (2009), the S-P-R model has been widely adopted for the assessment,
communication and management of environmental risks. In addition, the S-P-R model is

closely related to the framework utilized by the Organization for Economic Cooperation and
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Development, the European Union and the UK for the State of the Environment reporting
(Evans et al., 2003). This S-P-R model which is conceptually illustrated below including
interactions between its components in the case of flooding, is adopted and used in this

study as the basis for risk visualization and communication (see figure 3.1).

Pathway Overland
e.g. flood defense (dykes) Receptor flooding
people/housing
Source
river or sea

Groundwater T Sewer
flooding flooding

Figure 3.1: Risk (S-P-R) model for assessing and informing the environmental risk
management.
(OPW of the Government of Ireland, 2009)

Risk assessment requires identification of all the three components of the S-P-R model
including their relation. Therefore, probability and magnitude of the source(s), the
performance and response of pathways as well as barriers to pathways and the
consequences to the receptors including people, properties and the environment must be
explored. There can be no risk unless a connectivity between S-P-R is identified (Kandilioti
and Makropoulos, 2011; Sayers et al., 2003). The OPW of the Government of Ireland (2009)
states that flood risk assessment ultimately aims to combine the S-P-R components through
visualization and description of risks on a spatial scale which allow the analysis of their

consequences.

Lang et al. (2001) mention that the transition of risk management from a traditionally
depicted linear process to a cyclic process with risk communication at its heart is not a
coincidence (figure 3.2). Reynolds and Seeger (2012) state that the importance of risk

communication, it has been signified by the field of environmental health.
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Hazard
Identification

Risk
Assessment

Monitor & Risk Communication &
Review Participation

Implement Develop Risk
Risk Mitigation Mitigation
Plans Plans

Figure 3.2: The risk management cycle.
(Adapted from Chorus and Bartram, 1999)

Risk communication as defined by Glik (2007) is “the exchange of information about health
risks caused by environmental, natural, technological, agricultural or industrial processes,
products or policies”. Lang et al. (2001) determine risk communication as “any purposeful
exchange of information about risks between interested parties”. In this context, the
communicator of risks should convey or transmit information to interested parties about
hazards as well as about the magnitude of the consequences either weak or strong resulting
from a behavior or exposure. Interested parties include public or private institutions, industry

groups, scientists and individual citizens (Covello, 1991).

Bennett and Calman (1999), mention that risk management inherently incorporates
reciprocal (two-way) risk communication among all the interested parties. In addition, they
point out that risk communication is not just about dissemination of information, as its key
component is the process through which the necessary information and opinion for effective
risk management are incorporated in the decision. Covello (1998) notes that risk
communication should target to produce informed, involved, interested, cautious, rational,

solution-oriented and collaborative stakeholders.
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Based on Lang et al. (2001), it can be said that strong relationships between stakeholders is
an advantage during a crisis situation. Marra (1998) identifies six characteristics which
appear consistently in management and communication literature as a measure of a
relationship. These are trust, understanding, credibility, satisfaction, co-operation and
agreement. Therefore, risk communication tools should target to fulfill all these
characteristics that contribute in building relations between the involved stakeholders during
the risk management process.

Finally, a number of goals that a risk communication program should aim to fulfil have been

identified through literature (Lang et al., 2001; Renn and Levine, 1991; Kasperson and

Palmlund, 1989; Covello et al., 1986; Zimmermann, 1987; Renn, 1987) and they are

presented:

e Enlightenment role focusing on the improvement of risk understanding among target
groups;

¢ Right-to-know aiming to the provision of information about the source of a hazard to those
who may be exposed;

e Attitude modification role in order to legitimize risk-relevant decisions, improving the
acceptance of a specific risk source or challenging such decision simultaneously rejecting
specific risk sources;

e Legitimate function explaining and justifying risk management practices targeting to the
enhancement of trust in the competence and fairness of the risk management process;

¢ Risk reduction role in order to reinforce public protection through information about risk
mitigation measures;

e Behavioral alteration role in order to facilitate protective behavior or supportive actions
towards the communicating agency;

o Emergency preparedness role supplying the target groups with guidelines or behavioral
advices for emergency situations;

o Stakeholders involvement role focusing on the education of decision makers about public
concerns and perceptions;

¢ Participation role in order to support the reconciliation of conflicts regarding risk related

controversies.
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In brief, effective risk communication should enable the stakeholders to identify, comprehend
and be aware of risks and residual risks® during the risk management process. In addition,
open channels of communication must be incorporated, allowing them to exert their
influence and actively participate providing their own inputs and insights in the decision
making for mitigation of risks to socially tolerable levels. However, most of the times, risks
are communicated to a variety of audiences. Hence, risk communication should facilitate
timely provision of factual information, via authoritative and accessible sources with clear,
precise and understandable messages tailored to the needs of the different audiences-
stakeholders that are likely to have different education, knowledge and level of intelligence,
interests, values and understanding. In the following section, the contribution of virtual 3D
city models in effectively communicating risks in a realistic, understandable and
comprehensive fashion, simultaneously enabling stakeholders’ participation, it will be

gualitatively assessed.

3.3 Virtual 3D city models for flood risk communication and management: The case
of Heerhugowaard.

In this section, the virtual 3D city models are introduced. In addition, a virtual 3D city model
prototype developed for Heerhugowaard case study area is presented and its role in risk

communication and management is explored.

3.3.1 Virtual 3D city models in the context of managing and communicating complex

urban information.

Virtual 3D city models are increasingly utilized in different sectors of economy, enterprises
and public administration which call for visualization of geographic information. Déllner et al.,
(2006b) state that the virtual 3D city models represent spatial and geo-referenced urban data
by means of 3D GeoVirtual Environments (GeoVEs) that basically include terrain, building
and vegetation models as well as models of roads and transportation systems. The virtual

3D city models have capabilities for storing and referencing of both classical georeferenced

¥ UNISDR (2009) defines residual risk as the risk that remains in unmanaged form, even when effective disaster
risk reduction measures are in place, and for which emergency response and recovery capacities must be
maintained. The presence of residual risk implies disaster management preparedness and development of

evacuation plans for emergency response.
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raster and vector data. These data can be visualized for instance as an image layer over a
DTM layer.

In essence, virtual 3D city models depict urban spatial geo-referenced data via a common
platform known as the virtual city. Furthermore, as the city models can be classified in the
3D GeoVirtual Environments (GeoVES), they act as interactive interfaces between city model
and users (Dollner et al., 2006b). Generally, GeoVEs serve as mediums for dissemination of
geo-information to users, facilitating exploration, analysis and management of storage for
geo-information. In this context, virtual 3D city models enable the presentation, exploration,
analysis and management of urban data allowing the visual integration of heterogeneous
geo-information within a single framework, thus developing and maintaining complex urban
information spaces. These spaces contain integrated thematic and application oriented geo-
referenced data which can jointly be presented and related to the geometric entities stored,
maintained and managed by the virtual 3D city models (Ddllner et al., 2006a; Déllner et al.,
2006h). Therefore, virtual 3D city models form a significant concept in 3D geoinformation

systems.

Analysis of the thematic spatially correlated objects and the associated information is
widespread in applications related to 2D Geographic Information Systems (GIS) while the
potential of virtual 3D city models to serve as the mean for conveyance of complex urban
information has not been extensively investigated in the context of risk management. The 3D
representation of a city can communicate spatially correlated thematic information in a
comprehensive way which may prove useful in fields directly and indirectly related to risk
management and crisis response. The requirements on virtual 3D city models depend on the
context of each application. On the one hand, if a high degree of photorealism is desired in
order to give a realistic overview of a landscape with the associated S-P-R components
which their connectivity forms a risk, the 3D visualization quality is directly related to the
proximity between the virtual and the actual city model. On the other hand, if analytical and
exploratory functionalities are attempted to be provided, the visual details of the landscape
objects are not of primary importance (Ddllner et al., 2006a). In the following figure 3.3,
photorealistic 3D visualization provides a concrete overview of existing or planned
environments while in the figure 3.4, abstract 3D visualization encodes thematic information

in a selected urban area.
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Different requirements on 3D V|suaI|zat|on based on the context of each application

Figure 3.3: Photorealistic Visualization. Figure 3.4: Abstract Visualization.
Developed using CityEngine Developed by the Berlin’s Senate Department
of Urban Development (DélIner et al., 2006a)

3.3.2 A virtual 3D city model for flood risk communication and management: The

case of Heerhugowaard.

The role of a simple virtual 3D city model in risk communication and management will be
gualitatively investigated. For this, a case study area in Heehugowaard city which is located
in the west of the Netherlands has been selected for 3D modelling. This city and municipality
which is part of the province of North Holland and the region of West Frisia is situated on
average around 3 meters below Mean Sea Level (MSL). In addition, the land of
Heerhugowaard is flat, as it is constituted of polders. Therefore, it is crucial to ensure
identification and communication of risks by delineating the S-P-R model in the context of a

virtual 3D city model.
Data underlying the virtual city model of Heerhugowaard.

The 3D modelling process of Heerhugowaard case study area starts from a comprehensive
inventory of all the required geographical data. The data acquisition process for the
particular area of interest has been carried out in collaboration with the regional water board
Hoogheemraadschap Hollands Noorderkwartier (HHNK)*. The 2D and 3D information used
in this project are derived from various open sources. In particular, the 2D TOP10NL,
Basisregistraties Adressen en Gebouwen (BAG) and Open Street Map (OSM) as well as the
elevation Actueel Hoogtebestand Nederland (AHN)2 data which are described in details in
table 3.1, they have been utilized for the modelling of selected part of Heerhugowaard case

study area.

* HHNK is a governmental body charged with the responsibility of carrying out a number of functional tasks such
as water management, water control, water quality assurance and roads management in the region of North

Holland, above the North Sea Canal.
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Table 3.1: Data sources used for the development of 3D models of Heerhugowaard.

2D spatial information extracted from open geo-data.

TOP10NL TOP1ONL is a detailed digital topographic database provided by the Dutch cadastre. TOP10NL are open geodata that can be used at
scales between 1: 5000 and 1:25000 throughout the Netherlands. They are considered suitable for viewing and editing of geographic

information. Also, they can be used as substrate for data visualization and as geometrical reference in GIS applications.

TOP10NL data are originated from aerial photographs, field measurements and other external sources of information. They include
different topographical features and in particular the following object classes:

e Street networks;

e Railroad networks (Rail, metro and tram lines);

e Water bodies (rivers, sea, lakes, etc.);

e Building footprints;

e Terrain (grassland, arable land, etc.);

¢ Design elements (noise barriers, trees, pylons, etc.);

¢ Relief elements (land contour lines, sea depth lines, etc.);

e Geographical and functional areas (neighborhoods, campgrounds, etc.).

BAG BAG are open geo-data which include information regarding buildings and addresses. The Dutch municipalities are responsible for both
the recording and the quality of these data which are centrally available through the national BAG data infrastructure. The management

of this data infrastructure is charged to the Dutch cadastre which also has to ensure BAG data availability to the various customers.

OSM OSM are by definition open data providing information about street and rail networks, rail stations, rivers, borders etc. These data are
collected and stored in a freely accessible database. It is worth mentioning that anyone can voluntarily contribute to the Implementation

and modification of the OSM's geographic information.

3D spatial information extracted from open geo-data.

AHN2 AHN is a multiannual cooperation program between Rijkswaterstaat and the water boards which aims to produce height information for
the water system and the flood management needs of the whole Netherlands (Zon, 2013). Since 6 March 2014, AHN are open data. In
essence, AHN provide detailed and precise elevation information. In particular, AHN2 data contain terrain, building and vegetation
information of 0.5 m x 0.5 m resolution. Laser altimetry from an airplane or helicopter is used for the determination of the heights. The
height measurements can be described by 3D point clouds and grids. In general, the grids downsize the larger 3D point cloud datasets
from which they can be exported by employing filters and different interpolation techniques. These grids are linked with the DTM and
Digital Surface Model (DSM) which provide terrain and objects' height information respectively. For the texturing of both the DTM and

DSM, aerial photographs can be projected on top of them.
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The architecture of the virtual 3D city model of Heerhugowaard.

In this section, the virtual 3D city model of Heerhugowaard which integrates 2D and 3D geo-
information, developing and maintaining 3D models from 2D footprints (features) using
procedures (rules) for risk communication is presented. The data requirements for 3D
modelling of selected part of Heerhugowaard case study area are summarized in the
following table 3.2:

Table 3.2: Data used for the development of 3D models of Heerhugowaard.

Data source Used to extract

ToplONL Street and railroad networks, water bodies

BAG Building footprints

OSM Street and railroad networks

AHN2 Elevation information for the development of DTM and DSM
Aerial Photograph Landscape (terrain and building roofs) texture

The virtual 3D city model of Heerhugowaard which is outlined in figure 3.5, it is formed by

the following components:

e 3D Authoring and Editing System: It is responsible for developing and editing the virtual
3D city models and their components towards fulfilling the needs of applications and
users. Also, it is charged with the geometric modelling of 3D objects such as architectural
building models, transportation networks, water masses, trees. The system’s 3D
modelling software is the Environmental Systems Research Institute's (ESRI'S)
CityEngine which relies on feature geometry, feature attributes and procedurally defined
rules towards automation. In essence, CityEngine through the procedural approach
applies procedures in the form of rules and python scripting for the interactive generation
of 3D models in a time-efficient way compared to the handcrafted (manual) modelling.
Roumpani (2013) suggests that the procedural modelling which is directly related to
complexity theories enables models' development that can be disaggregated to a very
fine Level of Detail (LoD). Furthermore, CityEngine allows the mathematical models’
visualization in a 3D manner by incorporating interactive controls and simulating
modifications in real time. The CityEngine's capabilities of interaction enable models
testing on existing environments as well as their communication at large, providing a
powerful tool for improved understanding of risks in the context of the natural and

manmade environment.
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o 3D Geodatabase System: It serves as the database for the storing and managing of the

virtual 3D city model. Its principal objects which are the city objects represent geo-

referenced geometric entities. This is a simple database which does not follow the logic of

any data standards.

3D Presentation System: It provides real time visualization and interaction with the virtual

3D city model and it targets to communicate the risk to the stakeholders. The 3D city

models can be viewed as web scenes at the web browser via the CityEngine WebViewer
which is based on WebGL technology. In addition, the 3D city models can also been

exported and viewed at earth browsers such as ArcGlobe or Google Earth.
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Figure 3.5: The virtual 3D city model of Heerhugowaard case study area.
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Qualitative assessment of the role of Heerhugowaard’s virtual 3D model in flood risk

communication and management.

Kemec et al. (2010b) mention that useful 3D geovisualization tools contain suitable
presentation of information and appropriate tools for interaction. In addition, through
literature (Duzgan et al., 2011, Mioc et al., 2011, Stanchev et al., 2009 and Basic et al.,
2003) it has been identified that interactive 3D models are useful and valuable tools for
improving awareness regarding a particular risk e.g. flooding. The virtual 3D city model of
Heerhugowaard allows interactive visualization, attempting to provide a realistic depiction of
risks (S-P-R components and linkage) to the stakeholders. The quality of the 3D
visualization which is associated with the proximity between the modelled city objects and
the reality, it is strongly considered by the virtual city model of Heerhugowaard as it aims to
produce informed, involved, collaborative, and rational solution oriented stakeholders. In
figure 3.5, the 3D city model of Heerhugowaard which is presented at CityEngine Web
Viewer, it provides a concrete overview of the potential flood risk in a photorealistic way
taking into account the geometries as well as the attributes of the components of the risk (S-
P-R) model. In this case, Source is considered the canal, as Pathway the polder while
Receptors include the natural and manmade environment (e.g. urban land, buildings and

transportation networks) and consequently the society and the local economy.

For visual data mining purposes, the city objects are geometrically described while the
attribute tables maintain related information in the context of the virtual 3D city model of
Heerhugowaard. These tables contain sets of key value pairs and are developed by filtering,
merging and importing data sets into the 3D city model’s authoring and editing component
supported by CityEngine. Therefore, non-graphic information such as year of construction
becomes visible in the CityEngine’s inspector. In addition, the stakeholders can explicitly
select one or more individual city objects, spatially select one or more city objects by drawing
a polygon into the CityEngine’s viewport or select city objects of a category (e.g. buildings)
and components (facades) in a rule-driven context by defining a filter condition based on the
attribute table of the objects. Afterwards, rules can be assigned to the selected city objects
which are generated according to the procedures of the rules’ files. In the context of risk
management, rules can contain for example colorization of the buildings’ facades which their
height is below a certain threshold and are affected by the evolution of a flood event
according to their alternative simulated scenarios. For such buildings, the stakeholders can
decide that temporal barriers are not sufficient and that either vertical or horizontal (following
predefined suitability criteria for each case) evacuation plans must be developed in the

context of formulating flood preparedness measures. In addition, rules can apply colorization
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of the roofs of buildings which their height is above a certain threshold, their roof type is flat
and their roof area is above a defined limit which makes them suitable for deployment of
horizontal evacuation plans. However, such procedures alter the actual appearance of the
buildings. Furthermore, queries in the context of rule-based modelling have a level of
complexity as in the case of Heerhugowaard’s virtual 3D model, they require knowledge of
scripting usage of the CityEngine’s Computer Generated Architecture (CGA) shape grammar
which is a unique programming language specified to generate architectural 3D content
(ESRI R & D Center, 2014).

Steenbruggen (2013) states that the “communication processes can be divided in three
related domains: information, cognition and physical”. In the context of risk management, the
information domain is about risk related data while the cognitive domain focuses on human
mental processes. Finally, the physical domain includes activities in the real world. In the
information domain, better communication of information can lead to better awareness of a
particular situation. In the cognitive domain, this better understanding of the situation can
drive to better decisions which in turn can lead to better actions and effects in the physical
domain. In the context of the virtual 3D city model of Heerhugowaard, the information
domain provides the raw material, the basis for risk communication contributing to the
development of shared understanding of a particular risk situation by the stakeholders. In
addition, as the virtual 3D city model of Heerhugowaard which is a prototype that enables
interactive stakeholders’ participation and real time modifications through its procedures
during the management of a particular risk, it purports to drive to better decisions in the

cognitive domain and better outputs in the physical domain.

Nevertheless, in the context of virtual 3D city models, not only effective and interactive
communication of risks must be facilitated, but also a high degree of interoperability as well
as easy-to-use querying and analysis functionalities which will satisfy the needs of the safety
agencies involved in risk management and crisis response. For risk management
applications, only geometry and appearance of 3D city models is not sufficient. Semantic
and thematic information in regards to 3D city objects (e.g. buildings) and components (e.g.
walls, roof, columns, beams) with their functions and use (e.g. residential, commercial,
industrial) as well as topological relations for validating that city objects are correctly aligned
to each other are also required. In this context as well as for validity, reliability and usability
of the virtual 3D city models, international standards from GIS and BIM domains which can
integrate massive, heterogeneous and distributed information towards supporting the
cognition of risk-based spatial situations and functional relations, they will be explored in the

following sections.
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3.4 GIS, BIM domains and existing international standards for risk communication
and management in the context of virtual 3D city models.

Nowadays, a growing number of applications and systems employ virtual 3D city models
(Doéllner et al., 2006a). In the context of risk management and communication, accurate
representations of 3D city objects and information regarding their geometry, semantic,
thematic and topological context are required. In addition, 3D city models should support the
identification and understanding of spatial patterns and processes either visually observed or
not, thus creating knowledge and raising awareness for the stakeholders involved in risk

management.

In Spatial Data Infrastructures (SDIs), distributed risk-related data come from different
sources. Often, these data are varying in terms of spatial, geometrical and thematic context.
For the complete exploitation of the capabilities of virtual 3D city models, widely accepted
data models which facilitate interoperability, storage, visualization and distribution of
geometry, semantics and relations of the modelled characteristics are required. Kolbe et al.
(2005) mention that with the GIS domain’s standard, CityGML, which bases on XML, an
open data model for the storage and interoperable access to 3D city models that covers all
their aspects maintaining different Levels of Detail (LoDs), becomes available. In addition,
with Building Information Modelling (BIM) domain’s technology and standards (e.g. IFC) the
digital construction of accurate and detailed virtual models of buildings (Azhar et al., 2012;
Azhar, 2011) which cover all their properties in a simulated environment becomes feasible.
Furthermore, through BIM process, collaboration is enabled and integration of the roles of
the stakeholders is encouraged. In this context, GIS’ CityGML and BIM will be explored in
the following sections focusing on the utilization of their concepts in risk communication and

management.

3.41 GIS domain: The CityGML concept in support of risk communication and

management.

An emerging standard from the GIS domain for the representation and exchange of 3D city
models at multiple scales, called CityGML is presented and extensively analyzed, paying
attention to the benefits that are resulting from its employment in the risk management

process.
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CityGML: The background.

The City Geography Markup Language (CityGML) is an OGC® encoding data standard
released as version 1.0 in 2008 (Groger et al., 2008) and as version 2.0 in 2012 (Groger et
al., 2012). It is an open and application independent profile of GML3 initially specified by the
graphical Unified Modelling Language (UML) as described by Booch et al. (1997). GML3 is
an OpenGIS standard, driven by International Standardization Organization’s (ISO)
standards which bases on XML abstract format for the determination of application specific
spatial data formats that provide support to either simple or complex 3D geometries and
topologies (Kolbe et al., 2005). The data model behind CityGML, it bases on ISO 191xx
standard family while its implementation is an application schema for GML3 (Kolbe, 2009).
The XML figures of CityGML result from the UML diagrams by applying transformation rules
provided by Cox et al. (2004), towards making them processable to standard GML3 readers.
As it is based on GML 3.1.1 (Cox et al., 2004) which in turn is based on XML, the exchange
of CityGML take advantages from all the techniques compatible with GML for data access,
exchange, analysis, processing, cataloguing and storing provided by OGC, including the
Web Feature Service (WFS)®, the Web Processing Service (WPS) and the OGC Catalogue

Service.

CityGML has been developed by the Special Interest Group on 3D of the initiative GeoData
Infrastructure North-Rhine Westphalia (GDI NRW). The idea behind CityGML is the
development of a common definition regarding the basic feature classes, attributes and
relations in the context of a 3D city models' ontology with respect to geometric, topological,
semantic and appearance properties (Groger et al., 2006). This is crucial for the efficient and
cost-effective maintenance of 3D models as well as for their reuse in various application
domains (Stadler and Kolbe, 2007).

Representation, storage end exchange of 3D city models for a variety of purposes and
applications including risk management and crisis response is feasible in the framework of
the open and application - independent CityGML (Léwner et al., 2013). Beyond the
geometric representations of 3D objects, CityGML enables storage of both their semantics

and their interrelations. Furthermore, it supports the generalization and aggregation of

® OGC is besides the official International Standards Organization (ISO) the most notable standardization
organization in the field of geospatial information technologies (Léwner et al., 2013).

® WFS is a standarized web service that applies and integrates methods for access and management of geodata
in the context of SDIs. The native data format of WFS is GML (Vretanos, 2002).
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semantically determined features. Hence, CityGML not only supports 3D content

visualization, but also manifold analytical capacity (L6wner et al., 2013).

In the context of CityGML, topology can also have explicit representation. Each space
component can be modelled once and thereafter it can be referenced by all those features
characterized by equal geometry. Therefore, pleonasm is eliminated and explicit topological
relations between components are preserved (Stadler and Kolbe, 2007).

The modelling principle of CityGML bases on class taxonomy of features as well as on
disintegration in both semantic and spatial parts. CityGML distinguishes real world features
providing 98 classes with or without geometric properties. These classes account for totally
372 well defined attributes (Loéwner et al., 2013). Regarding disintegration, this for instance
can start from the whole city over the city objects such as buildings, down to minor
components like balconies. The outcomes of these decompositions are basically two

hierarchical structures (see Kolbe and Groger, 2003).

The semantic model of CityGML includes class definitions for the most significant features of

3D city models. These features contain DTMs, buildings, water masses, transportation

networks, different vegetation types and even furniture. An illustration of a selected part of a

semantic model employed for buildings' representation is shown in the following figure 3.6.

The model class’s result from "Feature" (class) determined in ISO 19109 and GML3 for the

delineation of spatial objects and their associated aggregations. Features contain spatial and

non-spatial attributes specified in GML3 feature properties with related data types (ISO,

2005). From figure 3.6 the following can be extracted (Stadler and Kolbe, 2007):

¢ A building may recursively be constructed by building parts;

¢ A building may be confined by several types of surfaces including walls and roofs which
in turn they may contain openings such as windows and doors;

¢ A building may have exterior building installations;

o The semantic as well as the geometry models, enable aggregations on different levels.

The geometry model of GML3 represents via its objects the spatial attributes of CityGML.
This model rests on the standard ISO 19107 "Spatial Schema" (Herring, 2001), which
represents 3D geometry in accordance with the Boundary Representation (Foley et al.,
1995). Figure 3.7 displays a small part of this ISO 19107 "Spatial Schema". The GML3's
geometry model comprises of primitives which depending on different connectivity

requirements; they can be combined to form aggregate or composite geometries for every
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dimension. It is noted that while aggregate geometries are considered as arbitrary collection
of primitives, composite geometries solely represent primitives which are topologically
connected along their borders (Stadler and Kolbe, 2007). Generally, CityGML uses just a
subset of the whole GML3 geometry package.

Semantic Model Geometry Model
777777777777777777777777777777777777777777777777777777777777777777777777777777 <<Geometry>>
gml::_Geometry
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. . * <> i gml::_GeometricPrimitive gml::_AbstractGeometricAggregate
1 s
<<Feature>> S
BuildinglInstallation h=) 1
g <<G y>> < solidMemb <<G y>>
2 . solidMember > |  gm::_Solid [4 = gml::MultiSolid
2 a g x s R
5 3
8 2 i
v E
3 <<Geometry>> <<Geometry>>
<<Feature>> <<Feature>> v gml::CompositeSolid gml::Solid ?—
Building BuildingPart
. ] [
, ) 0.2 ur >| <<G y>> |< sur <<G y>>
<<Feature>> |* <opening . <<Feature>> [ — 1.~ gml:_Surface |1 * | gml::MultiSurface
_Opening } s _BoundarySurface r = T
i L H
] § <<Geometry>> <<Geometry>>
<<Feature>> <<Feature>> <<Feature>> <<Feature>> gml::CompositeSurface gml::Polygon
Window Door RoofSurface WallSurface B 3L _

< exterior

UML class diagram of part of both the semantic and geometry model of CityGML.
Figure 3.6: Part from the Building Model. Figure 3.7: Part from ISO 19107
"Spatial Schema".
(Stadler and Kolbe, 2007; Booch et al., 1997)

CityGML is highly scalable and the datasets can include several urban entities supporting
modelling at varying scales, from the smaller which correspond to individual buildings to the
larger which include sites, districts, cities, provinces and even countries. CityGML is
organized in 13 thematic modules which allow vertical scaling of a city model. This vertical
modularization into independent and interchangeable modules which is achieved by various
XML-Schemas with different name spaces, it enables the development of thin CityGML
instance models without requiring the execution of the whole standard. Léwner et al. (2013)
suggest that the most significant thematic modules of CityGML are both the fundamental
Core and the Building modules. Bridge and Tunnel modules are modelled as the Building

one while the remaining modules are modelled in less detail (see Groger et al., 2012).

Léwner et al. (2013) state that CityGML can be either confined by using only selective
modules and the LoD concept (see section 5.2) or can be expanded, given that specific
applications typically have additional information requirements to be modelled and
exchanged. In order this to be achieved, the Application Domain Extension (ADE) concept

has emerged. In essence, the ADE enables the user firstly to add attributes or relations to
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CityGML classes and secondly to determine new classes by generalization from CityGML
classes. It is pointed out that all attributes and classes must be defined in a discrete and

individual ADE namespace.

In short, CityGML is a multi-functional, multi-scale, interoperable and semantic information
model which has capabilities for storage, exchange and representation of 3D city models at
varying degrees of complexity with respect to geometry, topology semantics and
appearance. This contributes to the flexible and sustainable utilization of CityGML as an
exchange format in terms of data and applications (Stadler and Kolbe, 2007).

CityGML and Multi-Scale Modelling.

CityGML open standard supports the LoDs concept in order to meet the requirements of
different application fields including risk management and crisis response. In particular, it
employs five consecutive LoDs to structure both the spatial and the semantic properties of
the city models (Groger et al., 2012). Consequently, every single object can be
simultaneously represented in up to five different, clearly defined and discrete LoDs within a
dataset, enabling the analysis and visualization of this object in multiple degrees of
resolution. Gréger et al. (2007) note that two CityGML data sets which include the same
object in different LoDs can be combined and integrated. While an object can have different
representation for every LoD, different objects from the same LoD can be generalized in
order to be represented by an aggregate object in a lower LoD. This can be achieved due to
the fact that CityGML enables the decomposition and aggregation by supplying
generalization connection between any CityObjects (Groger et al., 2007).

Kolbe (2009) indicates that the LoDs of CityGML are progressively expanding from LoDO
which is basically a coarse regional model to LoD4 which represents indoor features i.e.
building interiors. This expansion from a simple DTM to the more complicated structural
model with interior details becomes feasible through the utilization of feature classes valid
just for a particular range of LoDs. For instance, Stadler and Kolbe (2007) note that the
building feature class is applicable for LoDs 1 to 4, while the boundary surface feature class
is valid for LoDs 2 to 4.

In figure 3.8, the five different LoDs of CityGML are illustrated. LoDO which is basically the
coarsest in terms of details in the range from LoDO to LoD4, it is a two and a half
dimensional DTM which may be overlaid by an aerial photo or a map. LoD1 is essentially a

blocks’ model which contains prismatic buildings without textures and roof structures, while
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LoD2 has recognizable varying roof structures and thematically distinguishable and
differentiated surfaces with representations of potential vegetation objects. LoD3 indicates
architectural models with comprehensive representations of wall and roof structures with
high resolution textures, balconies, bays and projections. In addition, LoD3 is consisted of
vegetation and transportation objects. Finally, LoD4 builds over the LoD3 model by adding
interior structures and features for 3D objects such as rooms, interior doors, stairs and
furniture (Groger et al., 2007).

LoD2

LoD4

Figure 3.8: The five LoDs of the CityGML open standard.
(Groger et al., 2007)

Groger et al. (2007) indicate that LoDs are described by different accuracies and minimum
objects' dimensions where accuracy is the standard deviation (o) of the absolute coordinates
of the 3D points in the space. In LoD1, the positional and height accuracy of 3D points is
equal to 5 m or less, while all the objects with a footprint of at least 6m by 6m have to be
taken into account. In LoD2, the positional accuracy should be 2 m while the height accuracy
should be 1 m. Moreover, the objects that should be considered in this LoD, they must have
a footprint of at least 4 m by 4 m. In LoD3 both the positional and the height accuracies are
the same and equal to 0.5m while an object in order to be considered may have a footprint
of 2 m by 2 m. Finally, in LoD4, both the accuracies should be 0.2 m or less. This data
categorization in five LoDs contributes to the evaluation of the 3D city model data sets
quality. This quality is critical when a spatial approximation of the extent of a particular risk is
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attempted in the framework of improving the awareness of the stakeholders regarding
certain risks. In addition, the data classification enables data comparability which in turn it

assists the integration processes of these data sets (Kolbe et al., 2005; Kolbe, 2009).

CityGML in the context of virtual 3D city models for risk management.

Risk management process incorporates geo-information during its different stages. Basic et
al. (2003) argue that the dominance of GIS in risk management and in particular to risk
analysis procedures is evident. The various aspects of geographical information can be
either distinct such as maps or hidden like tables. Virtual 3D city models enable the direct
communication of the participants of the risk management decision making process with the
geo-information space through an easily understandable and comprehensive representation
of a particular area of interest. For the multilateral and multifunctional exploitation of the
advantages of 3D city and landscape models, the CityGML international open and
interoperable data semantic model and exchange standard can be employed. The coherent
semantic modelling of the spatial and thematic attributes of the 3D objects with their
associated aggregations can be seen as a meaningful capability of CityGML. Also, the
thematically rich properties of object classes can provide a firm ground for certain queries
during the risk management process. In the preparation phase of horizontal evacuation
plans as part of the implementation of risk mitigation measures, such queries can explore
either the number of the buildings' floors or the different types of buildings and roofs. For
example, buildings with flat roofs and roof area above a specified threshold can serve as

landing base for aerial rescue means such as helicopters.

In the framework of risk management, 3D city models via CityGML data standard can
facilitate incorporation of high resolution DTMs corresponding to specific areas of interest
such as most vulnerable areas to natural disasters e.g. floods, into large area DTMs of low
resolution, as a terrain model can be consisted of different parts with varied resolutions. In
addition, 3D models enable the estimation of volumes and masses as their geometry is
represented leastwise by a closed solid. Thereby, when for instance flood risk is assessed,
the capacity of the installed drainage systems (e.g. ditches, drainage channels, culverts or

sewers) and the inlets (e.g. gullies) can be computed.
In the context of CityGML, 3D objects can be correlated with data sets of external references

like the cadastral database. Such a database can provide significant information regarding

the details of the owners of buildings which for instance are prone to flooding. In addition, the
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properties of the objects such as buildings’ installations can be related to databases with

associated technical information that is important in the planning of risk mitigation measures.

During the implementation of risk mitigation measures which can include preparation of
evacuation plans by the fire services or other aid providers and rescue organizations,
information regarding the building storeys with their corresponding height information above
as well as beneath the ground level can prove useful. For example, this information can
support the development of alternative evacuation plans for addressing different extents of

building affection during an incident.

Kwan and Lee (2005) have experimentally demonstrated that emergency response delay
within multi-level structures due to indoor route uncertainty can be much longer than delays
in ground transportation in terms of the street network uncertainty. In addition, Groger et al.
(2006), have stressed that the modelling of passages between the neighboring rooms in
buildings is of critical importance. Hence, the representation of the internal structures of the
buildings particularly of the high-rise, can significantly improve the speed of crisis operations.
In the paradigm of the building model of CityGML, the interior free spaces are modelled by
rooms (see figure 3.9) which are considered semantic objects. The room solids are
topologically connected by those surfaces which are used for the representation of doors or
other closure surfaces that seal the doorways. In order the rooms to be determined as
adjacent, common openings or closure surfaces must be identified. Kolbe et al. (2005),
mention that this adjacency is accompanied by a graph of accessibility which can be used
for instance either for the determination of the potential spread of a fire or for the calculation
of escape paths incorporating algorithms regarding the shortest route during the preparation
of the evacuation plans (see figure 3.10). Furthermore, the edges of the accessibility graph

can be labelled by the associated distances and types of connection.

Accessibility graph

" Back room"*
Passage
(w/o door)

,Living room*

Doorway

(with door)
room

JHallway"*

Entrance door

Figure 3.9: Building interior.  Figure 3.10: Accessibility graph deduced
by the topological adjacencies of a room

for the estimation of escape routes.
(Groger et al., 2006)
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In brief, virtual 3D city models through CityGML, deliver substantial information during the risk
management process. More precisely, CityGML in the context of virtual 3D city models not only
supports the identification, analysis and assessment of risks but also it can enable the
implementation of risk mitigation measures such as preparation of alternative evacuation plans
in an anticipated emergency. In addition, CityGML provides five LoDs with varying degrees of

sophistication which can potentially contribute to the communication and management of risks.

3.4.2 BIM domain and standards in support of risk communication and management.

Building Information Modelling (BIM) is a growing knowledge domain in the Architecture,
Engineering, Construction and Operations (AECO) industry (Succar, 2009) which through
Building Information Models (BIMs) enables interoperability and facilitates data sharing and
exchange between software applications (Isikdag et al.,, 2008). In addition, BIM enables
generation of 3D visualizations (Azhar, 2011; Azhar et al., 2008; Howard and Bjork, 2008). In this

context, BIM is introduced and its applicability to risk management is explored.

Introduction to BIM.

The construction industry is highly fragmented and several information systems are utilized
within each organization (Isikdag and Underwood, 2010). These information systems store and
maintain buildings-related information that can be used in the risk management process for
identification, assessment and communication of risks as well as for the preparation of risk
mitigation plans including the development of alternative evacuation routes based on the
construction characteristics (e.g. resistance, height, external passages, roof types) and the
interior structures of the premises. Therefore, constant and consistent transfer of information
between the different systems is and continues to be an apparent necessity (Isikdag and
Underwood, 2010). In this context, BIM has emerged in order to address all the matters
associated with interoperability, sharing, exchange and integration of building information over

its entire building lifecycle (Isikdag and Underwood, 2010; Isikdag et al., 2008).

The Building Information Models (BIMs) of today have resulted from the exchange of drawing
formats such as Drawing eXchange Format (DXF) via semantic Architectural, Engineering and
Construction (AEC) information models which are in principle based on the technologies of the
STandard for the Exchange of Product (STEP) data model (Isikdag and Underwood, 2010;

55



Isikdag et al., 2008). STEP also known as 1SO 10303 (Industrial Automation Systems-Product
Data Representation and Exchange) is an ISO standard which has emerged in order to
overcome the shortcomings related to the translation of Computer Aided Design (CAD) data and
also to meet the needs of the industry-based research groups for a new generation of standards
effort (Isikdag and Underwood, 2010). In particular, in 1984, ISO through the development of
STEP standard, it aspired to improve the communication of engineering information and also to
allow its integration via the coordination of open standards for data sharing and exchange. For
data storage and exchange, STEP identifies four implementation levels (Isikdag and
Underwood, 2010): The data storage and exchange, the file exchange, the working form as well
as the database and knowledgebase levels. The first level is charged with the information
exchange between applications while the second and the third level supply methods for
handling the product data and information sharing (Isikdag and Underwood, 2010).

BIM and BIMs: Definitions.

Succar (2009), states that BIM is a growing field of study which incorporates multiple knowledge
domains in the context of AECO industry. BIM can be defined as a set of interacting policies,
processes and technologies which develop a methodology for the management of the
necessary building design and project data in digital format throughout the building’s lifecycle
(Succar, 2009; Penttila 2006). Hu et al. (2008), see BIM as a mature digital framework which
models building components and their relationships and it digitizes complete building data,
contributing to the protection of the facility-related information from possible loss during its
transfer from one phase to another or from one stakeholder to another. BIM is classified by the
National Building Information Modelling Standard (NBIMS) initiative as (Isikdag and Underwood,
2010; NIBS, 2007):
¢ A product which digitally represent a building in an intelligent manner;
e A collaborative process which support business drivers, automated process functionalities
and utilization of open standards for information viability and accuracy;
e A facility of information exchanges, workflows and processes which functions as an

information based environment during the building lifecycle.

56



NIBS (2007), determines the process helix, the knowledge core and the external suppliers of
products and services as key components of the building lifecycle. The knowledge core acts as
the information supplier for historical and current building-related data that are exchanged
between all the stakeholders involved in the building lifecycle processes. In this context, BIM is
defined as a new way of developing, sharing, exchanging and manipulating information during

the entire building’s lifecycle (Isikdag and Underwood, 2010).

According to Eastman (1999), BIMs stem from the concept of building product model. The
associated General Contractors Guide (AGC, 2006) determines BIMs as data rich, object
oriented, intelligent and parametric digital representations of a particular facility where facility
views and data that meet the needs of different users can be exported and analyzed in order to
generate reliable information which in turn can be utilized in the decision making process as well
as in the improvement of the delivery process of the facility itself. The National Institute of
Building Sciences (NIBS) (2007) defines BIMs as computable representations of the physical
and functional attributes of a facility and its associated project and lifecycle information, aiming
to serve as an information library and thus a shared knowledge resource for the building owner
and/or administrator to use and maintain during the building’s lifecycle. Isikdag et al. (2008),
perceive BIMs as data rich for representing a high amount of geometric and semantic
information, comprehensive, open, extensible and vendor neutral (open) which are usually in
three dimension geometrical form where geometries are spatially related to each other and
represented within an object oriented structure. Azhar et al. (2008) note that BIMs describe the
geometry, spatial relations, geographic information, quantities and properties of building
elements, cost estimates, material inventories and project schedule. CRC Construction
Innovation (2007) considers as BIMs' most important strength, the precise geometrical

representation of a building in an integrated data environment.

For the description of the multi-facets of a building, BIMs are organized in clusters with a certain
hierarchy, where each cluster corresponds to an aspect of building information (Shen et al.,
2010). The different aspects of building information include building elements such as walls,
columns and beams, building structures like group of walls that form a room or a floor,
equipment e.g. Heating, Ventilating and Air-Conditioning (HVAC), plumbing and electrical wiring
and material. For the reutilization of common information, later BIMs use the object-oriented

approach with inheritances from an extensive parent-child hierarchy (Shen et al., 2010).
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Succar (2009) exploring many writings, seminars and workshops, identifies that BIM is seen as
a catalyst for change (Bernstein, 2005) which will reduce AEC industry’s fragmentation
(Dawson, 2004), improve its efficiency and effectiveness (Hampson and Brandon, 2004) and
reduce the costs of inadequate interoperability (Gallaher et al., 2004). Isikdag et al. (2008) state
that BIM focuses on addressing issues related to interoperability and information integration. In
this context, BIMs serve as interoperability enablers and also as information sharing and
exchange facilitators between software applications (Isikdag et al., 2008; Motamedi and
Hammad, 2009). The several model views that can be generated from a single BIM (Isikdag et
al., 2008) will always serve as important facilitators of information sharing and exchange. For
the exchange of BIMs, physical files can be used that are transferred through physical mediums
e.g. CDs and DVDs or computer networks e.g. internet (Isikdag et al., 2007). For the sharing of
BIMs, Application Programming Interfaces (APIs), central databases, federated project
databases and web services can be utilized (Isikdag et al., 2007). In the context of APIs, if for
instance the BIM physical file is based on XML, the model can be shared through suitable XML

interfaces.

BIM and Standardization.

The European Commission (EC) in (2008) pinpoints the significant role of standardization in the
way towards innovation. Cerovsek (2011) states that “standards provide three important roles:
(1) inter-operability, (2) trust and (3) comparability”. United Nations Industrial Development
Organization (UNIDO) (2006) mentions that the role of standards can be labelled by “3C”:
Competitiveness, Conformity and Connectivity. EC (2008) considers standardization an

important tool towards innovation.

In the context of BIM standardization, the current efforts are the CIMSteel Integration Standards
2 (CIS/2) and the Industry Foundation Classes (IFC) (Isikdag et al., 2008). CIS/2 are open multi-
part standards for the digital exchange and sharing of information for a structural steel-framed
building while IFC is the effort of buildingSMART, formerly International Alliance for
Interoperability (IAl), who aims to define a common language for technology in order to improve
the communication, efficiency, productivity, delivery time, cost and quality throughout the

design, construction and maintenance processes of a facility (Isikdag et al., 2008).
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Shen et al. (2010) determine CIS/2 as a standard which supports analysis, design and detailing
of the steel frame of a building as well as the transfer of the resulting design information to the
shop fabrication. The data model of CIS/2 is called Logical Product Model. According to Shen et
al. (2010) the key feature of this standard is the detailed design of the main and secondary
structural steelwork of a facility including purlins, side rails, cleats and cladding, the full
manufacturing assembly of the frame composed of parts and joints systems as well as the
structural analysis of the steel frame using combination of rigid, plastic and elastic analysis
models.

The initial version of IFC has been released in 1997 while in 2005 it became an 1SO Publicly
Available Specification as 1ISO 16739 (Isikdag et al., 2008). IFC has matured as a standard BIM
aiming to support and facilitate interoperability as well as information sharing and exchange
between different AEC disciplines throughout a building’s lifecycle (Motamedi and Hammad,
2009; Isikdag et al., 2008). Nowadays, BIMs are increasingly represented and exchanged using
IFC (Stadler and Kolbe, 2007; Adachi et al., 2003). Motamedi and Hammad (2009) determine
IFC as an object-based, non-proprietary building data model which captures information about
all the aspects of a facility throughout its lifecycle towards interoperability. Khemlani (2004) sees
IFC as medium for model-based information exchange between models based applications in
AECO industry supported by most of the major CAD vendors as well as by other applications. In
addition, as IFC is an open data exchange format, public access is provided and thus it can be

employed by various applications, including commercial, for data exchange (Khemlani, 2004).

Isikdag et al. (2008) indicate that IFC provides generalized and relatively high level description
of both physical and non-physical object types related to the construction process and the
building itself. The IFC objects enable sharing of a central project model allowing the involved
stakeholders to formulate their own view of the objects contained on that model. In the context
of IFC standard, each commonly agreed specification termed “class” is utilized in the description
of a range of entities with common characteristics i.e. wall, window, door, column, beam etc.
Regarding the geometry of an IFC object, this is determined by its relative or absolute
placement in 3D space as well as by its geometrical representation in the form of Sweeping,
Constructive Solid Geometry (CSG) and Boundary Representation (BRep) individually or
combined (Isikdag et al., 2008). Concerning, the spatial relationship between elements, this is
specified by the spatial structure of the model. The IFC spatial structure is defined as a

decomposition of the model into manageable subsets according to spatial arrangements
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(Isikdag et al.,, 2008). More information about the geometric representations of building

elements and their spatial relationships are provided at Liebich (2004).

Shen et al. (2010) determine as IFC standard’'s key contents, the conceptual model and the
space utilization of a building; the information about the construction site in terms of location,
dimension etc.; the product structure and the detailed model of a building so that the various
facility elements including relations between them such as number of storeys, shape and
properties of each wall, door, floor, etc. to be feasible to be captured; the structural elements
(e.g. footings, reinforcements etc.) and the structural analysis of a building, the equipment
specifications and the information on the actual units installed in a building like HVAC, filter,
pump, reservoir with their associated capacity etc.; the electrical wiring and the plumbing details
of a facility.

Works that implement and employ BIMs and in particular IFCs can be found at Halfawy and
Froese (2007); Song et al. (2007); Plume and Mitchell (2007); Nour (2007); Schevers et al.
(2007); Bletzinger and Lahr (2006); Chen et al. 2005; Halfawy and Froese (2005); Tanyer and
Aouad (2005); Stephens et al. (2005); Lee et al. (2003); Yu et al. (2000) and Vanlande et al.
(2008). Cerovsek (2011) considers that BIM standards such as IFC have achieved partial but
important progress in terms of interoperability, but still they do not exhibit trust or allow

comparability.

BIM fields in the context of risk management.

Succar (2009) determines technology, process and policy as the overlapping fields of BIM (see

figure 3.11). Each one is consisted of two sub-fields: the stakeholders and the deliverables.
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Figure 3.11: The interlocking BIM fields in a Venn diagram showing BIM clusters,

overlaps and interactions (adapted from Succar, 2009).

According to Compact Oxford English Dictionary (2014), technology is termed as “the
application of scientific knowledge for practical purposes”. In the context of BIM’'s technology
field all the stakeholders e.g. organizations involved in the development of software, hardware
and network systems are grouped in order to increase the collaboration, efficiency and
productivity throughout the building’s lifecycles (Succar, 2009). Eastman et al. (2008) note that
with BIM technology, the digital construction of a precise virtual model of a building i.e. Building
Information Model which carries all its physical and functional characteristics is feasible. In
particular, this computer generated model includes accurate geometry and other information
associated with the construction e.g. structural and anti-seismic details, construction materials,
building elements, interior structures etc., fabrication and procurement of a particular facility
which can prove useful in the risk management process. For instance, structural elements,
construction materials and possible fabrication defects are taken into account in the estimation
of building exposure and resistance to identified hazards while building geometry, installed
equipment and interior structures including openings of the doors are used in the preparation of
evacuation plans as part of risks' mitigation measures throughout the facility lifecycle.
Furthermore, information related to building infrastructure including the energy, water, electricity
supply and communication systems is important in the identification of potential internal hazards

which can form secondary sources of large magnitude with severe consequences on their
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receptors in the case of incidents such as floods, fires, earthquakes etc. These incidents can
cause building’s natural gas pipes failure and explosion, crack of its water and drainage pipes
and short circuit of its electric and communication wiring with high impact on the facility itself, its

residents and its surrounding environment.

Isikdag et al. (2008), mention that as a Building Information Model is by definition covering the
entire lifecycle of a building, when the status and usage of its elements change in time given
that the usage of this building evolves, the updated information about the current condition and
usage of the building elements can always be found in the BIM databases. For instance, a door
represented as an exit in a building evacuation plan can later become permanently closed when
the usage of a room alters. Therefore, BIMs (e.g. in the form of IFC) will always be more
accurate as they represent the current condition of the building elements compared to the
information in the evacuation plan which is prepared in advance. In brief, significant real time
geometric and semantic information can be extracted on demand from BIMs’ databases in the

context of risk management and crisis response.

Davenport (1993) defines process as “a specific ordering of work activities across time and
place, with a beginning, an end, and clearly identified inputs and outputs: a structure for action”.
In BIM’s process field, all the stakeholders who are charged with the design, construction, use,
management and maintenance of buildings i.e. architects and engineers, contractors and
property developers, facility owners and managers are clustered in order to urge collaboration
during building’s lifecycle, from inception onwards. Azhar et al. (2012) see the BIM’s virtual
process as a way to encompass all aspects, disciplines and systems of a facility within a single
virtual model, enabling all the involved stakeholders to collaborate more accurately and
efficiently than traditional processes. In addition, they point out that as the BIM foundations are
laid on the pillars of communication and collaboration, the successful implementation of BIM
calls for early involvement of all project stakeholders which means that traditional project
delivery systems have limited role in BIM-based projects. Azhar et al. (2008) state that in
contrast to the “new” BIM process, the *“traditional” 3D CAD delineates a building by
independent 3D views such as plans, sections and elevations. In addition, data in 3D CAD are
represented by graphical entities e.g. lines, arcs and circles while in the intelligent contextual
semantic BIM models information is defined in terms of buildings elements and systems e.g.
spaces, walls, columns, beams. Figure 3.12 demonstrates the difference between “traditional’

and BIM processes.
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Figure 3.12: Comparison between “traditional” and “new” processes.
(Azhar et al., 2012; Azhar et al., 2008)

Clemson (2007) defines policies as “written principles or rules to guide decision-making”. In
BIM’s policy field all the stakeholders dealing with education and research, risk mitigation and
management, identification and minimization of conflicts are clustered (Succar, 2009). These
stakeholders include research centers, educational institutions, safety agencies, insurance
companies and regulatory bodies who play significant role in the definition of the contractual and
construction rules as well as in the regulation of the facilities. In the context of risk management,
special attention must be paid by the policy stakeholders in the determination of the general
terms and conditions of the buildings at high risk (Isikdag et al., 2008) which include hospitals,
secondary and primary schools, civic and heritage facilities, retail and department stores. For
these premises which can potentially host vulnerable population such as disabled people, elder
population and children, provisions for evacuations plans must be regulated towards mitigation

of risks throughout buildings’ lifecycle.

Succar (2009) states that BIM interactions are push-pull knowledge transactions which take
place within or between fields or sub-fields (see figure 3.11), where push mechanisms
(Holsapple and Joshi, 2006) transfer knowledge to another field or sub-field, while pull
mechanisms transfer knowledge to answer a query from another field or sub-field. In the context
of risk management, this two-way (reciprocal) transfer of knowledge between all the interested
parties at the smaller scale of a building, it can enable them to become informed and risks-
aware. Furthermore, the BIM overlapping fields can be seen as an opportunity for
communication, collaboration and integration of the roles of all the participants involved in a

particular project including those dealing with risk management and mitigation. In this respect,
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efficiency and unity between the stakeholders who in the past could see themselves as
opponents can be delivered. In addition, intelligent, transparent and shared digital
representations of buildings founded on open standards, for instance IFC, can be achieved. In
brief, BIM through its fields and sub-fields, can contribute to participatory identification and
assessment of risks at the building scale as well as to the development of emergency
preparedness plans including shortest alternative building’s (internal and external) evacuation

routes for crisis response.

3.5 A concept proposal for efficient flood risk communication and management: An

interoperable 3D information system based on virtual 3D city models.

The conceptual 3D information system which bases on the virtual 3D city model presented at
figure 3.5 and extended by open standards i.e. CityGML and IFC (see figure 3.13), it aims to
provide all the stakeholders involved in risk management and crisis response with an innovative,
versatile and intuitive platform to access, visualize and comprehend risk related spatial
information. In particular, this system through standards, workflows and rules, intends to
integrate heterogeneous and distributed data from GIS and BIM domains into a cross-
disciplinary and multifunctional integration conceptual platform which targets to support the
cognition of risk situations and functional relations in the context of the S-P-R model. In this
frame, the proposed system via its components purports to enable equal and interoperable
access to spatial information towards communicating risks, ensuring transparency, building
trust, raising awareness and engaging stakeholders to an interactive and solution oriented risk

management process.

o
Databases 1 Open Standards Module
| (Editors & Encoders)

1
1
1
—-»  |FCobjects [®  CityGmL >
| (BIMs) Converter 3—
L r— > (to LoDs) |
1

3D Authoring &
Editing System

| Facilities Cities !
"""""""" v 4
3D Presentation System 3D Geodatabase System
Real-Time 3D City Models o Virtual 3D City Models

Figure 3.13: Overview of the conceptual 3D information system.
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Detailed risk-related information at the micro (building) and/or the macro (regional-city) scale is
of utmost importance in the participatory management of risks and the preparation of evacuation
plans. Dollner and Hagedorn (2008) mention that the integration at the data level, it transforms
and converts data into a unified (target) model which must be powerful enough in order the
different schemata to be mapped in a lossless way. Mao (2011) states that since IFC models
are designed for a more detailed level, CityGML is the most suitable standard to represent a
whole 3D city which through its different LoDs can be utilized for modelling small to large areas.
In addition, since IFC is lacking concepts for spatial objects such as streets, vegetation objects
and water bodies is not appropriate for the representation of complex city models (Kolbe et al.,
2005). Meanwhile, BIM data in IFC format can be converted into CityGML data, thus becoming
important source of 3D city objects. In this context, in the system’s open standards module,
facilities-related data (e.g. buildings) are initially edited in IFC format recognizing that IFC
provides detailed specifications of buildings’ models including their internal technical
infrastructure and development history. Afterwards, they are converted to CityGML LoDs,
therefore becoming geo-referenced. The remaining city-related objects e.g. terrain,
transportation networks, water bodies, vegetation, plants etc., are directly converted to
CityGML. The LoD in which the city objects are eventually represented should correspond to the
accuracy of the available data. With IfcExplorer (2007), a complete IFC model can be exported
into CityGML or vice versa. In addition, Laat and Berlo (2011) have described a CityGML
extension called GeoBIM to get semantic IFC data into a GIS context and convert IFC to
CityGML. Also, Isikdag and Zlatanova (2009) have presented a general overview of semantic
and geometric information transformation from BIM and in particular from IFC into CityGML
models. By supporting regional 3D models, CityGML can consist of hundreds of buildings
integrating all the information derived from the individual IFC models. Nevertheless, it should be
recognized that the construction of CityGML LoDs is challenging while considerable time and
effort are required for the representation of data in a lossless way. In addition, attention must be
paid in the collection of semantics as well as in the check of the validity of the city objects’

geometry.

The presented conceptual 3D information system through its components, it delineates the
physical and functional characteristics and relations of the city objects in a detailed geometric
way at the macro and micro scale and it facilitates analysis functionalities. During the risk

management process, it can be required for example to identify all the buildings which their
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designated internal evacuation routes lead to emergency exits (doors) that have width and
height above a specified threshold and are located along a specified street. The geometric and
semantic information derived from the detailed open data models of the system, are very
important in the querying of the city model which leads to a report with the corresponding
buildings having the required attributes. Otherwise, all the building models along the specified
street should be virtually explored. The widths and heights of the buildings’ doors (emergency
exits) as well as other key structural elements are stored semantically in IFC which are
converted to CityGML, thus becoming geo-referenced in the context of the proposed 3D
information system. In the preparation of the evacuation plans, other queries that can be
satisfied on-demand through the conceptual 3D system can ask for example for combined
information at both the macro (city) and micro (facility) scale. Such queries may request at the
macro scale, the identification of the shortest routes in terms of street networks with width above
a threshold that in a specified buffer zone are not intersected by water bodies, driving to a
facility with particular location; while at the micro scale, they can ask for the indoor route e.g. the
right side of this building where natural gas and water pipes are not installed based on its

internal structures and equipment.

The conceptualized 3D information system is planned to enable interoperability’ throughout the
risk management process, thus playing significant role in efficient and time-effective
management of risks. In terms of risk management, interoperability means that the involved
stakeholders should be enabled to work together in a collaborative manner. But when
stakeholders work together, they need to communicate in a common language ending up to

mutually agreed decisions for risk minimization. For achieving semantic interoperability, the

" The European Interoperability Framework (EIF) for European Public Services (EIF, 2008) defines interoperability as
"the ability of disparate and diverse organisations to interact towards mutually beneficial and agreed common goals,
involving the sharing of information and knowledge between the organisations, through the business processes they
support, by means of the exchange of data between their respective ICT systems." The EIF in its version 1.0 (IDABC,
2004) introduces three levels of interoperability i.e. organizational, semantic and technical while in its version 2.0
adds a legal level and a political context to the interoperability levels. EIF (2008) determines organizational
interoperability as the coordinated processes in which different organizations achieve a mutually beneficial and
commonly agreed goal; semantic interoperability as the precise meaning of exchanged information which is
preserved and understood by all parties; technical interoperability as the planning of technical issues involved in
linking computer systems and services; legal interoperability as the aligned legislation so that exchanged data is
accorded proper legal weight while in the political context it is required to ensure cooperating partners with

compatible visions, aligned priorities and focused objectives.
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system employs open XML-based standards which are essentially shared dictionaries, common
sets of definitions. At the technical interoperability level, the system through its explicitly defined
data interfaces, it facilitates seamless exchange and reuse of information. In the context of
organizational interoperability, the system through its virtual 3D city models irrigates the risk
management process with transparency and openness towards building trust, educating and
raising awareness of stakeholders, facilitating cooperation and discussion between them which
can lead to informed decisions that in the political context follow the stakeholders’ values,
objectives and priorities. The system’s data models which underpin the virtual 3D city objects
are inherently legitimized due to their open nature.

In short, the 3D information system intends to bring together all the stakeholders involved in the
risk management process and through its 3D presentation system, it purports to provide them
with accurate and interoperable digital 3D representations of risk related objects founded on
open international standards, tailored to their specific needs and stored and maintained in the
system’s 3D geodatabase. The system based on virtual 3D city models, it intends to visually
communicate risks to the stakeholders who can interactively identify S-P-R linkages, provide
their inputs, adapt, query, analyze the 3D city models and evaluate the impact of their decisions

in terms of risk mitigation.

3.6 Final remarks on the role of 3D information concepts in flood risk communication

and management.

The world is becoming increasingly urbanized, while more inhabitants and assets are
accumulated in disaster prone urban areas. In light of this, the cities should become more
resilient to threads and the society must be prepared to tackle associated risks and residual
risks. In order this to be achieved; risks should be identified, assessed, communicated to the

interested parties and participatory managed.

Virtual 3D city models are certainly excellent media for communication of risk related
information, fact which has been verified through extensive literature survey. They can integrate,
manage, present and distribute complex risk related geo-information in an understandable
manner close to what the stakeholders are used to see in the real (3D) world towards nurturing

transparency and trust and promoting collaboration. These 3D city models intend to educate
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and inform the interested parties about risks and they purport to raise their awareness regarding
the seriousness of a particular situation. In this way, they become capable to participate, exert
their influence and judge the alternatives for risk minimization during the decision making
process. Nevertheless, the quality of the representations of the 3D city objects is directly related

to the availability and accuracy of data.

In this study, a virtual 3D city model for the case of Heerhugowaard has been developed which
delineates the geometrical and appearance characteristics of the city objects providing dynamic
rule-driven 3D renderings of the flood risk components on the basis of the S-P-R model. It
provides concise information (graphic and non-graphic), thus enabling visual data mining,
analysis and navigation. Furthermore, it facilitates interaction which urge the stakeholders to
play an active role in the decision making process for managing flood risks. In essence, this
virtual city model offers dynamic 3D Common Operational Pictures (COPs) or 4D COPs taking
into account the temporal variable (time) and it aims to create shared understanding among the
involved stakeholders regarding flood risks. In addition, it enables the interested parties to
examine their alternatives by modifying the city model parameters in real time and visually
assess their implications. In this context, better decisions can be made in the cognitive domain
resulting to better actions in the physical domain concerning the minimization of flood risks in an

area of interest.

However, in the management of risks and residual risks where the stakeholders should be
prepared in the case of an emergency and evacuation plans including internal and/or external
routes should explicitly be defined; semantic, topological and thematic information in regards to
the 3D city objects and their components are required. This information intends to satisfy the
needs of the safety agencies for querying and analyzing the 3D city models.

A key aspect for efficient risk management and emergency preparedness is the capability of the
involved organizations to inter-operate i.e. work together. However, the fact that the data
required for risk management are derived from different sources and are often in different
formats, it calls for adopting a “common language” between the involved safety agencies which

will overcome this data fragmentation.

A 3D information system based on virtual 3D city models and extended by open existing

international standards from GIS and BIM domains such as CityGML and IFC respectively, it
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has conceptually been deployed and presented aiming to make a step towards defining a
system framework for risk management and emergency preparedness. Overcoming limitations
of the virtual 3D city model developed for Heerhugowaard area, the conceptual system purports
to enable semantic interoperability throughout the risk management process. Additionally, it
aims to provide the stakeholders with not only navigation functionalities but also easy-to-use
guerying and analysis capabilities. These are intended to be granted to them via the standards
employed by the conceptual system which will provide semantic, topological and thematic
information besides the geometrical and appearance characteristics of the 3D city models.
Furthermore, the 3D information system via the detailed description of the physical and
functional characteristics and relations of the city objects at the macro (city) and micro (facility)
scale, it aspires to allow the development of alternative external and internal building evacuation
routes for management of the residual risks. In the context of this 3D information system,
CityGML has been selected as target model for the representation of the complex urban space
since it is more capable of modelling objects at the macro scale using five distinct LoDs while
IFC classes are designed for representing information in a very detailed way at the micro scale.
BIM data in IFC format is a valuable source of information in regards to city facilities which
contains updated information regarding their status and structures while a literature survey
demonstrated that work has already been done in the direction of their conversion to CityGML
format. However, the CityGML LoD in which the city objects are eventually represented, it
depends on the accuracy and availability of the required data. In addition, the construction of
CityGML LoDs is challenging while the collection of semantics and the check of the validity of

the city objects’ geometries is demanding in terms of time and effort.

For the integration and seamless exchange of massive risk related information derived from
heterogeneous and distributed sources, agreed standards should be followed. However, as risk
related data can be under the control of different ownership and rights, a legal framework that
must govern these data sets must be determined at the political level, following discussions

between stakeholders including the public, the experts and the decision makers.

Governments and safety agencies should support the adoption and utilization of 3D city models
in risk management as they purport to facilitate the cognition of risk related situations by
providing a level field for equal access to information, simultaneously increasing transparency,
trust and cross-disciplinary collaboration. The overlapping BIM fields indicate an opportunity for

collaboration, knowledge transfer and integration of the roles of all the involved stakeholders at
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the facilities’ level. However, collaboration neither can be imposed nor can work being just a
notion in the context of a risk related institutional framework. Virtual 3D city model-based
information systems can facilitate collaboration but for its practice, alterations in institutional

behaviors are required.

In short, a 3D information system based on virtual 3D city models forms an ambitious concept
which has the potential to support both information and communication processes towards
building capacity for participatory flood risk minimization, preparedness and response. For fully
setting the framework of a system for flood risk management and extending the potential as well
as the academic and institutional standing of the presented conceptual system, further
investigations in collaboration with interested stakeholders are needed.
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4. A COMMON OPERATIONAL PICTURE IN SUPPORT OF SITUATIONAL
AWARENESS FOR EFFICIENT EMERGENCY RESPONSE OPERATIONS.

Efficient emergency response needs a multi-disciplinary approach which in turn it calls for a high
level of collaboration and coordination among the involved safety agencies. Furthermore, in
order to cope with the complexity, uncertainty and dynamic nature of an emergency, flexible
information and communication systems are required. Based on experiences from the military
domain, strategic concepts which can improve information sharing and collaboration can be
derived and adapted towards enhancing emergency response information systems and
operational effectiveness. This study purports to review the state of the art in this field providing

recommendations for emergency response policy makers, professionals and researchers.

4.1 Introduction.

Natural disasters strike since the ancient times and despite the advancements in science and
technology, they still have enormous socioeconomic and environmental impacts each year
(Helbing and Kuhnert, 2003, Chang et al., 2007). In the context of the dynamic and complex
task environment of a disaster, multiple organizations and stakeholders are required to convert
from autonomous actors to interdisciplinary and interdependent emergency response teams
(Janssen et al., 2010). The probably most significant question that arises for these responding
teams is what is going on (Oomes, 2004)? For the latter, timely access to all relevant (geo-)
information is critical (Suri et al., 2010).

During an emergency, several operational field units at different levels with various functional
command structures coming from different organizations which may have different
backgrounds, professional languages and operational expertise, they should share information
acquired from various sources, communicate, co-operate and coordinate their actions within a
short period of time towards normalizing an emergency situation (Comfort and Kapucu, 2006).
The quality and timeliness of information can shape the effectiveness of the emergency
response operations (Horan and Schooley, 2007). Furthermore, accurate and relevant
information can play a pivotal role towards reducing the potential damages in lots of threatening

situations (National Research Council, 2007). Finally, the need of coordination in emergency
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response is axiomatic as its absence drives to a number of possible failures which often result in
the escalation of an incident to a disaster and even higher number of victims (Bharosa et al.,
2010). In this connection it should be mentioned that a number of studies (e.g. Junglas and
Ives, 2007; Helsloot, 2005; Pan et al., 2005; Dawes et al., 2004) verify that poor information
sharing and coordination during inter-organization emergency response has a negative impact
on decision making and actions. In addition, information gaps along with lack of fluent
communication and absence of a common operation picture in use have been identified as the

major factors that hinder the emergency response organization (Seppanen et al., 2013).

Information sharing and coordination stay at the top of the research agenda, despite the
progress that may have been done through time (Bharosa et al., 2010). In order to overcome
the information management and dissemination problems, the emergency response
organizations support the employment of more advanced and better equipped information
systems derived from the logic of network enabled capabilities (Wolbers and Boersma, 2013;
Boersma et al.,, 2012). Such systems should assist emergency response stakeholders to
achieve shared situational awareness by deploying a Common Operational Picture (Wolbers
and Boersma, 2013; Comfort, 2006; Endsley, 1995). Having shared situational awareness, the
responding organizations can dynamically understand “what is going on” while their subsequent

decisions and actions highly depend on it.

In short, emergency response organizations still struggle with information sharing,
communication and coordination (Wolbers and Boersma, 2013; Bharosa et al., 2010; Comfort,
2007; Netten and Someren, 2011; Quarantelli, 1997). The unforeseen, dynamic and complex
nature of an emergency in which multiple groups of professionals need to cooperate is seen by
various scholars (e.g. Kapucu, 2006; Heide, 1989) as the reason for which the responding
agencies battle to share and coordinate information. Although information sharing and
coordination in emergency response are of apparent importance, they have received relatively
little scientific attention (Bharosa et al., 2010; Chen et al., 2008a; Ren et al.,, 2008).
Consequently, the main goal of this study is to provide through extensive literature survey an
objective and systematic overview of strategic information concepts and to illustrate their

empirical usefulness and benefits for effective emergency response.

In this context, the paper commences its mission by presenting in chapter 2 a literature review

on natural disasters providing a thorough classification of their different types as well as
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numbers and losses worldwide. Moreover, after distinguishing between incident and disaster a
detailed description of the different phases of an emergency followed by characteristic types of
delays during emergency response operations is provided. Next, in chapter 3 the design
premises of a flexible and dynamic emergency response system are delineated based on
literature. Thereafter, in chapter 4 the network centric enabled capabilities for information
sharing during emergency response are analyzed and their real benefit which is reflected in
their value chain is explained. Then, in chapter 5 situational awareness and in particular
individual, shared and team situational awareness and models are explored. Afterwards, in
chapter 6 a background to a common operation picture is presented and challenges in its
achievement are identified. Furthermore, the added value service of a common operation
picture in emergency response is theoretically investigated and a basis for its qualitative and
guantitative assessment is proposed. Finally, this contribution concludes by discussing the main
findings and providing recommendations for emergency response policy makers, professionals

and researchers.

4.2 Natural Disasters.

Natural disasters have stigmatized the human history, causing peaks in terms of mortality and
morbidity (Leaning and Guha-Sapir, 2013). The Centre for Research on the Epidemiology of
Disasters (CRED) (Guha-Sapir et al., 2014) defines disaster as “a situation or event which
overwhelms local capacity, necessitating a request to a national or international level for
external assistance; an unforeseen and often sudden event that causes great damage,
destruction and human suffering”. The United Nations International Strategy for Disaster
Reduction (UNISDR) terminology (2009) determines disaster as “a serious disruption of the
functioning of a community or a society involving widespread human, material, economic or
environmental losses and impacts, which exceeds the ability of the affected community or
society to cope using its own resources”. The International EMergency Disasters DATabase
(EM-DAT) (2013) classifies natural disasters in 5 groups which in turn cover 12 disaster types
(see table 4.1).
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Table 4.1: Classification of natural disasters.

Hydro-Meteorological

Biological Geophysical Hydrological Meteorological | Climatological
Epidemic Earthquake Flood Storm Extreme
Infectious Disease | e Ground Shaking | « General River e Tropical Storm | Temperature
e Viral Tsunami Flood ¢ Extra-Tropical ¢ Heat Wave
e Bacterial Volcano ¢ Flash Flood Cyclone e Cold Wave
¢ Parasitic Mass Movement | ¢ Storm ¢ Local/Convective| ¢ Extreme Winter
¢ Fungal (Dry) Surge/Coastal Storm Conditions
e Prion ¢ Rockfall Flood

¢ Landslide Mass Movement Drought
e Avalanche (Wet) Wildfire

Insect Infestation

e Subsidence

Animal Stampede

e Rockfall
e Landslide
e Avalanche

e Subsidence

e Forest Fire

e Land Fires
(grass, scrub,
bush, etc.)

(EM-DAT, 2013)

Over the past five decades (see figure 4.1), the number of the overall natural disasters present

an increasing linear trend causing severe economic losses while the hydro-meteorological

disasters are the most dominant in terms of numbers and economic damages. Biological events

are not considered here, as they require specific approaches and often are not directly related

to geophysical and hydro-meteorological events (Leaning and Guha-Sapir, 2013).
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Figure 4.1: Numbers and types of historical natural disasters.
(Adapted from Leaning and Guha-Sapir, 2013)
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Only in 2014, the NatCatSERVICE of the Munich RE (2015) has recorded 980 loss events
distributed all over the world (see figure 4.2) that have caused overall 7 700 human fatalities
and losses of around $110 billion of 2015 US dollars. From these, 900 were hydro-
meteorological events which caused 6 900 human deaths and losses of $97 billion of 2015 US
dollars. Looking at the geographical distribution of the events in 2014, Asia following the trend of
the past three decades (UNESCAP, 2013) is the most disaster-prone region with the largest
number of people killed and the greatest economic damages. In particular, according to Munich
RE (2015) (see figure 4.3) Asia was the continent hit by most of the natural disasters (37%)
followed by North America including Central America and Caribbean (20%), Europe (16%),
Africa (10%), South America (9%) and Oceania (8%). In addition, Asia in 2014 accounted for
75% of global disaster victims followed by Africa (10%). Furthermore, Asia suffered from the
46% of the global damages followed by North America including Central America and
Caribbean (29%) and Europe (16%).
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Figure 4.2: Geographical distribution of loss events during 2014.

(Munich Re NatCatSERVICE, 2015)
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Figure 4.3: Loss events in 2014 ordered by continent.
(Adapted from Munich RE, 2015)

Natural disasters, particularly floods and storms present an increasing trend in terms of
frequency and seriousness affecting the mortality, morbidity and welfare of the society.
Montanari and Koutsoyiannis (2014) mention that the growing impacts of extreme events, along
with the observation that the environment alters in a phenomenal manner, stresses that human
facilities are becoming more exposed to natural hazards and risks. Furthermore, the level of
vulnerability of an exposed community to such hazards, it specifies the extent to which a hazard
can cause a disaster (EEA, 2010). In the years ahead, the international community should face
the root causes of crises (Leaning and Guha-Sapir, 2013). In this context, transnational
solutions enabled via an effective framework for regional cooperation by allocating resources
towards better preparedness as well as by reinforcing the early warning systems are needed
(UNESCAP, 2013). Humanitarian relief is and will always be required due to unforeseen natural

events which call for effective emergency response during a crisis situation.
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4.2.1 Incidents versus disasters and emergency response.

Oxford Dictionaries (2015) determine incident as “an instance of something happening; an event
or occurrence” while disaster as “a sudden accident or a natural catastrophe that causes great
damage or loss of life”. In order an incident not to escalate to a disaster effective emergency
response is required. According to UNISDR (2009) response is “the provision of emergency
services and public assistance during or immediately after a disaster in order to save lives,
reduce health impacts, ensure public safety and meet the basic subsistence needs of the
people”. In this context, plans and institutional arrangements that involve and guide the efforts of
the multiple safety agencies in a comprehensive and a coordinated fashion towards responding
to the entire spectrum of emergency needs are engaged.

Emergencies are considered as high stress situations which need organizations to respond in a
way that is different from their normal operating procedures (Raman et al., 2012; Otim, 2006;
Jennex, 2004; Turoff, 2002). Walle and Turoff (2008) note that emergencies are by definition
situations in which the stakeholders are not familiar with nor likely to become familiar with; and
their occurrence evokes intense feelings of stress, anxiety and uncertainty. During an
emergency situation, not only will they have to manage these feelings, but also they should
comprehend the situation among conflicting or missing information, deciding for the appropriate

response actions in a short period of time.

Jennex (2007) see emergencies as a series of four phases (see figure 4.4) i.e. Situational

Analysis (SAn), Initial Response (IR), Emergency Response (ER) and Recovery Response (RR)

and five decision points i.e. the Initiating Event (IE), the Control Event (CE), the Restoration

Event (RE), the Normalizing Event (NE) and a Terminating Event (TE) which are described

below in details:

e SAn phase: During this first phase, information is acquired and assessment of the situation is
performed by the safety agencies. It has a base level of activities which include monitoring
and analysis of a set of predetermined conditions for detection of unusual or pre-identified
deviations, identification of the IE and training and preparation of the emergency responders.
When an IE is determined during the SAn phase, an emergency is considered that initiates

and it causes the start of the IR phase.
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¢ IR phase: This is a short duration phase in which verification of the emergency is being done,
followed by generation of early warning notices, initialization of preplanned preliminary
actions and introduction of the emergency response plan.

e ER phase: It begins directly after assuming control by the emergency response teams i.e.
after a CE and in general after the completion of the immediate response actions and early
warning notifications. This phase implements the emergency response plan and begins the
coordination of the responders, the deployment of the assets and the allocation of the
resources. Being the command and control phase of emergencies, it requires from the
emergency responders to monitor conditions and progress of the response operations,
adjusting them accordingly. The ER phase reaches the maximum activity level during an
emergency, ending with the RE. At this point, the emergency responders deduce that the
emergency conditions are under control and hence no further response actions are needed
leading to the termination of the command operations of the emergency control center and
the entrance of the emergency into the RR phase.

¢ RR phase: This phase has a declining level of activities during which is verified that the
emergency is under control and organization, management and coordination of long term
activities and reconstruction for the normalization of the situation takes place. Furthermore,
lessons learned from the management of the emergency are identified and documented
towards better preparation for potential future emergencies. The RR phase ends when the
NE is formally declared. At this point, all the emergency response actions are completed.
Moreover, long term response activities as well as a basic level of restoration have been
made, the situation is normalized and the safety agencies are operating in their routine

procedures being in the SAn phase.

TE can occur in the case of a false detection of an incident or in the case where another
emergency has been prioritized or in the case of any event that could cause the suspension of
the response. In general, TE can take place in any phase and time denoting the termination of
an emergency. This is also the reason for which is not illustrated in the diagram of phases and

timelines of activity levels of a typical emergency (see figure 4.4).
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Figure 4.4: Phases and decision points with indicative amount per unit time of immediate
response and decisions that need to be made following an IE.
The figure does not correspond to scale and it is a general illustration of an emergency timeline.
(Jennex, 2007)

4.2.2 Delays during an emergency response.

Chen et al. (2007), see emergency response as a social activity where multiple agencies across
functional disciplines and jurisdictions are involved. In particular, during an emergency, several
response teams from various safety agencies with different organizational goals and cultures
must cooperate in order to minimize the potential negative effects of an emergency (Schaafstal
et al., 2001). For this, good coordination and communication not just within a response team,

but also among the several teams involved is required.

During the emergency response operations, Chen et al. (2007) identify three characteristics

types of delay:

e Type 1: This delay is related to the dispatch process of the emergency responders due to a
limited Situational Awareness (SA) and comprehension of the extent of an incident.
Coordination and decision making in a limited amount of time lacking relevant, complete and
accurate geo-information is crucial. Novel information concepts with the capability to
integrate and present up-to-date information about the incident, the surrounding environment
and the response operations in real time are often needed. Furthermore, decision support
systems which build upon such information concepts incorporating and adjusting decisions
are often necessary. As the understanding of the situation may change and improve through

time, the capacity of adjusting the decisions accordingly is of critical importance. Such a
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change can occur as individual observations of the scene are often biased by the observer’'s
comprehension, background, reminiscence and verbiage. First responders, mention that
these observations are frequently contradictory resulting in delays in regards to actionable
decisions, as puzzling out conflicting information is hard and time consuming. Finally, the
systems used to support decisions for emergency response should not refuse information
seemingly useless, but maintain and analyze such information for potential useful content.

e Type 2: This refers to the time spent on the preparation of the responders for the
implementation of their tasks and it can be reduced by organizing ex ante relevant training
exercises. This preparation time can include identification of proper outfit and suitable
equipment related to the type and severity of the emergency to be managed and travel time
required to reach the hot zone (location awareness). Better preparedness for emergency
response as well as better coordination during the emergency may contribute to the
minimization of this delay.

e Type 3: This delay can occur during the process of information acquisition, communication
and decision making. It can be addressed by facilitating Shared Situational Awareness (SSA)

among the responders. SA and SSA are defined and discussed in a later section.

4.3 Design principles for an emergency response system.

Information and communication of varying scopes and proportions are of utmost importance
during crisis situations (Walle and Turoff, 2008). Furthermore, teams of people who often
represent different organizations, resources and roles are required to work effectively in a
coordinated fashion supporting each other’s’ objectives even when they have never before
worked together (Carver and Turoff, 2007). For this, flexible and dynamic emergency response
information systems resting on generic design principles and tailored to the needs of the
different safety organizations are required. Based on historic experience, Turoff et al. (2004 a,
b) suggest nine design premises for a Dynamic Emergency Response Information System
(DERMIS) (see table 4.2a, b).
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Table 4.2a: Design premises for a DERMIS.

Design premises

Discussion

System training

and simulation

An emergency response system which has functions for the day-to-day
operations, it partly eliminates the need for training and simulation. This occurs
due to the fact that the professionals who must operate the system, they

already gain extensive experience with it just by using it for their daily routine.

Information focus

The professionals dealing with the emergency response are often flooded with
information and hence the emergency response systems should filter
information according to the needs of the different actors. However, these
should still be able to access all contextual information related to an
emergency as information elements that are filtered by the system may be of
utmost importance under unforeseen conditions.

Crisis memory

The system should enable logs of the events’ chain during an emergency,
without charging the emergency responders with extra workload. The
information included in these logs can be used for system improvements for

future emergencies as well as for analysis of the emergency situation itself.

Expectations as

norms

Most of the emergencies are unique and hence a planned response to an
emergency is not feasible to be followed in details. Furthermore, the majority of
the actions are expectations to the earlier defined norms. Therefore, an
emergency response system should be flexible enough to enable alterations in
the configuration and allocation of resources during response operations.

Scope and nature

of crisis

Depending on the nature of an emergency, the different response teams may
have to be structured with members who will provide the appropriate
knowledge and experience for fulfilling the teams’ tasks. In addition, attention
should be paid on the fact that some teams may operate for a specific amount
of time transferring their tasks to other teams or actors. This applies also for
individual team members who due to exhaustion may need to be replaced by
others.

Role transferability

Emergency responders must be able to pass their roles to others when they
are not capable to deal with an emergency. This means that an emergency
response system’s software should explicitly describe these roles and also the

tasks, responsibilities and information needs of each of them.

(Walle and Turoff, 2008; Turoff et al., 2004 a, b)
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Table 4.2b: Design premises for a DERMIS.

Design premises | Discussion

Information validity | During emergency situations, actions are taken based on incomplete
and timelines information. Thus, it is of utmost importance for an emergency response
system to be capable to store all the available information in a central database
equally open to all those involved in the management of an emergency
situation. In this manner, all the involved stakeholders can count on a wide
base of information which in turn it may support them towards more effective
and efficient decision making for the management of an emergency.
Furthermore, when these stakeholders require unexpected (unpredicted by
humans or technology i.e. the system) information, they need to be able to

identify whether this exists or not and also who can or must be providing it.

Free exchange of During an emergency response, a vast amount of information should be
information shared and exchanged between the involved stakeholders in order these to
become aware, gain control of the situation and supervise the response
operations. However, a large amount of exchanged information can lead to
information overload which can have negative contribution to the emergency
response. Hence, the system must prevent the information overload of its
users by assuming all the bookkeeping of communications and all the

organization occurred.

Coordination Due to the unforeseen nature of an emergency, the actions that should be
taken as well as the responsibilities of the emergency response teams and
individuals cannot be predetermined. In this context, an emergency response
system should support flow of authority towards where the actions take place
(usually on a low level of hierarchy) and simultaneously reverse flow of
accountability and situational information upward and sideways through the
organization.
(Walle and Turoff, 2008; Turoff et al., 2004 a, b)

People can deal with a high degree of uncertainty to make timely decisions as long as they
know that these are not based on hidden information which will make their actions to look wrong
later. In this context, the persons required to make decisions during an emergency should be
ensured that they can find and precisely understand all the information relevant to their decision
in a timely manner; as in an emergency what might be considered the most relevant, may

simply not exist (Turoff et al., 2004b).
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An emergency management system should face the reality of an emergency situation which
requires movement of authority to lower levels and rapid responses (Turoff et al., 2004b).
Otherwise, the system will be designed inadequately without being capable enough to handle
the oversight function in a timely and effective manner during an emergency. As many serious
decisions are irreversible (Pauwels et al., 2000), the latter can lead to incorrect decisions which
cannot be altered or to delays in making a decision that eliminates the opportunity for choosing
the best alternatives.

The nine design premises suggested by Turoff et al. (2004 a, b), can lead to an emergency
response system flexible, robust, dynamic and capable to support the information and
communication needs of the emergency responders at all the levels. Furthermore, according to
Eede et al. (2006), they can allow the development of a dynamic emergency response
information system capable to support and be integrated across different organizations.

4.4. Network centric enabled capabilities for emergency response.

When a disaster strikes, coherent coordination requires acquisition of relevant information from
multiple sources, verification of its accuracy and sharing among responding organizations, all
within a short period of time (Janssen et al., 2010). Information quality and timeliness can shape
the effectiveness of the emergency response operations (Horan and Schooley, 2007).
Furthermore, accurate and relevant information can significantly reduce the potential losses in
lots of threatening situations (National Research Council, 2007). Lack of information and
knowledge, their incorrect interpretation or discharge as irrelevant are among the main reasons
of disaster management failure (Cooper and Block, 2006; Wiese, 2006; Dyson, 2006; US Select
Bipartisan Committee, 2006). Furthermore, at the peak of an emergency when information
accessibility, flow and distribution are of utmost importance; the lack of interoperability among
the variety of databases, the information generation systems and the telecommunication
platforms utilized by these systems are some of the most obtrusive contributors to
mismanagement (Lubitz et al., 2008b; Lubitz and Wickramasinghe, 2006a; Lubitz and
Wickramasinghe, 2006b; Lubitz and Wickramasinghe, 2006c; Lubitz and Patricelli, 2007;
Dizard, 2006).

83



Architectures to support complex problems solving as well as coordination and information
sharing during emergencies can be traditionally characterized as hierarchical solutions (Bigley
and Roberts, 2001; Simon, 1996). Furthermore, Janssen et al. (2010) state that hierarchical
control is often viewed as a necessity for managing disasters. However, Comfort and Kapucu
(2006) mention that under the urgent and dynamic conditions of a disaster, such procedures
almost always crash. In addition, Comfort (1999) points out that under cumulative stress, the
hierarchical organization tends to fail and personnel are obstructed by a lack of information,
constraints on innovation and an inadequacy to shift resources and actions to timely meet new
demands. Schraagen et al. (2010) experimentally demonstrated that in complex environments,
the network centric structures were more efficient in terms of speed, accuracy, information

distribution, knowledge sharing and decision making compared to the hierarchical structures.

For complex, time dependent operations carried out in dynamic environments, the concept of
“network-centric warfare” based on extensive use of information technology, information
management and progressively increasing incorporation of knowledge management techniques,
it has been introduced several years ago by the US Department of Defense (DoD) (Alberts et
al., 2001). In particular, the Network Centric Operations (NCOs) have emerged as the solution
to the major information and knowledge deficiencies and requirements during complex, large-
scale crisis management operations (Cebrowski and Garstka, 1998; Lubitz and
Wickramasinghe, 2006a; Lubitz and Wickramasinghe, 2006b; Lubitz and Wickramasinghe,
2006¢; Lubitz and Patricelli, 2007). The NCOs' concept recognizes the need of empowering
humans during emergency response. By incorporating NCOs, the military aimed at a broad
sharing of situational awareness through the utilization of a Joint Operational Picture (Alberts et
al., 2002). According to Alberts and Hayes (2007), DoD has identified four propositions of a
NCO and a set of governing principles for a network centric force which are the tenets of
netcentric warfare: i) a robustly networked force improves information sharing; ii) information
sharing and collaboration reinforce the information quality and share situational awareness; iii)
shared situational awareness allows self-synchronization and strengthens sustainability and

command speed; iv) All these in turn are significantly increasing the mission effectiveness.

Lubitz et al. (2008b) mention that the concept of network-centricity has emerged in two parallel
approaches. These are the Doctrine of Network-centric Warfare (DNW, Wilson, 2004) and the
Network Enabled Capabilities (NEC, NATO, 2005) also known as Network Enabled Operations
(NEO). From the two approaches, Lubitz et al. (2008b) identify that the NEC concept is more
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adaptable to the conditions of emergency response in which multiple uncoordinated and
disorganized governmental, non-governmental, local and volunteer organizations are required
to collaborate within the same operational environment, yet entirely without common information
sharing capability. This is because unlike the network centric doctrine, NEC enables effects-
based operations at the level of command and control as well as on the level of operational
capability. Lubitz et al. (2008b) state that the “NEC may be the essential tool required to change
the persisting individualism of the participating organizations”. Furthermore, NEC is a potential
enabler of an adaptive management philosophy which can allow collaborative and flexible
responses to future disasters (Wiese, 2006).

Networks, information and humans are the three overlapping and mutually dependent
dimensions of NEC, which need continuous development for achieving full realization of the
concept (UK Ministry of Defense, 2005). The networked information environment offers the
capability to acquire, generate, manipulate and distribute information which in turn is crucial for
the decision makers. The real value of NEC is reflected in its value chain (see figure 4.5). In
essence, NEC value chain corresponds to the tenets of net-centric working (Alston, 2005;
Alberts, 2002) and it attempts to indicate the NEC cause and effects chain that leads in “Better

effects” i.e. the desired emergency response outcomes.

G
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Figure 4.5: The value chain of Network Enabled Capabilities (NEC).
(Steenbruggen et al., 2012; UK Ministry of Defense, 2005)
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NEC timely provides and exploits information and intelligence to enable effective decision
making and versatile actions (UK Ministry of Defense, 2005). However, despite the fact that they
offer decisive advantages in emergency response, they have some deficiencies. For example,
Lubitz et al. (2008b) mention that these concepts are technology driven, with technology itself
being one of the first victims of a major emergency. As a solution to this, Patricelli et al. (2008),
suggest that preparation and planning can contribute in assuring that in spite of severe
infrastructure damage, the essential network capabilities either keep operational or are timely
restored to an acceptable functional level. Some other issues on NCO have been identified by
Bharosa et al. (2009b, 2009c), who have done field research and in particular empirical analysis
on the implementation of NCO and the resulting problems. Through their research, they
identified that the implementation of NCO can unveil some shortcomings which cannot be
addressed by NCO descriptions. In addition, they found that NCO can highlight some issues
such as information overload making also the validation of information quality a difficult task.
Furthermore, they acknowledged that despite the technological advances, the NCO concept’s
effectiveness depends on the formulation of new institutional policies and roles in regards to
information sharing. For all these matters, further research needs to be carried out. Therefore,
the concept of net-centricity is not a panacea which solves all the crisis management problems,

but it is a part of the solution.

45 Situational Awareness.

Many definitions of Situational Awareness (SA) exist (Endsley, 1988a; Fracker, 1988). Most of
them converge that SA is about “knowing what is going on” (Endsley, 1995). According to
Gilson (1995), the concept of SA has been identified during the World War | by Oswald Boelke
who understood “the importance of gaining an awareness of the enemy before the enemy
gained a similar awareness, and devised methods for accomplishing this” (Lagervik et al., 2006;
Stanton et al.,, 2001). In technical and academic literature, the area did not receive much
attention until the late 1980s, but thereafter diligent work has been done (Stanton et al., 2001).
The aviation industry where pilots and air traffic controllers are required to develop better SA
has been the driving force for research and development in this domain (Jenson, 1997). In this
context, Nofi (2000) mentions that the concept of SA entered military usage through the aviation

community. Both the concepts of SA and Common Operational Picture (COP) have been
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employed by the military as a guiding principle to define and/or supervise warfare operations
(Steenbruggen et al., 2012).

Lack or inadequte SA has been found as one of the main causal factors in accidents attributed
to human error (see Steenbruggen et al., 2012; Hartel et al., 1991; Redding, 1992; Merket et al.,
1997; Nullmeyer et al., 2005). For example in the aviation industry, a review of over 200 aircraft
accidents revealed that their main cause was the poor SA. Despite the fact that SA has its roots
in aviation, the concept is equally applicable to human supervisory control for ground based
industries (Kaber and Endsley, 1998). Some researchers criticize the concept for being very
subjective (Gilson, 1995), very intuitive (Flach, 1995) and lacking a coherent definition (Sarter
and Woods, 1991) while other researchers overcome these accusations, claiming that SA is a
useful concept with utmost importance for operational settings (Gilson, 1995). Steenbruggen et
al. (2012) see SA as especially important in work domains where the information flow can be
quite high and poor decisions can cause disastrous results. Klein (2000) considers SA as a
critical concept because: it is linked to performance; limitations in SA may result in errors; it may
relate to expertise; it forms the ground for decision making. SA can be distinguished as

individual or shared/team SA which will be analyzed in the following sections.

45.1 Individual SA: Definitions and models.

A commonly accepted definition of the SA of individuals is still missing (Sarter and Woods,
1991). In a high level of simplification, SA can be seen as an appropriate awareness of a
situation (Smith and Hancock, 1995). Individual SA can be considered as a personal attribute
(Nofi, 2000). The world around the individuals is approached in personal terms, based on their
cultural background, education and experiences as well as on the strengths and limitations of
their senses (Nofi, 2000).

According to Stanton et al. (2001), three main definitions dominate in the literature: Ensdsley’s
(1988) which focuses on an information processing framework; Smith’s and Hancock’s (1995)
that pinpoints the reflective quality and Bedney’s and Meister's (1999) which presents an
embedded world view. In essence, Endsley’s (1988) definition focuses on the perception and
understanding of the world employing future projection of its current situation. In contrast to the
latter, Smith and Hancock (1995) determine SA in terms of the interaction between the person

and the world and hence it focuses on the way in which the two main systems cooperate.
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Bedney and Meister (1999) pinpoint the reflective perspective of SA and in particular the relation
with mental models incorporating understanding of the present system. The differences
between these definitions are identified on the orientation of SA either as cognitive process
used to develop and maintain SA or tangible product; as well as in terms of the underlying

psychological approach.

As suggested by Stanton et al. (2001), three main theoretical approaches dominate in the SA
domain: the information processing approach which is represented by Endsley’s theoretical
three - level model (Endsley, 1995); the activity theoretic approach which is best described by
Bedney’s and Meister’s interactive sub-systems model (Bedney and Meister, 1999) and the
ecological approach which is delineated by the Smith’s and Hancock’s perceptual cycle model
(Smith and Hancock, 1995). In terms of SA orientation, the interactive sub-systems and the
perceptual models focus on the process while the three-level model mainly concentrates on the
product. However, Stanton et al. (2001) mention that in measuring SA none of these product-

process perspectives should be ignored as the latter can be determined by the former.

From the theories of individual SA, based on Salmon et al. (2007), Endsley’s three tier model of
information processing has been the most useful for describing SA of an operator as well as for
informing system design and evaluation (e.g. Endsley et al., 2003). In addition, Gorman et al.
(2006) mention that many SA researchers have agreed in principle on Endsley’s three part
definition of SA. Endsley (1988) defines SA as: “the perception of the elements in the
environment within a volume of time and space, the comprehension of their meaning and the
projection of their status in the near future”. Therefore, SA is about perceiving critical factors i.e.
status, attributes and dynamics of relevant elements in the environment (Level 1),
understanding of the meaning of these elements after being synthesized, in light of the decision
maker’s goal (Level 2) and at the highest level (Level 3) predicting of what will occur with the
system in the near future. Higher SA levels are dependent on the success of the lower levels
(Wickens, 2008). An extensive review of Mica Endsley’s articles on SA theory and

measurement can be found in Wickens (2008).

Endsley’s theories do not employ concepts such as COP and network centric operations in the
definition of individual SA. The latter is more determined as a set of goals and decisions tasks
for a certain job or activity of individuals within an organization and thus its context depends on

what is the right information to support a SA environment (Steenbruggen et al., 2012). However,

88



when the individuals work as team members and are required to perform their tasks in a
network centric environment based on individual SA, there is an interrelation between the
gualities of shared SA in terms of interaction. In addition to the different SA levels of the
environment, relevant is the SA of the own organization also known as organizational
awareness which is defined by Oomes (2004) as “an understanding of the multiple parties that

make up the organization and how they relate to each other”.

4.5.2 Shared and team SA backgrounds.

Perla et al. (2000) mention that “With all the imprecision and debate surrounding the basic
meaning of the idea of situational awareness, it is hardly surprising that the broader concept of
shared situational awareness suffers from similar conceptual and semantic difficulties”. In
general, when actors are working together towards achieving a common goal, a “compatible”
understanding of the situation is supportive (Seppanen et al., 2013). Endsley et al. (2003),
introduce shared SA as the degree to which team members have the same SA on shared SA
requirements where shared SA is dependent not on a complete sharing of awareness between
team members, but only on a shared understanding of that subset of information which is
necessary for each of their goals. Therefore, shared SA is about the level of overlap in common
SA elements between team members (Seppéanen et al., 2013). However, each team member
has specific SA requirements of its task, from which some may overlap with other team
members' requirements (Seppéanen et al., 2013). The latter is related to what team SA is about.
Endsley (1995) defines team SA as “the degree to which every team member possesses the
situation awareness required for his or her responsibilities”. Shared SA and team SA are not the
same. Endsley (1989) and Endsley and Jones (2001), make the distinction between the two.
However for successful team performance, the individual team members should have good SA
on their specific elements and simultaneously the same SA for those elements that are shared
(Endsley and Robertson, 2000).

Seppénen et al. (2013) state that interaction is critical in building SA, while communication is in
the heart of interaction being the driving force in the formation of an adequate shared SA.
Salmon et al. (2008) identify that most researchers have focused on communication as the key
component in the development of team SA. In this line, Nofi (2000) finds communication as the
most crucial element in the formation of team or shared SA. Endsley (1995) reflects the latter by

suggesting that a team member's SA of shared elements can provide team coordination or
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communication. Entin and Entin (2000) stress that communication is a prerequisite for achieving
a high level of team SA. Furthermore, Salas et al. (1995) pinpoint the significance of

communication in the acquisition of team SA.

Nofi (2000) point out that “shared situational awareness obviously differs from individual SA
because it involves a number of persons trying to form a common picture”. For the development
of shared SA, Bolstad and Endsley (2000) identify four factors: (1) shared SA requirements (e.g.
the degree to which team members understand which information is required by other team
members); (2) shared SA devices (e.g. network systems, communication devices, shared
displays and the share environment); (3) shared SA mechanisms (e.g. shared mental models)
and (4) shared SA processes which is about efficient team processes that enable sharing of
relevant information. However, for the development of SA for the team as a whole, Endsley and
Jones (2001) state that this depends on: (1) a high level of SA among individual team members
for the aspects of the situation relevant to their job and (2) a high level of shared SA between
members, based on an accurate common operational picture of those aspects of the situation

common to the requirements of each member.

4.6 A common operational picture for emergency response.

During emergencies, agencies with heterogeneity in terms of background, specific operational
expertise and professional language need to organize their actions across jurisdictional and
institutional boundaries in a coordinated fashion for efficient and timely response operations
(Comfort and Kapucu, 2006). In this context, a Common Operational Picture (COP) can be
utilized for overcoming coordination and information management problems throughout
emergency response. Following, the COP concept is introduced and its contribution to

emergency response operations is explored.

4.6.1 Background to a COP.

According to Hager (1997), early studies of Common Operational Pictures (COPs) were carried
out in the eighties. A major milestone was the deployment of a large group display to facilitate
the development of SA in military command posts (Deschamps et al., 2002). However, as

Wolbers and Boersma (2013) suggest, a single definition of a COP does not exist both in the
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operations field and the literature. Copeland (2008) stresses that disagreements exist in terms
of COP considerations as it is treated as a product, process or operating environment. In the
literature, two types of definitions are the most common: the first focuses on the capabilities of
information distribution while the second pinpoints the need for developing an adequate level of

shared understanding (Wolbers and Boersma, 2013).

Based on Merriam-Webster’s Collegiate Dictionary (2015), a picture can be seen as a design or
representation made by several means or as a description so vibrant or graphic which provides
either a mental image or an accurate idea of something. Also, it can be a mental image itself.
Similarly, this dictionary defines common as something that belongs to or is shared by two or
more individuals or things or by all group members which has a connotation to widespread or
general knowledge. Finally operational is of, or relating to, or utilized for or in operations
(Merriam-Webster's Collegiate Dictionary, 2015). Kuusisto et al. (2005) building upon these
frames, consider a COP, as a shared representation of widespread and general knowledge

regarding operation.

A COP provides stakeholders with a “common picture” of the field of operations at the same
time, on a terminal device at their location (Hager, 1997), while the operational picture refers to
a predefined representation of information related to the operations. The US military Doctrine for
Joint Operations (Shelton, 2001) defines COP as “a single identical display of relevant
information shared by more than one command”. Furthermore, the doctrine sees the COP as a
facilitator of collaborative planning which supports all echelons to achieve SA. In emergency
response, COP can be seen as an auspicious solution towards improving the quality of

information sharing and supporting the development of SA (Comfort, 2007).

A COP can also be treated as a boundary object because its deployment is about sharing and
building information in regards to the response operations by enabling users to constantly
redefine and adapt their relationships (Wolbers and Boersma, 2013). By utilizing a COP,
coordination and negotiation of the polyphony of the experts’ perspectives via general
procedures of exchange without making their points of view uniform or completely transparent to

each other are facilitated (Trompette and Vinck, 2009; Hsiao et al., 2012).

A COP often represents geographic information as typical applications are tied to a possible

large geographic area (location awareness) (Bjorkbom et al., 2013). In this line, COP is
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considered as a geographical representation (geo-COP) combined with a checklist that
delineates the evolution of an emergency along with the characteristics and progress of the
emergency response operations. The information tailored in terms of content and detail is
merged into a common frame of reference and visualized on a screen, supporting the
comprehension by the response organizations of the current view of the situation (Bjérkbom et
al., 2013).

The US Department of the Army mentions that a COP which may cross horizontal, vertical and
functional boundaries is made of three components (Bessler, 1998): (1) situation maps and
overlays (the current status of an emergency, the projected emergency situation and the
available resources); (2) friendly battlefield resource report and (3) intelligence products. In a
network centric information environment, a COP is fed with (automatically updated) data derived
from different sources such as reconnaissance and surveillance assets, emergency response
teams in contact, intelligence acquired from analysis, information from higher echelons and
estimates about incomplete information (Blais et al., 2005). By employing networks as well as
emerging technologies, the different emergency response organizations can use current
positional information to obtain the desired operational picture on one display. Access to a
common picture that displays the evolution of an emergency and the progress of the response
operations can enable these organizations to collaboratively plan and execute comprehensive

tactical operations (Hager, 1997).

In emergency response operations, a COP depicts static information predetermined in the
preparedness phase of emergency management as well as dynamic information related to the
evolution of an event which needs to be shared between different emergency response chain
members (see table 4.3a, b). It may contain geographical displays of emergency resources and
assets, alternative evacuation routes as well as other tactical information all on a single display.
In essence, a COP contains elements common to all the types of emergencies as well as critical
variables which can be extracted at the time of the event through different sources of
information including emergency responders. For example, by taking advantage of inputs from
different intelligence sources all the deployed units in the field of operations can be mapped in
real-time (Phillips et al., 2002). Therefore, with the suitably implemented information/knowledge
management services, all the relevant to an emergency factors can automatically be
incorporated into a comprehensive, real time description of the present and future needs, which

may include availability of resources and assets, their appropriate deployment and field control
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i.e. actionable knowledge (see Lubitz et al., 2008b). In short, Hager (1997) mentions that a COP

displays all acquired and combined data derived from different means in a single presentation to

the user. As a consequence of realizing a COP, SA can be increased because every

emergency responder can have the same information regarding the evolution of an emergency

and the progress

of the response operations.

Table 4.3a: Examples of common and variable elements included in a COP.

COP
considerations

Common elements

Specific elements
(related to an emergency)

Incident/Disaster

e Digital maps at national level which
include hazards, vulnerable objects and
risk analysis results related to different

potential types of events.

¢ The nature and the magnitude of the
critical event;

e Geographic location of the event, size
of the affected area, location and

magnitude of the affected population.

Networks

(e.g. streets)

e Networks infrastructure is depicted in
maps;

e Networks accessibility, condition and
capacity are known;

e Alternative evacuation routes are
predetermined during the preparedness
phase of emergency management.
These take into account the nature of a
potential emergency, estimated
numbers of evacuees based on the
population of different areas as well as

time availability for the evacuation.

e The maximum size of an area affected
by the emergency and consequently
the networks became or about to
become inaccessible;

¢ Degraded and destructed networks
due to event related conditions,
weather;

¢ Non-forecasted networks’ degradation

due to traffic congestion.

Resources

e Material resources such as ambulance
and police vehicles, fire brigade

engines, trucks, aerial means, supplies.

e Degradation due to event related
specific factors which can cause for
example damage of the resources,
inaccessibility of the place(s) in which
they are located;

¢ Due to allocation of the emergency
resources to the response operations’
scene, the number of the available
resources changes dynamically as the

response operations escalate.

(Adapted from Lubitz et al., 2008b)
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Table 4.3b: Examples of common and variable elements included in a COP.

Healthcare Units

short/long term shelters and field
medical facilities as well as optimal
access routes predetermined during the
preparedness phase of emergency
management;

e Location and capacity of local and
national healthcare resources/advanced
treatment facilities and

triage/treatment/evacuation plans.

COP Common elements Specific elements
considerations (related to an emergency)

Assets » The number of personnel in all e The required personnel number for the
categories (e.g. policemen, firemen, emergency response operations which
field medics, support staff) available for depends on the nature of the event.
deployment to the response operations’ | Due to allocation of the personnel to
scene is known; the operations’ scene, its availability

e Personnel requirement for traffic control, changes dynamically as the response
barrier maintenance, evacuated territory operations escalate.
security patrol; e The unavailable personnel who are

* Deployment sites for personnel unable to reach the deployment sites
predetermined in the preparedness due to specific factors related to the
phase of emergency management, evolution of the emergency.
based on different types of events with
different magnitudes and the associated
evacuation sizes.

Shelters/ e Location and capacity of available ¢ Need for ad-hoc facilities arising from

the evolution of an event;
¢ Unavailability of facilities due to event-
related specific factors (e.g. location

within a radius of influence, damaged).

Spatial models’
outputs

e Simulations’ forecasts based on
hypotheses related to different types of
emergencies. Risk maps are based on

such forecasts.

¢ Forecasts based on dynamic inputs
(real observations) derived from the

evolution of an event.

(Adapted from Lubitz et al., 2008b)

Regarding the role and the function of a COP within multi-agency operations, McMaster and
Baber (2009) suggest that there are several perspectives. The potential alternatives of a COP

are delineated in table 4.4. However, for facilitating multi-agency planning and implementation
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of response to a complex environment, the distributed cognition point of view can be seen as
the only one in which the COP product becomes part of the decision making process enabling
the different agencies to share multiple perspectives on the problem and achieve a common

understanding of the situation (McMaster and Baber, 2009).

Table 4.4: Potential roles and functions of a COP.

Nature of interaction Product Process

Passive Static view Live COP
(observe the dynamic COP as it

is updated)
Active Demand feeding Distributed cognition
(COP as the product of (process of command driven by
information, surveillance, target of the COP).

emergency response operations
acquisition and reconnaissance).
(Adapted from McMaster and Baber, 2009)

A robust network for information sharing can contribute in achieving shared SA based on a COP
which in turn will result in improved decision making. Nevertheless, in order the emergency
response organizations to gain maximum advantage from the network centric working logic;
they should attempt to implement self-synchronization which can lead to improved use of
capabilities to control the situation. Self-synchronization needs a level of shared SA which
means cross-domain SA as well as SA across domains (Ven et al., 2008). To achieve shared
awareness, all teams are required to share information and share understanding of the situation
(Alberts and Hayes, 2007). Self-synchronization is described in a maturity model (see figure 4.6)
suggested by Alberts et al. (2002). In essence, this model proceeds from the traditional

command and control process (Level 0) to self-synchronization (Level 4).
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Figure 4.6: Network-Centric Maturity Model.
(Adapted from Alberts et al., 2002)

The implementation phase of network centric working for achieving shared SA based on a COP
by the emergency response organizations is not easily described. In order to move on to the
different levels of the maturity model, the focus of the response organizations should not only be
on technical capabilities but also on the preparation and training of the emergency responders
employing operating procedures which will eventually enable their self-synchronization. The
latter is not always easy as it may stumbles upon legal issues related for instance to the
structure of the emergency response organizations. Emergency response organizations have to
become capable in responding to an emergency using network centric approach for information
sharing as it intends to improve information processes, communication and coordination leading
to the development of a COP-based shared SA. However, this requires the development of
individual network centric capabilities in the emergency response stakeholders’ cognitive

domain.

4.6.2 Challenges in achieving a COP.

Coherent, accurate and timely SA as well as vertical and horizontal information integration at all
command levels; they enable the emergency responders to share common knowledge at the
operations' field. However, one of the major challenges is information overload (Endsley and
Kiris, 1995). In the context of a COP, all information is made available to everyone, but not all
information is relevant to the tasks of the different emergency organizations (Hager, 1997). Also,
different command levels do not need the same level of detail and hence it must be determined

which level of information is relevant to their duties.
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Coordination between actors with heterogeneity in terms of institutional background can be
seen as a process of dialogic coordination where professionals can confront their different
professional languages via scientific contestation achieving collective sensemaking (Faraj and
Xiao, 2006). However, during complex emergencies, responders should make rapid
coordination decisions in order to support fast response (Chen et al., 2008b). Achieving a
shared goal among the emergency responders in a limited amount of time, it is extremely
challenging due to the dynamic nature of the emergencies where the situation continuously
changes and the goal becomes outdated. As a result, the responders frequently do not share
information because from their perspective, they consider this information no longer significant
or even outdated. This can lead to a dynamic information sharing situation constantly in flux, but
dependent on the perceived by the response actors’ information relevance (Wolbers and
Boersma, 2013).

An extensive literature survey demonstrates that emergency response organizations struggle
with information sharing, communication and coordination (Wolbers and Boersma, 2013;
Bharosa et al., 2010; Comfort, 2007; Netten and Someren, 2011; Quarantelli, 1997).
Furthermore, Wolbers and Boersma (2013) based on empirical research mention that despite
the fact that emergency response organizations rely upon each other’s information to align work
processes, they do not share information tending to operate within their own professional

boundaries.

Information management can play a critical role in addressing the coordination and information
sharing problems between the involved organizations’ boundaries (Donahue and Tuohy, 2006;
Manzi et al., 2002). Information management can also be seen as both the problem and the
solution for adequate SA to support coordination (Wolbers and Boersma, 2013). However,
emergency response organizations may attempt to solve the information management problems
through information systems which support its users to reach shared SA by deploying a COP
(Comfort, 2007; Endsley, 1995). Such systems can be derived from the logic of Network

Enabled Capabilities (see section 3) (Boersma et al., 2012).
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4.6.3 The added value service of a COP in emergency response.

The familiar three Cs (Communication, Coordination and Control) of emergency response
necessitate an interdependent, evolving process of organizational management. In the
language of practice, creating a COP is crucial for clear communication and coordination of
actions as it enables the achievement of a sufficient level of shared information among the
different organizations participating in emergency operations. In particular, a COP enables data
fusion providing a collection of correlated recognized pictures which facilitate a shared picture of
operations (Chmielewski, 2008; NATO, 2006). In this way, all the involved actors can
understand each other’s constraints as well as the potential combinations of collaboration and

support among them under a given set of conditions (Comfort, 2007)

SA is about how individuals and teams know and comprehend what is going on around them
(Endsley, 2000). Furthermore, good SA provides a firm ground for effective decision making.
The development of this good SA is facilitated through the deployment of an effective COP
which visualizes the relevant information (Eide et al., 2013). Furthermore, a COP can ease
collaborative planning and it can support several levels of command across the various
agencies involved in an operation to achieve shared SA (McMaster and Baber, 2009). On the
contrary, Comfort (2007) stress that the lack of a COP tend to drive the emergency response
operations to a hierarchical structure of control, fact that creates asymmetry in the information
processes. This asymmetry results from the fact that organizations with higher level of
responsibility and authority transmit their orders to lower levels without having any operational
feedback from the ground of field operations outside the formal chain of command. Thus, a
COP tends to support the development of a shared perspective on priorities for emergency

operations.

For achieving shared SA based on a COP between different emergency response
organizations, systems underpinned by the network centric working logic must be employed.
The relation between the NEC value chain components and the emergency response process
phases (adapted from Zwaneveld et al., 1998) is attempted to be demonstrated in table 4.5. The
basic idea is that better networks can lead to better information which feeds detection, warning
and verification processes, which in turn can contribute to the development of better situational
interface. Better information leads to improved response by the emergency organizations which

in turn it contributes to the more efficient utilization of resources and assets so that better
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actions can take place in the field of operations. Better actions lead to better outcomes i.e.

faster normalization of the situation and hence minimization of the incident’'s or disaster’s

consequences (socioeconomic and environmental losses).

Table 4.5: The NEC value chain components and the emergency response process phases.

NEC value chain

Emergency response phases

Benefits

Networks

Technical infrastructure

Emergency organizations and

responders

Information sharing

Detection, warning

Better situation interface

Shared understanding | Verification Based on better situation
interface
e — — - -
w Decisions Respond, driving and arrival Optimal use of resources and
= assets
|_
L Actions Site management operations More efficient response
m
operations
Effects Normalization Faster treatment of the situation

and minimization of
socioeconomic and

environmental consequences

(Adapted from Steenbruggen et al., 2012)

For measuring the added value service of SA for emergency response, a 3D cube (see figure

4.7) is introduced which bases on: 1) SA levels derived from Endsley’s definition (see Hone et

al., 2006); 2) SA components of emergency response; 3) emergency response process phases

(adapted from Zwaneveld et al., 1998).
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Figure 4.7: 3D cube for measuring Situational Awareness for emergency response.

(Adapted from Steenbruggen et al., 2012)

The proposed 3D cube can form the basis for quantitative and qualitative measurement of the

value added service of a COP in supporting emergency response processes between the

involved organizations. The qualitative aspects focus on the economic effects (Blackstone et al.,
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2007) in the sense of reduction of losses and casualties which may result from a false detection
of an incident or disaster. The quantitative aspects focus more on cooperation, system and
information quality (Steenbruggen et al., 2012; Strong et al., 1997; Perry et al., 2004; Singh et
al., 2009; Bharosa et al., 2009a).

4.7 Final remarks on the contribution of a COP in emergency response operations.

Emergencies are unique, dynamic and complex situations where it is virtually impossible to
forecast their evolution. Furthermore, during the emergency response operations several teams
coming from different safety organizations with different backgrounds, cultures and goals have
to cooperate in order to minimize the negative impacts of an emergency in terms of human
injuries and casualties, environmental disruption and economic losses. Nowadays, information
systems have become increasingly important in supporting emergency response tasks which
can range from management of routine and small scale incidents to the more severe and large
scale disasters. Nevertheless, information sharing between different emergency response
organizations is still in its infancy. Noteworthy is that one of the primary factors in accidents
attributed to human error is the lack or inadequate information which limits situational

awareness (Chmielewski, 2008).

For effective response, flexible information and communication systems which facilitate
communication and coordination not only within but also among the multiple teams involved are
required. In this context, the concept of network centricity which is rooted in the military domain,
it can be seen as a vehicle towards better information sharing which in turn can support faster
decision making and enhanced spatiotemporal organization of resources and assets in the
increasingly fluid environment of the emergency response. In particular, by working in a network
centric way, information sharing advantage can be gained through technology and effective
network mechanisms delivered for geographically dispersed resources and assets. Military
battlefield situations can be as chaotic as emergency response operations and they may require
even faster response times. Therefore, the concept of network centricity can be adapted from
the military field and it can be applied for emergency situations tailored to their specific
conditions towards creating a surplus value for the response operations. However, the

successful adoption of such a concept requires its careful introduction in different stages based
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on a maturity model. In addition, it requires training of the emergency response stakeholders in

order to overcome potential lack of knowledge.

Network centric information systems facilitate networking of emergency response stakeholders
towards achieving operational effectiveness as well as integration of new information derived
from multiple sources with other knowledge. Furthermore, they enable unobstructed flow of
information and knowledge among the entirety of the emergency response administrative
structure. Instead of information passed vertically within the command chain where it may be
lost or even discarded, it is circulated freely among all the involved emergency response actors.
In essence, the information shared for developing a common operational picture is conveyed to
all the parties involved in the operation, the field team and people in the command post. As a
consequence, while officers at the uppermost levels of the involved safety agencies are aware
of the real time conditions at the emergency response site through a common operational
picture, the field personnel can have readily access to tactically relevant information if needed
as much as to this common operational picture, if such may affect their operations. In general,
by incorporating the network enabled capabilities in emergency response, the attributes and
flexibility needed by adaptive management can be facilitated, which as suggested by Wiese

(2006) it can be the most effective management approach to potential disasters.

Data acquisition from multiple sources and dissemination of the collaborative information
through network centric systems contribute to the development of a common operational picture
which can support all the responding units to have the same understanding and awareness
(shared situational awareness) of information and emergency status when conducting
operations. Thus, network centric systems and a common operational picture are basic
components to achieve improved situational awareness. Developing shared situational
awareness in the complex and dynamic environment of an emergency, it can drive to self-
synchronization and better coordination of the emergency response stakeholders. As a
consequence, operational risk can be reduced and at the same time the total performance of
decision-makers as well as the speed of operations and responsiveness in the physical domain

can be increased towards improving mission effectiveness.

In the context of emergency response, the criteria which should drive the design of information
systems in order to meet the requirements of the end-users, they go beyond the technological

capabilities. Such information systems must satisfy the information requirements of the
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emergency response agencies but also they should support cognitive and psychological
capabilities in the information-rich and complex dynamic environment of emergency situations.
In particular, special attention needs to be paid to the cognitive domain. Humans are limited by
working memory and attention. New information from multiple sources must be integrated with
other knowledge. How people direct their attention when acquiring new information has a
fundamental impact on which elements are incorporated in their situational awareness.
Therefore, network centric information systems should be designed to support working memory
and attention which in turn they can assist in addressing information overload. Otherwise, the
limits of working memory can cause constraints on situational awareness (Endsley, 1988b).
Furthermore, as not all the information is relevant to the tasks of all the safety agencies, a
comprehensive inventory of which information is relevant for each safety organization needs to

be done towards preventing information overload.

In short, a common operational picture achieved through network centric systems, it can
contribute to create shared situational awareness towards faster normalization of an emergency
situation. Hence, it can be seen as an emergency response tool with an added value not only in
effective sharing of information but also in understanding the real meaning and the temporal
value of the required and used information for the operation, communication and coordination
processes. In the cognitive domain, technology combined with organization, processes and
people can provide efficient decision making behaviors with better actions and effects in the
physical domain. This article has shown through an extensive literature survey from different
domains and perspectives that the utilization of a common operational picture is a promising
instrument for smart emergency response. However, more work still needs to be done towards
empirically measuring in a statistical consistent way the added value of incorporating such
systems in emergency response operations. Furthermore, not only training of the emergency
response professionals in a network centric way of thinking and handling of information is
required, but also the institutional and legal implications of utilizing such networks for sharing

and exchanging information between the involved safety organizations have to be addressed.
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5. AN EMPIRICAL APPROACH TO THE ASSESSMENT OF THE EFFECTIVENESS
OF NETWORK-CENTRIC SUPPORT TOOLS FOR FLOOD EMERGENCY
RESPONSE: RESULTS OF A FIELD EXERCISE.

Successful emergency response operations require capable systems to support efficient
information sharing, communication and coordination of the multiple involved safety agencies.
Many authors have identified that Information Quality (IQ) and System Quality (SQ) are major
hurdles for efficient and effective multi-agency response and simultaneously they are key
components for the success of information systems. Furthermore, IQ and SQ are important
requisites for achieving Situational Awareness (SA) which in turn is essential for decision
making and effective response actions. Nevertheless, literature on the quality of information
sharing among the various emergency services and the systems used for this purpose is very
limited and empirical support is almost non-existent. In this context, this chapter reports and
gualitatively discusses the results of an empirical research study on the effectiveness of network
centric information systems which aim to improve the interaction and cooperation among the
involved safety agencies. In particular, this research comprises a field experiment with
alternative realistic flood scenarios and the participation of emergency response professionals.
During the experiment, experts’ judgment is acquired through field research techniques such as
guestionnaire surveys and observers’ notes. Drawing on two opposing information coordination
approaches and systems, traditional (hierarchical) vs. network-centric, the main findings imply
that a network-centric system tends to improve information sharing by helping to create a
Common Operational Picture which can be used as a means of better supporting SA, decision
making and effective emergency response operations. However, for successfully implementing
such a system, this system needs to be carefully introduced in different stages, taking into

account organisational structures, institutional rules, norms and in particular the human factor.

5.1 Introduction.

Disasters caused by large floods have increased worldwide as a result of the changing physical
and built environment, despite the improvements in terms of infrastructure, forecasting systems
and spatial planning and management (Efstratiadis et al., 2014). Furthermore, the European

Environmental Agency (2016), on the basis of historical data between 1980 and 2010, has
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observed significant increase in terms of floods and floods' consequences which will only get
worse as time goes on. In light of all this, increasing flood response preparedness by
implementing emergency response planning activities is just as instrumental as mitigating the

flood risks with engineering and spatial solutions designed to make areas safe.

The response to emergencies is a complex (Bigley and Roberts, 2001; Chen et al., 2008b; Lee
et al., 2011; Bharosa et al., 2009a; Bharosa et al., 2009b), dynamic and information-intensive
process (Bruijn, 2006; Davenport and Prusak, 1998) during which multiple autonomous safety
agencies and stakeholders are involved on the basis of available information, they have to make
decisions and coordinate their actions under time pressure (Smithson and Hirschheim, 1998;
Smith and Hayne, 1997) and high uncertainty (Longstaff, 2005; Argote, 1982). Furthermore,
emergencies need fast and effective treatment in order to minimise their socio-economic and
environmental impacts. In this context, professionals from different fields and with varying
backgrounds and expertise are required to communicate, interact and cooperate with one

another (Luokkala and Virrantaus, 2014).

Response operations are based on the relevant facts regarding the situation concerned and
therefore access to information in a timely manner is essential. In particular, professionals
require real-time, spatio-temporal situational information in order to respond in an efficient
manner (Luokkala and Virrantaus, 2014; Seppanen et al., 2013; Steenbruggen et al., 2012;
Goodchild, 2010a). However, information itself is not sufficient if the quality of that information
does not satisfy the stakeholders’ needs (Seppanen and Virrantaus, 2015). Achieving a high
level of information quality is a crucial and also challenging requirement of successful response
operations (Bharosa et al., 2009a; Bharosa et al., 2009b; Bharosa et al., 2009c; Bharosa et al.,
2008; Helsloot and Scholtens, 2007; Davenport and Prusak, 1998; Bruijn, 2006; Fisher and
Kingma, 2001; Turoff et al., 2004b). Conversely, poor information quality can be fatal for the
emergency responders and the victims (Lee et al., 2011; Turoff et al., 2004b; Fisher and
Kingma, 2001).

For effective emergency response, professionals with a high-level of Situational Awareness
(SA) need to get involved (Luokkala and Virrantaus, 2014). SA is normally supported by
information systems that improve information sharing and facilitate the development of a
Common Operational Picture (COP). In essence, a COP allows the involved stakeholders to

achieve and share situational information in a geographically distributed environment (Luokkala
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and Virrantaus, 2014; Steenbruggen et al., 2015; Steenbruggen et al., 2012; Vesterinen, 2009;
Fanti and Beach, 2002; Shelton, 2001). Through a COP, the on-scene and off-scene
stakeholders can have the same information about the status of an emergency, its impact on
the surrounding environment and the progress of the response operations including resources
and assets availability and location, as well as the condition and location of requests for
assistance. Nevertheless, information sharing, along with coordination and SA, are some of the
most common challenges in emergency response operations (Seppanen and Virrantaus, 2015;
Salmon et al., 2011; Bharosa et al., 2010; Comfort et al., 2004; Quarantelli, 1988).

In the context of the multi-agency emergency response which is characterised by highly volatile,
chaotic, temporary, fragmented and ad-hoc environments, the assurance of information and
system quality is certainly not easy. Furthermore, the professionals involved in the response
operations may have no history of working together, they may not have developed trusting or
understanding of their abilities (Walle and Turoff, 2007) and they may have different
organisational goals (Aedo et al., 2010). Nevertheless, under these circumstances the
stakeholders have to make fast decisions which can put them under significant psychological
stress given the potentially disastrous consequences of a wrong decision (Lee et al., 2011).
Although there is an abundance of literature on information quality and information systems
success in the profit-oriented business environment, research on the success of information
systems in the civic safety sector, which targets the public good, is relatively scarce and
empirical support is almost non-existent (Steenbruggen et al., 2015; Lee et al., 2011; Bharosa et
al., 2009a; Bharosa et al., 2009b; Bharosa et al., 2009¢). Moreover, in contrast to the business
environments where information and communication needs are relatively predictable, the
respective requirements in emergency response are highly diverse and massive in terms of their
nature (Bharosa et al., 2009a; National Research Council, 2007). This also reflects the various
purposes, activities and needs for information and communication which occur at different times
and locations with respect to a particular emergency situation. Hence, previously developed
models for information and system quality in a business environment are likely to fall short in
terms of applicability in the public domain of emergency response operations. This study,
through a series of steps (literature survey, field exercise with realistic flood scenarios and
guestionnaires for the acquisition of the experts’ judgment) aims to assess the effectiveness of
network centric information systems tailored for flood emergency response operations. In
particular, it intends to explore the appreciation of the participants i.e. the professionals with

respect to selected IQ and SQ attributes, initially based on the systems experienced in their
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daily practice and later based on the experience gained with the network centric system used
during this exercise. Furthermore, it purports to identify capabilities and constraints associated
with the network-centric system experienced by the end users (the professionals) during this
exercise. In addition, it aspires to identify the effects of scenario complexity on the benefits of
network-centric systems. In this connection, a field exercise was organised in order to provide
researchers with more opportunities for the acquisition of professional opinions (data collection)
compared with the opportunities for collecting such data during the unforeseeable dangerous
nature of a real flood and the turbulent processes of the response operations. Nevertheless,
data collection is difficult even in simulated emergency field studies because of various
contexts, events, scope, control and time-related issues (Killian, 2002).

This chapter is organised as follows. Firstly, it describes the theoretical foundation of the field
exercise in section 2. In particular, through a literature review it identifies a number of constructs
relevant to measure Information Quality (1Q) and System Quality (SQ) in emergency response
operations and it shortlists and tabulates those utilised for the field experiment of this study.
Thereafter, it analyses the hierarchical (traditional) vs. the network centric information
coordination structures in the context of public safety networks, identifying the pros and cons.
Next, in section 3, the design of the case study is described. More precisely, after a short
introduction to Dutch civil security procedures, this section elaborates on the set-up of the
exercise; the demographics of the professionals who participated in the field experiment; the
network-centric technology used and the flood scenarios utilised in order to achieve the
objective of this chapter; the experimental protocol and finally the limitations and assumptions of
the case study. Then in section 4, the chapter proceeds by tabulating and qualitatively
discussing the results of the exercise i.e. the experts’ judgment on selected 1Q and SQ
dimensions. The chapter concludes in section 6 by discussing the main empirical findings of this
study and their implications and then proceeding to make recommendations for the successful
introduction of network-centric systems in flood emergency response services. In short, based
on the experts’ judgment, it can be concluded that it would appear that the network-centric tools
tend to improve SA by facilitating better information sharing and by achieving a COP. However,
their introduction to safety agencies should be done carefully and in different stages, with the

strong involvement of those in the upper echelons of the emergency response organisations.
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5.2 Theoretical background to the field exercise.

In this section, based on an extensive literature survey, constructs for measuring Information
Quiality (1Q) and System Quiality (SQ) during emergency response are identified and described.
Furthermore, the 1Q and SQ constructs selected for the field experiment of this study are
tabulated. Thereafter, the theoretical foundation which underpins the hierarchical (traditional) vs.

the network centric information coordination structures is elaborated.

5.2.1 Information quality.

A common denominator of all the activities related to emergency response is information (Bui et
al., 2000). During the complex (Bigley and Roberts, 2001; Chen et al., 2008b), pressing
(Smithson and Hirschheim, 1998), uncertain (Longstaff, 2005) and dynamic environment of
emergency response, several autonomous organisations need to develop a response network
and share information at strategic, tactical and operational levels (Bharosa et al., 2009a;
Bharosa et al., 2009b; Bharosa et al., 2009c). Accurately and timely information is as critical as
fast and coherent coordination among the emergency response organisations (Walle and Turoff,
2007). The information should delineate the emergency along with its consequences and it must
feed the response needs (ACT, 1998; The Economist, 1997; Harrald et al., 1992). Based on this
information, the emergency response stakeholders can make decisions under severe

constraints which are likely to have long-lasting consequences (Lautze et al., 1998).

In information systems literature, quality of information is considered as ill-defined (Nelson et al.,
2005). However, the concept of quality is frequently considered as fitness for use (Juran and
Godfrey, 1999) and it is widely utilised in business, as well as in information systems-related
domains (Lee et al., 2011). Broadly, information quality (IQ) can be seen as the extent to which
information meets the requirements of its users (Singh et al., 2009; Stvilia et al., 2007). In
Oxford dictionaries (2016), quality is determined as “the degree of excellence of something”
which, in this study, is about the degree of excellence of information acquired, shared and
distributed during the emergency response operations. In information systems research, 1Q is
not something new and despite its relatively brief history, it has been studied extensively (e.g.
Miller, 1996) and has experienced significant developments (Wang, 1998). IQ can be seen as a
comprehensive social concept as well as a key forerunner of the success of information

systems (Delone and McLean, 1992).

109



During emergency response, IQ is the most important issue (Sagun et al., 2009) and it is about
the quality of the content of the information exchanged (Lu and Yang, 2011). Information
sharing and dissemination can be seen at the same time as critical and problematic (Manoj and
Baker, 2007), whilst poor 1Q can be disastrous for both the emergency responders and the
victims (Fisher and Kingma, 2001), as it hinders the efficiency and effectiveness of multi-agency
response activities (Lee et al., 2011). As the emergency responders’ operations are information
intensive (Bruijn, 2006) and their effectiveness relies on the available information (Davenport
and Prusak, 1998), high 1Q is of the utmost importance. Furthermore, as IQ is a basis for good
decision making (Petter et al., 2013), the provision of high IQ can contribute to the achievement
of shared SA during the response operations. However, while it is necessary to achieve a high
degree of 1Q, it is also a challenging requirement for successful emergency response operations
(Bharosa et al., 2009a; Bharosa et al., 2009b; Bharosa et al., 2009c; Bharosa et al., 2008;
Bruijn, 2006; Turoff et al., 2004b; Fisher and Kingma, 2001; Davenport and Prusak, 1998).

Many scholars have investigated the 1Q concept (e.g. Ballou and Tayi-Kumar, 1999; Strong et
al., 1997; Miller, 1996) and as a consequence, many frameworks for identifying 1Q dimensions
have been proposed (e.g. English, 1999; Levitin and Redman, 1995; Wang and Strong, 1996).
In the literature, IQ is not defined (Bharosa et al., 2011) and it can even be considered to be a
confusing concept (Evans and Lindsay, 2005). IQ is a multi-dimensional concept (Lee et al.,
2011) determined by a set of attributes that are important for end-users and it can be measured
through its multiple dimensions (Miller, 1996). The multi-dimensional nature of IQ is verified by a
number of studies (Huang et al., 1999; Wang and Strong, 1996; Ballou and Pazer, 1985; Wand
and Wang, 1996). However, the number and types of IQ dimensions proposed by scholars are
different (Bharosa et al., 2011). A literature review demonstrates that there is no general
agreement on data quality dimensions (Wang et al., 1995a; Wang et al., 1995b). Furthermore,
despite extensive discussion in the data quality literature, there is no consensus regarding what
is considered a good set of 1Q dimensions and what is a suitable definition of each dimension
(Wand and Wang, 1996). In short, until now, a uniform list which includes all the 1Q attributes
(constructs) cannot be found (Steenbruggen et al., 2015). For example, Miller (1996)
distinguishes 10 dimensions for 1Q, while Pipino et al. (2002) suggest 16 dimensions. Lee et al.
(2002), in a thorough overview of 1Q dimensions, propose the categorisation of 21 constructs in
four categories. Strong et al. (1997) also group IQ dimensions in four main categories, all with a
similar degree of information quality. These categories are: accessibility, contextual, intrinsic

and representational and are broadly accepted in the literature (Li et al., 2002), being the only
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framework provided over the years. In addition, this framework proposes items, empirically
tested for measuring 1Q (Lee et al., 2002). However, not all 1Q items are relevant for multi-
agency emergency response (Bharosa et al., 2009a; Bharosa et al., 2009b; Lee et al., 2002).
For this, Steenbruggen et al. (2015), by analysing 12 papers from the literature, distinguish
between generic 1Q dimensions (Miller, 1996; Wang and Strong, 1996; Strong et al., 1997; Lee
et al.,, 2002; Delone and McLean, 2003; Eppler, 2003; Wixom and Todd, 2005; Parker et al.,
2006) and specific 1Q dimensions for emergency response agencies (Perry et al., 2004; Singh
et al., 2009; Bharosa et al., 2009a and Bharosa, 2011), identifying five 1Q categories which are
most suitable for the purposes of the emergency services (see table 5.1).

Table 5.1: Overview of the IQ dimensions most relevant for the emergency services.

IQ categories IQ constructs

Accessibility Accessibility, access security.

Contextual Timeliness, completeness, relevance, value added, quantity (information
overload).

Intrinsic Accuracy, objectivity, believability, reputation.

Representational | Interpretability, understandability, conciseness, consistency,

comprehensiveness.

Others Availability, correctness, currency, precision, format, availability, reliability

(validation), personalisation.

(Adapted from Steenbruggen et al., 2015 and Bharosa et al., 2009a)

The accessibility 1Q dimension focuses on the role of information systems in storing,
manipulating and providing access to the end-user so that information relevant to the tasks of
the emergency response agencies can be securely and easily accessed and retrieved (Lee et
al., 2002). Steenbruggen et al. (2015) state that it is debatable whether accessibility relates to
IQ or SQ, while some scholars perceive accessibility more as the SQ dimension. Contextual 1Q
pinpoints the necessity to consider 1Q within the context of the task at hand, being relevant,
timely, complete and efficient in terms of quantity-creating added value (Wang, 1998; Lee et al.,
2002). Intrinsic 1Q suggests that information has quality in its own right (Wang, 1998; Lee et al.,
2002) and consists of dimensions which are context-independent. Representational 1Q is about
the way (easily interpretable, understandable, concise, consistent and comprehensive) in which
information is presented. Another point that can be made is that both accessibility and

representational 1Q highlight the role of information systems (Wang, 1998; Lee et al., 2002).
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Other 1Q dimensions which are relevant to emergency response can be found in the literature.
For example, correctness is mentioned as an important IQ dimension which is related to the
contextual 1Q construct completeness; data validation is significant and it is associated with
correctness and reliability, while personalisation and context awareness are two relatively new
dimensions which are interrelated with the contextual 1Q dimension quantity (Steenbruggen et
al., 2015). As Bharosa et al. (2011) mention, the relative importance of each IQ category
depends on unforeseen events during the life cycle of an emergency. For example, at the
starting point of an emergency, accessibility to information is the greatest concern, while, later
on, issues related to the contextual, intrinsic and representational attributes of information may
arise. If any difficulty faced along one or more quality dimensions makes information completely
or largely unsuitable for use, this is recorded as an 1Q problem (Strong et al., 1997).

Wand and Wang (1996) state that the intrinsic 1Q dimension accuracy, the contextual 1Q
constructs completeness and timeliness, as well as the representational 1Q attribute consistency
are frequently mentioned in the literature and their choice is based on intuitive understanding
(Ballou and Pazer, 1985), industrial experience (Firth and Wang, 1996), or literature survey
(Kriebel, 1979). For emergency response, Lee et al. (2011) mention that a recent study (Singh
et al.,, 2009) on information dimensions has shown that only three attributes of 1Q, i.e. two
accessibility 1Q dimensions (information accessibility and security) and one contextual 1Q
dimension (timeliness) were emphasised in large scale disaster management situations.
Furthermore, other studies (e.g. Cooper and Block, 2006; Dawes et al., 2004; Horan and
Schooley, 2007; Quarantelli, 1997) verify that accessibility (accessibility 1Q dimension) and
timeliness (contextual IQ dimension) are seen as important dimensions in emergency response.

Nevertheless, for the latter, empirical support is relatively absent (Lee et al., 2011).

Generally, in the emergency response literature the most used representational quality
dimension is consistency (Singh et al., 2009; Perry et al., 2004; Strong et al., 1997) while the
most utilised contextual IQ constructs are timeliness (Singh et al., 2009; Walle and Turoff, 2007,
Horan and Schooley, 2007; Cooper and Block, 2006; Dawes et al., 2004; Quarantelli, 1997),
completeness (Townsend, 2006; Samarajiva, 2005) and relevance (Singh et al., 2009). Special
attention should be given to the contextual 1Q dimension information quantity, as in an
information-rich environment, users can be easily overloaded (Endsley and Kiris, 1995) in the
sense of receiving too much information compared with what they need. In this context, Bharosa

et al. (2010), claim that emergency responders are very concerned about being distracted by
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information overload during their operations. Furthermore, Oh et al. (2013) mention that, from

the emergency responders' point of view, too many inquiries and reports, many of which are not

reliable or correct, hamper the vision of emergency response teams to efficiently deliver the

right information to the right responders at the right moment. The 1Q constructs used for the field

(emergency response) exercise of this study are listed below in table 5.2.

Table 5.2: Synopsis of the 1Q constructs selected for the field exercise of this study.

IQ category IQ Construct Description
Contextual Timeliness The degree to which the currency of information is
(Currency) appropriate for its use (Perry et al.,, 2004). Timely
information is up to date and it represents the current
state of the ground truth (Singh et al., 2009).
Completeness | The degree to which information is not missing with
respect to the relevant ground truth. (Singh et al., 2009;
Perry et al., 2004). The literature considers a set of data
as complete when all necessary values are included
(Wand and Wang, 1996; Ballou and Pazer, 1985).
Quantity Occurs when the amount of acquired information
(Information exceeds the processing capacity of a receiver (Lee et al.,
Overload) 2011).
Relevance The proportion of information collected that is applicable
and supportive for the task at hand (Singh et al., 2009;
Perry et al., 2004).
Representational | Consistency The degree to which information is in accordance with
related or prior information (Perry et al., 2004).
Others Correctness The extent to which information is in accordance with
ground truth (Perry et al., 2004).
Reliability Indicates whether the data is correct and can be counted
(Validation) on to convey the right information (Wand and Wang,

1996).

In short, information assurance requires the right people to get the right information at the right

time (Singh et al., 2009), so that emergency response stakeholders can have enough resources

to comprehend the situation and achieve SA (Aedo et al.,, 2010). However, it should be
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mentioned that SA is not achieved only by having the right information at the right moment, as it
is a condition of each individual (emergency response stakeholder) and hence many factors,
such as background, previous experience, expectations and organisational goals, influence
each individual's awareness of a situation as well as the ability to take required actions for the

effective and fast normalisation of an emergency situation.

5.2.2 System quality.

System Quality (SQ) is considered to be a key component for effective emergency response
(Bharosa et al., 2009a). While 1Q is about the attributes of the information derived and/or shared
through an information system, SQ is used to delineate the attributes of an information system
itself (e.g. Nelson et al., 2005; Delone and McLean, 1992). In the Delone and Mclean (1992)
information systems success model, which is one of the highest cited models (Jun and Jung,
2013), SQ measures technical success, while 1Q measures semantic success. According to
Shannon and Weaver (1949), the technical level is the accuracy and efficiency of the system
which produces the information, while, the semantic level is the success of the information in

transmitting the intended meaning.

In the information systems literature, SQ has received less attention compared with 1Q (Lee et
al., 2011; Bharosa et al., 2009a; Steenbruggen et al., 2015). Jun and Jung (2013) state that the
definitions of SQ are not consistent, as some studies consider it as user-friendliness or ease of
use (e.g. Rai et al.,, 2002; Doll and Torkzadeh, 1988), while other studies look at the
performance characteristics of the system, such as reliability, flexibility, response, time,
integration (e.g. Delone and McLean, 2003; Delone and McLean, 2004; Nelson et al., 2005).
Furthermore, Nelson et al. (2005) mention that the SQ dimensions are frequently intermixed
with components associated with service quality and ease of use, a fact which demonstrates the
importance of ensuring conceptual clearness in terms of specification and distinction of

constructs.

In essence, SQ is a concept utilised to assess the multiple dimensions of the information system
needed to generate the output (Delone and McLean, 1992; Lee et al., 2011). The information
system stores, processes and distributes information which is communicated to the end-users,
who subsequently maybe influenced or not by this information (Delone and Mclean, 1992).

Regarding SQ requirements, these represent end-user views on dynamic interaction with the
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system (Bharosa et al., 2009a). In the context of emergency response, SQ attributes can be

seen as the required functionalities and capabilities of a response system.

SQ leads to user satisfaction and intention to use and thus is judged as important (Seddon,
1997; Delone and McLean, 2003; Nelson et al., 2005; Wixom and Todd, 2005). According to
Delone and Mclean (2003), higher SQ can lead to higher user satisfaction and use, which, in
turn can have positive impacts on individual productivity, resulting in organisational productivity
improvements. Five studies (Wixom and Watson, 2001; Teo and Wong, 1998; Etezadi-Amoli
and Farhoomand, 1996; Goodhue and Thompson, 1995; Seddon, and Kiew, 1994) have all
examined the relationship between system quality and individual impact and have verified that
those associations are statistically significant.

Examples of variables identified by Delone and McLean (1992) for SQ are: system flexibility,
accessibility, ease of use, integration, efficiency and response time, while Nelson et al. (2005),
in addition to system flexibility, integration and response time, include system reliability in the
most commonly used system performance measures. SQ constructs such as system reliability
and availability are traditionally addressed as technical engineering requirements (Bharosa et
al., 2009a). Flexibility and interoperability can be seen as requirements for determining SQ,
taking into account that technical systems are becoming increasingly tightly coupled (Bharosa et
al.,, 2009a). Moreover, system flexibility and information integration functionalities are of
particular importance, as information demand and supply are dynamically changing over time
during emergency response operations (Bharosa et al., 2009a). In this connection it should also
be mentioned that systems which integrate data from various sources can improve
organisational decision making while system flexibility can facilitate decision makers in easily
modifying their applications as their information needs change (Gray and Watson, 1998;
Sakaguchi and Frolick, 1997). A description of selected constructs which are considered to be
the most relevant for measuring SQ during the emergency response field exercise of this study
is provided in table 5.3. Most of the selected SQ constructs reflect the more engineering-

oriented performance attributes of the system under consideration.
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Table 5.3: Outline of the SQ constructs selected for the field exercise of this study.

SQ category

SQ construct

Description

System-related

Accessibility

The level to which a system and its related
information can be accessed with fairly low effort
(Nelson et al., 2005).

System reliability

The level to which a system is reliable (e.g.
technically stable) over time (Nelson et al., 2005).

System response time

The level to which a system provides fast or timely
responses to requests for information or actions
(Nelson et al., 2005).

Task-related

Format

The extent to which a system is arranged for
processing, storing or displaying information in an
effortlessly comprehensible, interpretable, concise
and consistent way (based on Oxford dictionaries,
2016).

Integration

The level to which a system eases the combination
of information from multiple sources to support

decision making (Nelson et al., 2005).

Memory

The degree to which a system is capable of storing
for retrieval (semi-static, dynamic and model)
information and knowledge (based on Oxford
dictionaries, 2016).

Situational awareness

The level to which a system helps a user to
undestand what is going around him/her (Salmon
et al., 2008; Endsley, 1995).

Perceived
operational

satisfaction

Ease of use The users’ level of satisfaction regarding the
system’s interface (Nelson et al., 2005).
Usability Appropriateness for a purpose of any particular

system (Brooke, 1996) which is based on the
degree to which can be utilised by specified users
to achieve specific goals with effectiveness,
efficiency and satisfaction in a specified context of
use (1ISO 9241-11, 1998).

(Adapted from Steenbruggen et al., 2015)
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5.2.3 Hierarchical vs. network centric structure of information coordination in public

safety networks.

The traditional approach in complex problem-solving has been hierarchical, involving multiple
stakeholders and tasks (Simon, 1996). Furthermore, most of the information coordination
architectures in public safety networks are based on hierarchical structures (see Mackenzie et
al., 2007; Bigley and Roberts, 2001; Hale, 1997). This is because the hierarchical approach is
seen as a means of stability, transparency and accountability (Bharosa et al., 2011). In addition,
a hierarchy is used to establish and maintain control, allocate tasks and responsibilities, as well
as to report processes and probably to gain reliability and efficiency in workflow (Janssen et al.,
2010). In a hierarchical coordination system, strictly speaking, the commands flow from top
down and feedback information flow from bottom up, while the relationships among
commanders and subordinates are limited to “master-slave” connections between parent and
child nodes in a tree-shaped hierarchy (Bongaerts et al., 2000). Bharosa et al. (2011) state that
the advantage of the hierarchical approach is that interactions and interdependencies between
emergency responders are frequently known and limited as their linkage is based on predefined

relationships and procedures.

However, the hierarchical approach has some limitations. For example, the information sharing
flow in the hierarchical structure is coordinated via adjacent steps by controlling and directing
information to the higher and lower echelons (Malone et al., 1987). However, as the decisions
taken at the higher levels move down to the lower levels, they are enriched with more details
(top-down and bottom-up tactic) that can result in asymmetry of the information load, which, in
turn, can create fragmented SA (see Militello et al., 2007). The hierarchical approach works
reasonably well on routine occasions when time for planning actions, training personnel,
identifying problems and correcting mistakes exists (Janssen et al., 2010). Nevertheless, under
the urgent, complex and dynamic conditions of emergencies, such procedures almost always
tend to fail (Comfort and Kapucu, 2006). In brief, hierarchical conditions imply structural features
which can restrict the flexibility of public safety networks to effectively cope with the complex,
uncertain and unsteady emergency environment (see Adler et al., 1999). Furthermore, system
and task complexities, combined with the need for immediate local adaptation, may limit
direction from the superior hierarchical echelons in an efficient and timely manner (Weick,
1990).
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On the other hand, the network-centric approach which is rooted in the military domain focuses
on horizontal communications among peers rather than vertical communication among higher
and lower echelons in the hierarchy (Bharosa et al., 2011). Alberts et al. (2002) delineate the
four tenets of network centric operations which basically form the benefits of adopting them: (1)
information sharing is improved through robust networks; (2) the quality of information and
shared situational awareness are strengthened by information sharing and collaboration; (3)
shared situational awareness allows self-synchronisation and reinforces sustainability as well as

command tempo (4), which in turn remarkably increase the mission effectiveness.

Emergency response agencies are showing an increasing interest in the concept of network-
centric operations, as they prepare for complex response operations (Stanovich, 2006).
However, the military field is different from the emergency response environment. Although both
cases have to deal with complicated, perilous and unforeseen events, public safety networks
are characterised by heterogeneity that can hamper the emergency response stakeholders from
gaining maximum advantage from the capabilities of network-centric operations (Bharosa et al.,
2011). In particular, public safety networks consist of a variable set of agencies, where each one

has its own information coordination procedures and technologies (Bharosa et al., 2010).

In an information-rich environment, emergency response stakeholders can be easily overloaded
(Endsley and Kiris, 1995). Information overload is seen as the amount of data that exceeds the
finite limits of information which can be processed and acted upon by a human functioning in a
demanding and complex multi-tasking environment (Stanovich, 2006). Network-centric
information coordination has inherently a large number of participating nodes and thus
information overload may occur more often compared with the case of hierarchical coordination
(Bharosa et al., 2011). Therefore, in a network-centric environment, special attention should be
paid to information overload. The quantity of information should be in accordance with the
bounded rationality concept (Simon, 1972), as overload can obstruct the response stakeholders
from filtering the right and high quality information from noise and hence it can delay the

response stakeholders in making timely and effective decisions (Bharosa et al., 2011).

Other concerns that Bharosa et al. (2011) have identified regarding network-centric information
coordination are the dilution of decision making and responsibility boundaries, as well as
bottom-up freelancing. In particular, the dilution of decision making and responsibility

boundaries, which is addressed as an advantage of hierarchical information coordination, can
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be seen as a concern in a network-centric environment which enables all the responders to
have access to all information in the network (Bharosa et al., 2011). For the latter, Stanovich
(2006) observed that the availability of a large amount of near real-time information frequently
makes commanders wrongfully believe that they have the same comprehension and SA as the
local responders who have to deal with an emergency at the scene. Regarding bottom-up
freelancing, this can be less problematic in the case of hierarchical coordination compared with
the network-centric approach (Bharosa et al., 2011) which is justified by the argument that, in a
hierarchy, the lower echelons receive partial information in the context of decisions and
instructions. In a network-centric environment, owing to the availability of a COP, freelancing
can be seen as a deviation from higher intent and can cause severe disruption in the unified

emergency response effort (Bharosa et al., 2011).

Finally, in order to effectively deal with the unforeseen nature and the unpredictable information
requirements during emergency response operations, the adaptability level of an information
coordination approach has to be addressed as a matter of utmost importance (Bharosa et al.,
2011). In essence, adaptability is a broad and multidimensional concept and hence, in the case
of the complex and dynamic environment of emergency response, it can be limited to the
capability of the information sharing structure in delivering the right information at the right
moment to the right person. Johansson and Hollnagel (2007) mention that the ability to adapt to
situations can make things work, in spite of technical constraints, the dynamics of the task and
contextual factors. By exploiting the human and technical network capabilities, a high level of
adaptability can be achieved (Bharosa et al.,, 2011). In this context, the network-centric
approach tends to utilise the autonomy of individuals (emergency responders), helping them to
be able to adapt to the dynamic conditions of an emergency. Conversely, as the hierarchical
structure inherently involves vertical communication and piecewise information flow among

commanders and subordinates, it can be characterised by limited adaptability.

5.3 Design of the case study.
This section contains a detailed description of the design of the field experiment. In this context,

the set-up of the experiment is explained; the profiles of the participants (professionals) are

described; the network-centric technology and the flood scenarios used during this exercise are
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described; the experimental protocol is illustrated and finally, the limitations of the study are

discussed.

5.3.1 Treating disasters in the Netherlands.

The civil security system in the Netherlands has been greatly influenced by the ubiquity of water
and the flood potential (Kuipers and Boin, 2013). According to The Netherlands Red Cross
(2010), the main aim of Dutch security policy is the enhancement of both the efficiency of
disaster response and its quality. In the Netherlands, legislation considers both emergencies
and crises to be subtypes of disasters, where emergencies are triggered by a single event and
crises occur due to a combination of factors (The Netherlands Red Cross, 2010). Furthermore,
Dutch legislation distinguishes between emergencies and crises, in the sense of having a
separate line of command (responsibilities) when it comes to disaster management on the local,
regional and the national level. In particular, for emergency management, the authority and
responsibilities lie with the municipality or the safety region, while the coordination of emergency
responders in a crisis situation is performed at the national level (Ministry of Interior Affairs,
2008). Currently, the responsibilities for these disasters are legally institutionalized, in
accordance with the Safety Regions Act (2010) (Ministry of Security and Justice, 2013), which
provides the administrative and operational framework for the physical aspects of civil

protection.

In order to respond to an emergency, safety regions, the fire service, emergency medical
services and the police implement policy at the local and regional level, while, the municipalities
have the responsibility for local crisis communication, the provision of shelters and aftercare and
the listing of missing persons (Kuipers and Boin, 2013). In particular, the safety regions are in
charge of planning, logistics, monitoring of emergency management preparation, recruitment of
gualified personnel, training, the exercise and implementation of safety regulations and
prevention policies, the operation of an emergency room for the call centre, emergency
response and provision of relief in their jurisdiction (Kuipers and Boin, 2013). In general, Kuipers
and Boin (2013) state that the Dutch constitutional, legal and organisational framework has
fragmented responsibilities and authority for emergency response and thus coordination and

cooperation among the multiple involved safety agencies are vital.
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Chaotic situations require efficient response operations in the form of fast and coordinated
actions, as events can escalate and then the efforts needed for relief can be much greater.
Furthermore, fast and effective response can minimise the number of injuries and casualties, as
well as the economic and environmental impacts. However, such a response requires a high
and wide range of expertise, as well as experts from several fields and teams to interact and
cooperate with each other and develop shared awareness about a particular situation (Luokkala
and Virrantaus, 2014). Information systems can facilitate the development of SA through the
provision of real-time, spatio-temporal information in the context of a common operational
picture. An operational picture shared by more than one actor enables the involved stakeholders
to distribute and acquire situational information in a geographically-distributed environment
(Fanti and Beach, 2002; Shelton, 2001; Steenbruggen et al., 2011; Vesterinen, 2009). This
information is needed by the emergency stakeholders in order to carry out their response tasks
in an efficient way (Goodchild, 2010a; Seppanen et al., 2013; Steenbruggen et al., 2011).
Nevertheless, the shared information delivered to relevant stakeholders in minimal time should
be of high quality, as missing or bad information quality can obstruct the activities and contribute

to failures and damage (Seppanen and Virrantaus, 2015).

5.3.2 Set-up of the field exercise.

During the field exercise, novel information concepts including network-centric working and a
common operational picture have been employed in order to improve information and system
guality. In particular, the real value of the network-enabled capabilities, which is reflected in its
chain (see UK Ministry of Defense, 2005), can be utilised in order to normalise the flood
emergencies in a fast and efficient way. In the context of this value chain, in the information
domain, the network-centric information coordination aims to achieve better information sharing
through a realised COP, which, in turn, can lead to the achievement of shared SA and better
decisions in the cognitive domain and consequently to better response actions and effects in the

physical domain of operations.

A national exercise with two flood scenarios simulated for this purpose took place on the 10"
December 2015 at the headquarters of the Rivierenland Water Board in the city of Tiel (in the
Netherlands). The two scenarios had increasing complexity and severity, involving multiple
safety agencies and response stakeholders (see picture 5.1), in order to measure the added

value of network-centric systems. The network-centric software tool used in this exercise is

121



called the national crisis management system (in Dutch: Landelijk Crisis Management
Systeem), abbreviated as LCMS. The network-centric system has enabled the participants in
the exercise to exchange information in both textual and map format at the same time, thus
being able to view the evolution of the flood scenarios and the progress of the response
operations, as well as the allocation of resources and assets on the response scene in real time
(see pictures 5.2 and 5.3). The participants in the exercise were emergency response
stakeholders (panel of experts). Questionnaires with five ordered response levels were handed
to all of them. Before the start of the exercise, the stakeholders had to fill out the first part of the
guestionnaire, which consisted of questions about the quality of the information, as well as
about the quality of the system that they experience in their daily practice which is based on a
hierarchy. After the exercise was initiated, at the end of each scenario, the stakeholders had to
answer questions about information quality, while, at the end of both the scenarios, they had to
answer questions about the quality of the system experienced.

Picture 5.1: Stakeholders respond to the flood
emergencies.

E -

Picture 5.2: Common Operational Picture  Picture 5.3: Common Oprtional Picture
in text form. in map form.
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5.3.3 Participants of the field exercise.

The participants of the field exercise were emergency response stakeholders (panel of experts).

The following table 4 shows their demographics which have been extracted from their answers

to the questionnaires (see Appendix A) and include the number of participants, average age,

gender, organisation, education, work experience and experience with coordinated regional

incident management procedures (in Dutch: Gecodrdineerde Regionale Incidentbestrijdings

Procedure, abbreviated as GRIP) (see Info point safety, 2011).

Table 5.4: Demographics of the participants in the field exercise.

Number of participants

8

Average age

48.6 years

Gender
Male
Female

n
4
4

Organisation

Rijkswaterstaat's VWM
(Traffic and water management
services)

Rijkswaterstaat Oost-Nederland
(Regional information and crisis
management center)

DCC-lenM

Departmental Coordination Center for
Crisis management of the Dutch
Ministry of Infrastructure and the
Environment.

w S

Experience
0-1 year
1-5 years
5-10 years
10-20 years
20-30 years

More than 30 years

o O W M O ~» S

Education

Primary Lager onderwijs
education | (Basisschool)

LBO, LAVO, MAVO, MULO
Secondary | MBO, VMBO, HAVO

education MMS. HBS,
Atheneum, Gymnasium

Higher HBO, Universiteit
education

Experience emergencies
at GRIP 2 level or higher
0 times

1-5 times

5-10 times

10-20 times

20-40 times

More than 40 times

o+ W+ w O
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5.3.4 Technology: The network-centric software tool.

All the disaster events have temporal and spatial dimensions that identify the duration of
impacts, together with their geographical extent on the Earth’s surface (ground truth) (National
Research Council, 2007). In this context, geospatial data and tools are useful in response
operations in order to facilitate real-time data fusion and analysis, location mapping and
visualisation of dynamic conditions (Chen and Pefia-Mora, 2010). However, despite the massive
efforts and investments made in the development of geo-tools and spatial data infrastructures,
the special needs of emergency response have only roughly been considered (Neuvel et al.,
2012; National Research Council, 2007).

Safety agencies rely on accurate and up-to-date information in order to respond to emergency
situations. However, data are frequently scattered among multiple jurisdictions, in different and
incompatible formats (National Research Council, 2007). For effective network centric
emergency response, various institutional factors have to be addressed and the relevant
technology has to be deployed. In order for the benefits of network-centric working in response
operations to be utilised, the operationalisation of a system based on its principles is required.
The requirements of the network-centric emergency response dictate the incorporation of novel
geographical systems and particularly architectures (Neuvel et al., 2012). In this context, the
architecture of geo-enabled network centric software solutions should underpin the connection
of all the involved safety agencies, stakeholders, services and networks, so that existing (semi-

static) and dynamic in-situ and model data can be available and easily accessible upon request.

During an emergency, the existing technological infrastructure may encounter serious damage
(Lubitz et al., 2008a). Furthermore, a constant network with enough capacity for all the involved
stakeholders and particularly for the field workers is not ensured and therefore peer-to-peer
(P2P) networks can be utilised to connect actors in the field between them (lower hierarchy
echelons) as well as with those in the coordination centers (upper hierarchy echelons) (Neuvel
et al.,, 2012). Bortenschlager et al. (2007) mention that P2P technology allows systems to be
functional even when a constant network connection with a server is not available because a
P2P network enables the exchange of information via other available nodes such as a wireless
local area network (WLAN) or mobile network or ad hoc P2P networks. Hence, a P2P network

permits offline working and information can sync when online connection is regained.
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Although P2P technology is widely adopted and used in military command (Wilson, 2004;
Jonas, 2005) where the network-centric concept is also rooted, it is still inadequately explored in
applications related to national civil security and in particular in emergency response operations
(Lubitz et al., 2008b; Bortenschlager et al., 2007). Nevertheless, despite the limited civilian
implementation of network-centricity, it has been credited with significant operational value
(Tucker, 2008; IBM, 2006; Cisco, 2006; Cebrowski and Garstka, 1998). In the context of a P2P
network, information is not shared in a hierarchical way, where a central point of information
normally does the distribution. The latter forms the basis of the more traditional (hierarchical)
client-server architecture in which a relatively low number of servers (sources) provide
information to different clients or applications (recipients) (see figure 5.1). Instead, in a P2P
network which underpins the logic of the network-centric approach, the safety organisations and
stakeholders involved are considered as equal entities (peers or nodes) which serve both as a
source and a recipient of information (see figure 5.2). It is therefore apparent that in a P2P

network, a distinction between clients and servers does not exist.

IR

~
0/45‘%\ \O

O\/

Figure 5.1: Client-server network Figure 5.2: Peer-to-peer network
(Hierarchical approach of information sharing (Network-centric approach of information
— once with each). sharing — once with all).

The network-centric technology has the potential to address issues related to the inadequate,
vertical distribution of knowledge and information during emergency response. Furthermore, as
an instrument of adaptive management (Wiese, 2006) that provides unobstructed access to
information and knowledge to all actors in the response space, it can overcome the limitations of
rigid vertical control of operations which, during the complex environment of emergency
situations, can rapidly become another layer of chaos (Cooper and Block, 2006; Wiese, 2006;

Walter, 2005). Therefore, a network centric system can contribute to the achievement of the
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vision of "the right information at the right moment to the right person” and in a way that is
cognitively and physically usable for its end users (stakeholders) (Endsley, 2000), so that
emergency responders can have enough resources to comprehend the situation and achieve
SA (Aedo et al., 2010). The latter can result in a better deployment and also in increased

efficiency during the response operations.

In a network-centric environment underpinned by the relevant technology, information is derived
in a reciprocal relationship from multiple sources and areas of knowledge and expertise. This
information, which is distributed to the different involved stakeholders, inherently incorporates
the geospatial dimension (location awareness). This is because the emergency under treatment
along with the resources and assets that have to be deployed at the scene and also the routes
which will be utilised for the response operations are spatially correlated. In this connection, it
should also be mentioned that, although all the information is made available to all the involved
actors at once in a network-centric system, these retain their roles in the hierarchy. More
precisely, decision making always takes place within the management hierarchy. In this context,
a COP in text and map form (alternatively called, respectively sitreps-situation reports and

sitplots-situation plots); it both facilitates and supports the decision makers.

Regarding the functionalities of the LCMS (see section 5.3.2), a text application for typing and
sending messages between the involved actors is included. In order to check whether the sent
messages have been read, relevant signs are used. Furthermore a Geographic Information
System (GIS) is incorporated and enables users to acquire, create, edit, share, combine,
analyse, interpret and visualise data. In this GIS, users are provided with tools for adding,
editing and deleting geographic features (polygons, polylines and points) and symbols related to
the evolution of the emergency and the progress of the response operations on the map
interface. Overall, LCMS can be seen as a fit-for-purpose system that can be expanded to

employ more facilities, functionalities, data and participants if required.

Traditionally, a COP was shared in text form via static sitreps whose distribution followed a
hierarchical approach. Although these situation reports have been useful in providing
information about the evolution of an emergency and the progress of the response operations to
the involved stakeholders, they are credited with a number of weaknesses (Ven et al., 2008). In
particular, these sitreps can be delayed in arriving at the interested stakeholders, especially to

those in the upper echelons of the hierarchy, which may result in their receiving outdated
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information. In addition, as these sitreps frequently have information spread over pages of text,
they require the end-users (stakeholders) to spend considerable time reading and
comprehending them and therefore they can cause extra delays in communicating their content.
Furthermore, in the hierarchical way of sharing the sitreps, not all the stakeholders who need
their information can have immediate access to them. The network-centric LCMS effectively
addresses the weaknesses of the traditional hierarchical systems through its P2P network-
based architecture and interface that support sharing of both textual and map information
simultaneously in the context of a COP.

The LCMS system component used for sharing textual information is known as sittext (situation
text). In essence, sittext is a collective workspace influenced by a location driven approach that
enables its users to create, edit, send and receive (spatial) information in text form. It includes
different tabs for the different safety agencies involved in the response operations. Furthermore,
the system’s interface shows which users are online. In short, sittext can provide a dynamic
view of the actual situation in text form that can be shared and exchanged between all the

involved actors in a fast and efficient way.

The LCMS system component utilised for the visualisation and communication of information is
known as sitplot (situation plot). Basically, sitplot is a geographic interface which allows its users
to create, edit, view, analyse and share (spatial) information in order to create a complete and
up to date COP of the situation under treatment. Sitplot’s interface includes different layers of
semi-static, dynamic and model data. Furthermore, it allows different users to add, edit and
delete geographic features and symbols. Online users are displayed in the interface and if they
add or amend data in a sitpot, a notification message is generated. In addition, when a user is
clicked, the map layers created by him/her are added to the total list of map layers. In general,
the shared picture presented in the context of sitplot is a result of various inputs from different
sources and actors and is available on every PC where sitplot is installed and running.
Therefore, all the interested safety organisations and actors can have access to the shared
picture at once. In addition, the different organisations have the ability to create, through their

plotters, a situation picture separately.

In brief, the network-centric LCMS system through its sittext and sitplot components supports
the interested stakeholders to gain access to all the available information, as well as to have a

thorough and dynamic overview of the location of an emergency, the impacts on the
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surrounding environment and the progress of the response operations in achieving shared SA.
This, in turn, can support the decision making process at both the policy and operational levels

for the timely and efficient normalisation of an emergency situation.

5.3.5 Description of the flood scenarios.

During this field exercise, two alternative simulated flood scenarios with increasing complexity
that required multiple emergency response agencies to collaborate and coordinate their actions
were employed and played out in near-real time. In order for the scenarios to be realistic, these
were based on inputs from well-trained emergency actors, as well as on reports such as the
National High Water and Flooding Emergency Response Plan (The Dutch Ministry of the Interior
and Kingdom Relations, 2007), which describes how the national response has to be
coordinated and scaled up towards improving coordination for the effective management of
major flood events. In the following table 5.5a, b, a brief description of both the scenarios used

during this exercise, along with their goals, is provided.

Table 5.5a: Description of the scenarios used for the field exercise.

Scenario 1: Dyke failures and evacuation (GRIP 2).

Description: Dyke failures are visible in the Zaltbommel municipality and in particular within
the Tieler and Culemborgerwaard dyke rings of the province of Gelderland in the Netherlands.
The water depth is increasing and the area in the vicinity of the dyke is flooding progressively.
Schools and healthcare facilities which host vulnerable population and are located in the
surroundings of the emergency location have to stop functioning immediately. The emergency
response agencies have to decide about and organise the evacuation of all the people who
are located within the radius of effect from the potential dyke failure, giving priority to the most

vulnerable.

Goal of the Scenario 1: This is a large flood emergency which involves various emergency
services. The aim of this scenario is to show that fast information exchange among all the
involved safety agencies and an early shared COP can support them to better coordinate

their actions and apply effective measures in order to normalise the situation more rapidly.
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Table 5.5b: Description of the scenarios used for the field exercise.

Scenario 2: Dam failure, dyke failures, hazardous gas networks in the radius of effect
and evacuation (GRIP 3/4).

Description: A dam failure is observed in the municipality of Culemborg which is located in

the province of Gelderland in the Netherlands. The embankment has subsided over a depth
of approximately 16 meters. A berm needs to be constructed as soon as possible.
Furthermore, the water depth is increasing and the area in the vicinity of the dam is flooding
progressively. Several municipalities in the surroundings, including Zaltbommel,
Geldermalsen, Lingewaal and Neerijnen of the province of Gelderland are affected. More than
1000 field workers, such as policemen and firemen, are deployed in the area of the
emergency. Because of extensive water overflow and overtopping, the risk of dyke failure in
the Zaltbommel area is high. Furthermore, due to high water pressure, pipes of the gas
network near Gamersedijk in Zaltbommel area are in danger of exploding (secondary hazard).
It is necessary to organize the evacuation of all the people located within the radius of effect
from the dam and the gas networks giving priority to those located in De Zandkampen. Both
ground (police vehicles, fire trucks) and aerial means (helicopters and aircrafts) will be used
for the evacuation. The shortest evacuation paths have to be identified, given that network

blockages and traffic jams occur progressively as the flood escalates.

Goal of the Scenario 2: This is a full, complex and severe flood scenario where several
emergency services are involved. As the scenario includes secondary hazards, it requires the
emergency services to efficiently allocate and manage their assets and resources over the
different incidents. The aim of this scenario is to demonstrate that a COP can improve the
decision making process in chaotic situations. As a result the necessary actions can be taken
in a fast and effective manner. In such cases, the safety agencies traditionally struggle to
acquire a good overview of the impact of the emergency and consequently there are many

issues associated with applying the most suitable measures to normalise the situation.

5.3.6 The experimental protocol.

This field exercise employs realistic flood scenarios with different complexities and involves
diverse emergency response stakeholders (panel of experts) who have to coordinate their
actions and share information and knowledge using network centric technology (LCMS) to
normalise the flood situations in an efficient and timely manner. The network-centric working

method incorporated during this exercise is fundamentally different from the hierarchical
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(traditional) way which these stakeholders experience in their routine operations. The scenarios
were facilitated by the experiment’s organisers (field exercise staff) who entered messages in
text form in the network centric system in order to generate a starting point for each scenario.

The following figure 5.3 shows the layout of the field exercise.

Scenario Staff

Stakeholders (Panel of experts)

Figure 5.3: Field exercise’s layout.

Information on individuals’ perceptions about the tools used during the field exercise was
acquired from the responses of the participants (stakeholders) to the questionnaires. Before the
start of the exercise, the participants had to respond to a questionnaire about the quality of both
the information and the systems experienced in their current practice. After the start of the
exercise and in particular after each scenario, the participants had to fill in a questionnaire on
Information Quality (1Q), while, after both the scenarios had played out, they had to complete a
guestionnaire on System Quality (SQ). Furthermore, after the end of the first scenario (mid-
exercise), a central evaluation of the participants’ experience took place, while, after both

scenarios were considered (at the end of the field exercise), an evaluation of the overall
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experience of the participants gained from this exercise was carried out by members of the case
study’s organisation. In addition, during the exercise, the organisers shadowed the participants

using a pre-constructed form. Figure 5.4 below shows the experimental protocol along with its

timelines.
Questionnaire Questionnaire Questionnaire
IQ 1Q IQ
(5 min.) (5 min.) (5 min.)
Before the start l Scenario 1 l Scenario 2 l Panel of
of the exercise ? (90 min.) ®| (120 min.) ®1?| experts
GRIP 2 GRIP 3/4
Evaluation of Evaluation of
mid-exercise overall experience
experience of the exercise
(25 min.) (50 min.)
Questionnaire Questionnaire
SQ SQ
(5 min) (5 min)

Figure 5.4: Schematic representation of the experimental protocol.

5.3.7 Limitations of the study.

This exercise which employs network-centric emergency response operations is based on
realistic scenarios and involves well-trained professionals (panel of experts). However, an
important constraint, resulting from the need and ambition to play the scenarios with
stakeholders was that operational organisations such as the Dutch Ministry of Infrastructure and
the Environment (In Dutch: Rijkswaterstaat) had to be asked for the provision and use of
essential resources and assets. This proved to be extremely difficult, given that the activities
have had to be planned in a really busy operational environment. An additional limitation is that
not all the organisations and stakeholders that should normally get involved in the response and
normalisation of the flood events described in the scenarios participated in this field exercise.
For example, stakeholders coming from safety regions, municipalities, the fire brigade, the
emergency medical services and police did not participate in the exercise. In total, the panel of
experts of the field test consisted of 8 persons. Due to this relatively small group of experts, the

results (responses) of the questionnaire should be treated with care. A relevant assumption
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made was that it was impossible to have a larger group of experts due to the unavailability of

certain stakeholders.

The participants in the exercise were well trained stakeholders but with different backgrounds,
whose work experience varied between 1 and approximately 20 years. All the participants had
experienced severe and complex emergencies (at GRIP 2 level or higher), but had a different
number of such experiences. Regarding their educational background, most of them (7 in all)
had higher education except for one who had reached the secondary level of education.
However, none of them practised and/or had hands-on experience of network-centric
information systems. In order to overcome this limitation, the Dutch Ministry of Infrastructure and
the Environment, in collaboration with the Dutch Institute of Safety (In Dutch: Instituut Fysieke
Veiligheid — IFV) organised educational sessions (between Spring and Autumn 2015) on novel
information concepts which included the network-centric concept and the COP in order to
achieve SA. Furthermore, the participants (stakeholders) were trained in using the network-

centric technology (system) i.e. LCMS, utilized during this exercise.

5.4 Results of the field exercise.

This study purports to evaluate the effectiveness of the network-centric information systems
compared with systems based on the hierarchy that selected Dutch stakeholders experience in
their daily practice. In order to identify whether network centric information systems can improve
the stakeholders’ (i.e. professionals’) appreciation of Information Quality (IQ) and System
Quality (SQ), their perceived IQ and SQ are carefully considered with regard to what they
experience in their daily practice vs. their perceived IQ and SQ about the network-centric
environment experienced during this exercise. The results of this exercise are expected to
reveal how the different stakeholders have different opinions on and knowledge of various

information and system quality dimensions.

For measuring 1Q, seven constructs were utilised and three statements (in Dutch)
corresponding to each one were rated in order to validate them (see Appendix A). However,
these statements were placed in the questionnaires in random order. Furthermore, the
statements were formulated in positive and negative forms in order to minimise the

acquiescence bias, as well as extreme response bias (Sauro, 2011).
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The outcomes of the stakeholders’ (i.e. experts’) perceptions of 1Q and in particular of the
attributes of the information that they experience in their daily practice are presented in table
5.6a, b. The stakeholders’ perceptions of the same IQ dimensions but based on the experience
gained during the two scenarios of this exercise, are provided in tables 5.7a, b and 5.8a, b.
From the combination of the tabulated results, as well as from the organisers’ observations, it
can be deduced that, as the participants (stakeholders) gain more hands-on experience in the
network-centric environment of emergency response, their appreciation increases with regard to
the 1Q shared in such an environment. In this context, the stakeholders’ judgment (answers) on
IQ after considering scenario 2 (see table 5.8a, b) is clearly influenced by the network-centric
manner of working compared with their opinions (answers) on IQ resulting from the traditional
(hierarchical) way of information coordination experienced in their daily practice (see table 5.6a,
b). Furthermore, as the complexity and the severity of the scenarios increases (Scenario 1
corresponds to a GRIP 2, while Scenario 2 resembles a GRIP 3/4), the need for information
sharing escalates; and the appreciation of the end-users (stakeholders) of the network-centric

information coordination also grows.

Table 5.6a: Results of the questionnaires regarding the Quality of the Information (IQ) that the
participants (stakeholders) experience in their daily practice (Statements are rated in a 5 point
scale: -- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale ltem | Statement -] -10|+ |++|na
Timeliness 1 The information shared with me is up to date. 0|24 2|01|0
(currency) 2 The information provided to me is outdated. 0l3|3|]2|0]0
3 The information that | receive is timely. 0|3|5|0|]0]0
1 The information that | get from others is| O |3 |4 |1 |00
Completeness complete.
2 The information shared with me is incomplete. 0]2|3[|3|]0]0
3 The information offered to me lacks detail. 012|142 |0]0
1 In general, the information suppliedtomeistoo | 1 |1 | 3|2 | 1| 0
Quantity much compared with what | need.
(Information 2 I can share all the information that | cannot | 0 | 3 |4 | 1| 0|0
overload) retain. : : __
3 The information that | get is very limited. 012|3]3|0]0
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Table 5.6b: Results of the questionnaires regarding the Quality of the Information (IQ) that the

participants (stakeholders) experience in their daily practice (Statements are rated in a 5 point

scale: -- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale Item | Statement - -10|+ |++|na.
1 The information that | get from othersisrelevant | 0 | 2 | 3 | 3 | 0 | O
to my tasks (directly usable).
Relevance 2 I receive a lot of information that is not| 0 |4 | 2|2 |0 |0
necessary in the performance of my duties.
3 | receive needless information. 0323|010
1 The information shared with me iscontradictory. | 0 | 1 | 5[ 2 | 0| O
Consistency 2 The information that | get from othersis different | 0 | 1 | 5| 2 | 0 | O
from the information that | already have.
3 The information that | get from others is| 0| 1|5 |2 |00
conflicting.
1 The information shared with me is correct. 02|33 |0]0
Correctness 2 The information shared with me contains errors. 1/1(6[0]0]0
3 The information that | receive is incorrect. oO(4|4]0|0]0
1 For me, it is unclear whether the informationthat | 1 | 2 [ 2 | 3 | 0 | O
Reliability | get from others is reliable.
(Validation) 2 | am able to verify the correctness of the | 0 | 0O | 3 |5 |0 |0
information shared with me.
3 | use available personal information to verifythe | 0 | 0 | 4 | 3 | 1| O
correctness of the information received.

Table 5.7a: Results of the questionnaires regarding 1Q that the participants (stakeholders)

experienced during Scenario 1 of the field exercise (Statements are rated in a 5 point scale:

-- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = No answer).

Rating
Scale Item | Statement -1 -10|+ |++|na.
Timeliness 1 The information shared with me is up to date. 0123 3|]0]0
(currency) 2 The information provided to me is outdated. 1121411/ 0]0
3 The information that | receive is timely. 00|43 |1]0
1 The information that | get from others is| 0 | 3|4 |1 |00
Completeness complete.
2 The information shared with me is incomplete. 0413|010
3 The information offered to me lacks detail. 1/3(1|13|]0]|0
1 In general, the information suppliedtomeistoo | 0 | 4 | 2 |2 | 0| O
Quantity much compared with what | need.
(Information 2 | can share all the information that | cannot | 0 | 8 | 0 | 0 | 0 | O
overload) retain. : : __
3 The information that | get is very limited. 113/3]1]0]0
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Table 5.7b: Results of the questionnaires regarding 1Q that the participants (stakeholders)

experienced during Scenario 1 of the field exercise (Statements are rated in a 5 point scale:

-- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale Item | Statement - -10|+ |++|na.
1 The information that | get from othersisrelevant | 0O | 0 | 1 | 4 | 3 | O
to my tasks (directly usable).
Relevance 2 I receive a lot of information that is not| 0 | 5|2 | 1|0 |0
necessary in the performance of my duties.
3 | receive needless information. 0242|100
1 The information shared with me iscontradictory. | 0 | 1 | 6 | 1 | 0 | O
Consistency 2 The information that | get from othersis different | 1 | 2 | 3 | 2 | 0 | O
from the information that | already have.
3 The information that | get from others is| 0|2 | 3| 3|00
conflicting.
1 The information shared with me is correct. 0112|4200
Correctness 2 The information shared with me contains errors. 0|2|5|1]|]0]0
3 The information that | receive is incorrect. 1125000
1 For me, it is unclear whether the informationthat | 0 | 5 | 2 | 1 | 0 | O
Reliability | get from others is reliable.
(Validation) 2 | am able to verify the correctness of the | 0 | O | 1|6 | 1|0
information shared with me.
3 | use available personal information to verifythe | 1 | 0 | O 1|0
correctness of the information received.

Table 5.8a: Results of the questionnaires regarding 1Q that the participants (stakeholders)

experienced during Scenario 2 of the field exercise (Statements are rated in a 5 point scale:

-- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = No answer).

Rating
Scale Iltem | Statement -] -10/|+ |[++|na
Timeliness 1 The information shared with me is up to date. o(0j2|5|1]0
(currency) 2 The information provided to me is outdated. 114|211/ 01]0
3 The information that | receive is timely. 00|26 |0]0
1 The information that | get from others is| 0 | 1|3 (4|00
Completeness complete.
2 The information shared with me is incomplete. 1/5(2|0]0|0
3 The information offered to me lacks detail. 11/14(1(2]0]0
1 In general, the information suppliedtomeistoo | 0 | 4 | 2 |1 |1 |0
Quantity much compared with what | need.
(Information 2 | can share all the information that | cannot | 0 | 8 | 0 | 0 | 0 | O
overload) retain. : : __
3 The information that | get is very limited. 0/]6|1]1|]0]0
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Table 5.8b: Results of the questionnaires regarding 1Q that the participants (stakeholders)
experienced during Scenario 2 of the field exercise (Statements are rated in a 5 point scale:
-- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale Iltem | Statement -] -101|+ |[++|na
1 The information that | get from othersisrelevant | 0 | 0 | 2 |5 | 1| 0
to my tasks (directly usable).
Relevance 2 | receive a lot of information that is not| 0 | 3 |4 | 1|00
necessary in the performance of my duties.
3 | receive needless information . 1(/3(2|2|01|0
1 The information shared with me is contradictory. | 0 | 2 | 3 |3 | 0| O
Consistency 2 The information that | get from othersisdifferent | 0 | 3 |4 | 1 | 0 | O
from the information that | already have.
3 The information that | get from others is| 1|2 |4 |1 |00
conflicting.
1 The information shared with me is correct. Ol1|2|5|0]0
Correctness 2 The information shared with me contains errors. 11250010
3 The information that | receive is incorrect. 0Ol4|4]0|0]0
1 For me, it is unclear whether the informationthat | 0 | 5 | 3 | 0 [ 0| 0
Reliability | get from others is reliable.
(Validation) 2 | am able to verify the correctness of the | 0 |1 |2 |5 |0 |0
information shared with me.
3 | use available personal information to verifythe | 0 | 0 | 3 | 3| 2 | 0
correctness of the information received.

Scenario 1, where the participants had to respond to a flood scenario in a network-centric
manner using particular technology (LCMS), includes a large flood emergency that required a
considerable amount of information sharing between the involved emergency services for its
normalisation. Scenario 2 is a full, complex and severe flood emergency which involves all the
safety services, as well as multiple incidents that complicate communication between
stakeholders and also their coordination and the decision making process. From the results, it
can be deduced that the experience gained during their participation in Scenario 1 helped the
stakeholders to improve their performance during their participation in Scenario 2. Furthermore,
the benefits of the coordination of network-centric information during the emergency response
operations in terms of 1Q become more visible. Regarding the 1Q construct timeliness, while the
stakeholders’ opinions on whether they receive information in their daily routine in a timely
manner look divided; after their network-centric experience in Scenario 1, the majority of them
seem to agree that with the coordination of network-centric information they receive timely
information. This result looks even stronger in Scenario 2, as except for one stakeholder (who

responded differently to item 2), all the others are neutral or point out that they receive timely
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information in a network-centric working environment. For the 1Q construct completeness, the
stakeholders’ perception does not change after practising the network-centric response
operations during the Scenario 1. However, after their experience gained via Scenario 2, the
majority of the stakeholders except for one, judge the information shared during the network-
centric system to be more complete compared with the information shared during their daily
practice that is based on hierarchical systems. Furthermore, after the network-centric
experience of the Scenario 2, only two stakeholders still think that the information shared with
them lacks detail. Concerning the IQ construct quantity, after their network-centric information
sharing experience, the participating stakeholders do not alter their opinion about the quantity of
the information that they receive. Nevertheless, after the experience gained during the second
scenario, almost all of them state that the information received is in no way too limited for the
fulfilment of their tasks. But in the corresponding question answered on the basis of their daily
experience, stakeholders looked divided. Regarding the 1Q construct relevance, the
stakeholders believe that they obtain more relevant information when this is shared in a
network-centric manner compared with when it is shared through a traditional (hierarchical)
system. However, some of the participants (two), even after their network-centric experience
(Scenarios 1 and 2), still think that they are receiving needless information. The latter is
associated with the filters of personalisation of the network-centric system which for them were
too complicated to use. For the IQ construct consistency, the experts’ judgment does not seem
to be affected by their participation in the network-centric exercise. With regard to the 1Q
construct correctness, the network-centric experience gained during the first scenario looks as if
it did not have an impact on the stakeholders’ perception about the correctness of the
information received. However, after acquiring more experience in working with a network
centric information system, i.e. after Scenario 2, stakeholders’ appreciation of the correctness of
information shared via such a system appears to have strengthened. Concerning the IQ
construct reliability, almost half of the participating stakeholders were not sure whether the
information shared with them in their daily practice is reliable. However, after sharing
information in a network-centric manner, the majority of the participants perceived the net-
centric distributed information to be more reliable. Overall, the 1Q constructs timeliness and
reliability clearly show an increase in terms of appreciation when the participants responded in a
network-centric environment and in particular after the experience gained during the second

scenario.
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For measuring SQ, nine constructs grouped in three categories were utilised and two, three or
five statements (in Dutch) related to them were rated for their validation (see Appendix A). The
statements were placed in the questionnaires in random order and they were formulated in
positive and negative forms in order to minimise both acquiescence bias and extreme response
bias (Sauro, 2011).

The outcomes of the perceptions of the stakeholders (i.e. experts) on SQ and in particular on
the attributes of the systems that they experience in their daily practice, are presented in table
5.9a, b. The stakeholders’ perceptions of the same SQ dimensions, but based on the
experience gained during participating in the two scenarios of this exercise, are given in table
5.10. From the organisers’ observations, it can be seen that the participants (stakeholders)
performed relatively better after the experience gained from working with the network-centric
system (LCMS) utilised for the response operations during Scenario 1. Furthermore, the
stakeholders’ judgment (answers) on SQ after participating in both the scenarios (see table
5.10) is evidently influenced by the network system used for information sharing during this
exercise, compared with their opinions (answers) on SQ based on the systems which they

utilise in their daily practice (see table 5.9a, b).

Table 5.9a: Results of the questionnaires regarding the Quality of the System (SQ) that the
participants (stakeholders) experience in their daily practice (Statements are rated in a 5 point
scale: -- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale Item | Statement: The information system that I | -- | - | O | + [++|n.a.
experience in my daily practice,
System-related
Accessibility 1 It gives me immediate access to the information | 0 | 5|2 | 1|0 |0
that | need.
2 It gives me immediate access to informationthat | 1 | 5 | 2 | 0| 0| O
is outside the scope of my organisation.
System 1 It always works properly. ol3/4|l11l0lo0
reliability 2 It works reliably. o|2|6|0|01]O0
3 It sometimes malfunctions. 0Ol3|4]1|101]0
System 1 It lets me wait for response. 0|2|4|2|0]0
response time 2 It quickly responds to a command. 111141211010
Task-related
1 It displays information in an explicit manner. 1/3(4|0]|01|0
Format 2 It clearly presents all the information to me. 1(/3(3|1]|]01|0
3 It protects me from information overload. 0|3|5|0|0]0
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Table 5.9b: Results of the questionnaires regarding the Quality of the System (SQ) that the

participants (stakeholders) experience in their daily practice (Statements are rated in a 5 point

scale: -- = strongly disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree.

n.a. = no answer).

Rating
Scale Item | Statement: The information system that I | -- | - | O | + [++|n.a.
experience in my daily practice,
1 It brings together information derived from | 1 |2 | 3 |2 | 0|0
different organisations.
Integration 2 It has sufficiently supported me to share | 1 |3 | 3|1 |0]|O0
information within my own organisation.
3 It integrates information coming from different | 2 | 2 |4 | 0| 0| O
sources.
4 It has sufficiently supported me to share| 1 |2 |4 |1 |00
information with other organisations.
5 It brings all the information in one place. 014|2|2|0]0
1 It ensures that no important information is lost. 0O|l0|5|3|0]0
Memory 2 It makes it possible to retrieve older information. | 0 | 1 | 4 | 3 | 0| O
3 It makes it possible to store data (situational | O | O | 7 | 1 |0 | O
knowledge).
Situational 1 It provides a good overview of the handling | 2 | 2 | 3 | 1
Awareness progress an emergency.
2 It provides a comprehensive picture of handling | 2 | 2 | 3 |1 | 0|0
of an emergency.
3 It depicts in a comprehensive picture all the | 2 |2 | 2 | 2| 0|0
changes related to the evolution of an
emergency.
Perceived operational satisfaction
1 It is easy to use. 1(3|3]1|0]|0
Ease of use 2 It requires little training time. 1122300
3 It easily does what | want. 0O/1]6]1]0]0
1 It enables me to acquire the informationthat1 | 1 |2 | 3 |2 | 0| 0
Usability need.
2 It is not sufficient to provide the informationthat! | O | 0 | 3 | 4| 1| 0
need.
3 It is sufficient when dealing with an emergency. 1/3(3(1]0]0
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Table 5.10: Results of the questionnaires regarding SQ that the participants (stakeholders)

experienced during both Scenarios (Statements are rated in a 5 point scale: -- = strongly

disagree, - = disagree, 0 = neutral, + = agree, ++ = strongly agree. n.a. = no answer).

Rating

Scale

Item

Statement: The information system that |
experience during the field exercise,

0| +

++

n.a.

System-related

Accessibility

It gives me immediate access to the information
that | need.

N

It gives me immediate access to information that
is outside the scope of my organisation.

ol O

gl w

[EnN

System

It always works properly.

reliability

It works reliably.

It sometimes malfunctions.

System

It lets me wait for response.

response time
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It quickly responds to a command.
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It displays information in an explicit manner.
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It clearly presents all the information to me.

It protects me from information overload.
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It brings together information derived from
different organisations.
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Integration
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It has sufficiently supported me to share
information within my own organisation.

N

[EnN

It integrates information coming from different
sources.

It has sufficiently supported me to share
information with other organisations.

N

It brings all the information in one place.

It ensures that no important information is lost.

Memory

It makes it possible to retrieve older information.
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It makes it possible to store data (situational
knowledge).
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It provides a good overview of the handling
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It provides a comprehensive picture of handling
an emergency.

It depicts in a comprehensive picture all the
changes related to the evolution of an
emergency.

Perceived operational satisfaction

1

It is easy to use.

Ease of use

It requires little training time.

It easily does what | want.

Usability
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It enables me to acquire the information that |
need.
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For the system-related SQ attributes, three constructs were utilised: accessibility, reliability and
response time. Regarding the system-related SQ construct accessibility, while the stakeholders
believe that the system which they experience in their daily practice do not give them immediate
access to the required information, the situation seems to be completely different after their
experience with the network-centric system. In this context, the stakeholders perceive a network
centric system as a facilitator of immediate access to essential information. The latter can be
justified by the P2P network-based architecture of such a system, which consists of equal
entities (peers or nodes) that serve both as clients and servers to other nodes and allow a large
amount of information to be shared, including in real-time. The stakeholders’ opinion with regard
to the (SQ construct) reliability of the system that they experience in their daily practice is
neutral or negative. However, the majority of them (except for one neutral and one negative)
perceive the network-centric system experienced during this exercise as being generally
reliable. Nevertheless, half of them think that a network-centric system sometimes malfunctions.
This is logical given the network-based nature of the system utilised during the exercise.
Sometimes network connectivity was lost, which is basically a technical issue that can be easily
resolved. Regarding the SQ construct response time of the system that the stakeholders
currently experience in their daily practice, they seem to be divided in their opinions, while half
of them are neutral. After experiencing the network centric system, almost all the stakeholders
(except for two neutral ones) consider that the network-centric system quickly responds to their
commands. Furthermore, the majority of the stakeholders believe that this system does not let
them wait for a response. Only two have responded negatively to the latter statement, which
possibly has to do with network connectivity problems that they experienced during this

exercise.

For the task-related SQ dimensions, four constructs have been used: format; integration;
memory and situational awareness. Regarding the SQ construct format, the results indicate that
half of the stakeholders believe that the systems used in their daily practice do not delineate
information in an explicit manner, while the other half are neutral about this construct. After
experiencing the network-centric system, the majority of them believe that such a system clearly
depicts the required information. However, in terms of information overload, the stakeholders’
judgment does not appear to be affected by any system. In this context, the stakeholders are
neutral, or believe that neither the system that they experience in their daily practice nor the
network-centric system experienced during this exercise do not protect them from information

overload. This is related to the particular 1Q construct as well as to the information rich
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environment of the emergency response. Regarding the SQ construct integration, it is clear that
the stakeholders’ judgment is affected by their experience with the network-centric system. In
contrast to their opinions related to the systems that they experience in their daily practice, after
their network-centric experience there are no stakeholders who negatively rate any statement
related to integration. Most of them believe that a network-centric system enables them to
acquire and integrate information from different sources, as well as to share information with
multiple actors inside and across emergency response organisations. These stakeholders’
opinions are in harmony with one of the tenets of network-centric working, according to which a
robustly networked force improves information sharing. For the SQ construct memory, while
almost all the stakeholders are neutral except for one positive response on whether the system
that they experience in their daily practice has the potential to store data, which, in turn,
supports situational knowledge; after their experience with the network-centric system, their
views seem different. More precisely, although two stakeholders still remain neutral, the others
perceive a network-centric system to be an enabler of data storage. Nevertheless, the
stakeholders’ judgment on the other two statements used for validating the SQ construct
memory do not seem to improve after using the network-centric system. Regarding the SQ
construct situational awareness, half of the stakeholders are dissatisfied with the ability of the
system that they experience in their daily practice to create a COP, which, in turn, and in
accordance with the value chain of the network-enabled capabilities, can lead to better shared
understanding (awareness) of a situation (UK Ministry of Defense, 2005). Furthermore, the
majority of the remaining stakeholders are neutral with regard to the capability of the system
experienced in their daily practice to support SA. However, after their experience with the
network-centric system, the majority of the stakeholders believe that a network-centric system
provides a good overview of both the evolution of an emergency and the progress of the
response operations. In particular, they consider that such a system can establish a COP, which
means better information sharing compared with what they experience in their daily practice.
The latter is in agreement with one of the tenets of network-centric working, which suggests that
information sharing and collaboration reinforce information quality and disseminate SA.
Nevertheless, two stakeholders have negatively rated only one of the statements used to
validate the capability of the network-centric system to support SA. This may relate to limited

training with the network system or to misinterpretation of the statement.

For the perceived operational satisfaction, two SQ constructs have been employed: ease of use

and usability. Regarding the SQ construct ease of use, half of the stakeholders consider that the
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system which they experience in their daily practice is too complicated to use. Concerning the
other half of the participants, three are neutral, while one considers this system to be easy to
use. However, the stakeholders’ judgment is completely different after experiencing the
network-centric system during this exercise. In particular, except for one neutral response, all
the other stakeholders perceive the network-centric system to be easy to use. Their judgment is
possibly influenced by the ease of sharing of information when using this system. With regard to
the training time that is required by the system practised in daily operations, the stakeholders’
opinions look divided. However, for the network-centric system, they seem to have different
judgment. In particular, expect for three neutral responses, all the other stakeholders believe
that such a system does not require a lot of training time. The explanation for this is that, before
this exercise, the stakeholders had participated in some training sessions organised by the
Dutch Ministry of Infrastructure and the Environment in collaboration with the Dutch Institute of
Safety. Moreover, during the exercise a learning effect was visible to the organisers of the
exercise, as the stakeholders, after gaining experience with the network-centric system in
Scenario 1, performed better during Scenario 2. With regard to whether the system experienced
in their daily practice easily does what the stakeholders want, most of them are neutral. But, for
the network-centric system, there is no stakeholder who believed that such a system does not
easily perform what they require. Regarding the SQ construct usability, the stakeholders
perceive the network-centric system used during this exercise to be more usable compared with
the system that they experience in their daily practice. In particular, after using the network-
centric system, all the stakeholders consider that a network-centric system can enable them to
acquire all the required information, in contrast to the system that they experience dalily.
Furthermore, the majority of the stakeholders believe that, in contrast to a network-centric
system, the traditional (hierarchical) system currently utilised for their operations is not adequate
to provide the necessary information. Finally, while half of the stakeholders (most of the rest are
neutral) consider that the traditional system experienced in their daily practice does not
sufficiently support them to deal with emergencies, there are no stakeholders who have such an

opinion about the network-centric system used during this exercise.

Overall, the SQ constructs which indicate an increase in terms of appreciation when a network
centric system is used for the flood emergency response operations are: accessibility, which is
classified as system-related, integration and situational awareness, which are considered as
task-related and usability and ease of use, which are related to the end users’ perceived

operational satisfaction. The experts’ (stakeholders) judgment on these SQ dimensions showed
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that they have recognised the added value of a network-centric system during the flood

emergency response.

5.5 Final remarks on the empirical assessment of the effectiveness of network-centric

support tools in flood emergency response.

This study has aimed to provide valuable insight regarding the added value of network-centric
systems in flood emergency response operations. In this context, it evaluates the effectiveness
of the network-centric support tools by acquiring and qualitatively comparing the experts’
judgment regarding the system that they experience in their daily practice which is based on a
hierarchy versus a network-centric system used during this exercise. But, although real
emergency response professionals have participated to this exercise, there were a limited
number of participants due to the busy operational environment of the emergency response and
the experts’ unavailability. Nevertheless, their opinions acquired during this exercise are
extremely valuable, given the very limited amount of such data in the emergency response
domain (Steenbruggen et al., 2015; Lee et al.,, 2011; Bharosa et al., 2011; Bharosa et al.,
2009a; Bharosa et al., 2009b; Bharosa et al., 2009c;). Nevertheless, these experts’ judgment
can be seen as support of the chosen mode of inquiry, as well as a reason to continue future

research in this direction.

The evaluation framework of this exercise is based on constructs associated with Information
Quiality (IQ) and System Quiality (SQ) that have been identified through an extensive literature
survey. 1Q dimensions have been utilised for identifying whether a Common Operational Picture
(COP) leads to a better shared understanding of a particular emergency situation, while SQ
dimensions have been used for determining whether a network-centric system is capable of

facilitating better information sharing and establishing a COP.

Overall, the IQ dimensions that have shown an increase in terms of appreciation by the
professionals when they responded in a network-centric environment are timeliness and
reliability. This can be explained by the peer to peer technology that underpins a network centric
system which allows its end-users to get timely information immediately. Furthermore, the
speed of information sharing that such a system offers enables its users to quickly identify the

extent to which the shared information is correct and reliable. In contrast, the system that the
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participants (professionals) experience in their daily practice is based on a hierarchy. Such a
system is underpinned by a more traditional client-server architecture that allows information
sharing on a one-to-one basis and often lets its end-users wait in order to get the necessary
information. During the scenarios of this exercise, a learning effect was observed. In particular,
after the experience gained by the participants during Scenario 1 in which emergency response
took place in a network centric environment, the stakeholders performed better in the more
complex Scenario 2. Furthermore, from the results of the questionnaire used in this exercise, it
can been seen that, as the complexity and the severity of the scenarios increases and the need
for more information escalates, the appreciation of the experts on the quality of the information

shared in a network centric environment also tends to rise.

Regarding the SQ dimensions which indicate an increase in terms of the experts’ appreciation
after their experience with the network-centric system, these are the system-related
accessibility; the task-related integration and situational awareness; and the end users’
perceived operational satisfaction related usability and ease of use. These SQ dimensions can
also be viewed as the design principles of an adaptive emergency response system which,
based on the experts’ judgment of this study; they can better be supported by network-centric
tools. In particular, the results on SQ dimensions first indicate that the experts perceive a
network-centric system to be convenient in effectively facilitating accessibility to all the required
information. Furthermore, they show that the experts seem to consider that such a system can
enable them to integrate information derived from multiple sources leading to the creation of a
COP which, in turn, can support them to achieve awareness about a particular flood emergency
situation. Moreover, the results suggest that the experts tend to perceive a network-centric
system as being easy to use, possibly due to the training sessions in which they participated
before this exercise. Finally, by acknowledging the usability characteristics of such a system,
the professionals tend to appreciate its usefulness in the response operations. The experts, by
admitting the ease of use and usability characteristics of a network-centric system, can be
considered satisfied with the operational capabilities of such a system, perhaps because the
system experienced in the field exercise enabled them to more easily achieve their goals.
Overall, the experts appear to appreciate the capabilities of a network-centric system. This
seems reasonable, as the architecture of such a system is designed to exploit the network-
enabled capabilities reflected in their value chain, according to which better networks can
improve information sharing in the information domain. This in turn, can lead to a better

understanding of a situation and better decisions in the cognitive domain, resulting in better
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actions and effects in the physical domain. On the contrary, the current architecture of the
systems that the professionals experience in the flood emergency response domain is mono-
disciplinary and characterised by hierarchical (top-down) information flows that mainly lead to
the development of static-oriented and organisation-specific operational pictures. In brief, the
main findings suggest that the experts tend to appreciate the added value of network centric
systems in flood emergency response operations. However, as technology evolves and
information can be derived from a variety of sources that increase with time (for example social
media, cameras and sensors mounted even on unmanned aerial vehicles), there is a need to
continuously improve and adapt the technical characteristics of such systems to include more

functionalities.

However, the introduction of a network-centric system in the flood emergency response
operations of the safety agencies is by no means an easy task. Response operations involve
multiple safety agencies which are both autonomous and heterogeneous in their daily
operations and they have specialised structures, policies and processes. This has traditionally
contributed to the fragmented policy and organisational environment of information sharing and
coordination among the multiple involved emergency agencies. Therefore, the adoption and
implementation of a network-centric system by the relief agencies may require major
institutional reforms. For instance, changes should be made in the information coordination
architectures (network-centric instead of hierarchical). Furthermore, it should be determined
which organisations and individuals must provide what information to which organisations and
individuals during the response operations. The latter was a critical issue at the beginning of this
field exercise, revealing that real emergency response professionals suffer from lack of
information availability awareness. In particular, the professionals did not know who had the
information that they required, which resulted in unnecessary research, a low information reuse
rate and a waste of valuable time for the response operations. This indicates that the roles and
capabilities regarding information sharing and coordination are currently set for hierarchical

operations and they do not adapt to situational requirements.

Supplying the right information at the right moment to the right person and in a usable and
reliable form (Endsley, 2000; Dawes et al., 2004) has been a major challenge in emergency
response operations. Based on the experts’ judgement of this exercise, it can be concluded that
the network-centric technology has the potential to enable better information sharing, as well as

to establish a COP and improve SA towards supporting effective decision making in flood
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emergency response. However, this technology itself cannot be a panacea for all the underlying
organisational problems. Policy makers and emergency response chiefs often mistakenly
assume that technology will solve all their problems (Dawes et al., 2004). Furthermore, SA is a
psychological, mental and cognitive status of the end-user of a system and is not something
created by a system in black box logic. Therefore, there are many factors that can influence the
perception of a situation (SA), such as previous experience and individual educational
background, organisational culture, goals and expectations. Harrald and Jefferson (2007)
mention that the introduction of such concepts is extremely difficult and it is very likely that
strategies with a short-term horizon will fail. This means that, in order, for the network-centric
systems to be successfully adopted, these should be carefully introduced in different stages with
consideration of the human factor and the strong involvement of the management of the
emergency response organisations. Furthermore, central to the adoption strategy of such
systems should be their gradual utilisation in the management of emergencies, starting with the
simplest incidents and proceeding to the more complex and chaotic situations.

147



148



6. CONCLUSIONS.

Flood risk and disaster management require effective decision making, which in turn it requires
stakeholders to be aware of the situation at hand. Furthermore, effective decisions need
information within the context of the overall environment at any particular point in time along
with communication and coordination of the interested actors. In particular, actors who are
experts in different domains and with different institutional backgrounds should work together,
interact and cooperate with one another. Situational Awareness (SA) and decision making
which are associated with human mental processes, they are usually supported by effective
support systems that Iye in the information domain. There are different innovative avenues
towards improving SA, where innovation according to Rogers (2003) denotes an idea, practice
or project perceived as new by an individual or other units of adoption (group of individuals). In
this context, the PhD thesis aims to identify and explore how SA can be improved towards
better supporting decisions for flood risk and disaster management. For this, two explorative
surveys which delineate the theoretical foundation of the thesis and two empirical studies have
been conducted during the PhD research. Firstly, the thesis focuses on identifying how
geodesign can contribute to the improvement of SA about water safety in a particular area of
interest and also to better decision making in regards to optimal and more balanced flood safety
measures taken in the context of the multi-layered water safety concept. Secondly, the thesis
focuses on exploring how 3D information concepts via their information and communication
potential can improve SA which in turn can support better decisions in the context of flood risk
management and emergency preparedness. Thirdly, this thesis focuses on investigating how
the traditional way of information sharing among the safety agencies can be improved through
the introduction of a network centric approach. Information and system quality constructs which
better fit the needs of the safety agencies towards improving SA; they are instrumental in this

study.

6.1 Conclusions of explorative studies.

The theoretical foundation of the thesis is delineated by two explorative studies related to SA,
flood risk and disaster management: a) a literature review on multi-layered water safety and

theoretical systematization of the latter concept in a geodesign framework towards improving
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situational awareness, collaboration and decision making; b) a literature survey which explores
the contribution of a common operational picture in improving SA for efficient emergency
response operations. In the following sections, the main findings are highlighted and their

implications are discussed.

6.1.1 Geodesign the multi-layered water safety.

Chapter 2 has provided an extensive literature survey on flood safety and practices in Europe
with focus on the Dutch perspective which is termed multi-layered water safety. Given that
floods are the most dominant natural hazards in Europe, the Dutch multi-tier concept which is
an integrated approach to flood risk management based on recommendations for flood
protection such as the EU flood risk directive and the UNISDR Hyogo framework, it purports to
reinforce flood protection and operationalize flood resilience through three safety layers:
prevention (layer 1) for reduction of flood risk probability; spatial solutions and preparation for
emergency response (layers 2 and 3) towards minimizing the consequences in case of a flood

event.

A multi-layer safety system resembles more a parallel than a serial system, because failure of
the safety measures corresponding to one layer does not mean failure of the whole system.
Nevertheless, such a system is not exactly a parallel one because in case of failure of the
preventive measures, these which correspond to layers 2 and 3 can reduce the damage but not
completely eradicate it. In this context, what is considered failure in layers 2 and 3 has to
explicitly be agreed at the policy level. The latter will support optimal allocation of weights

between the three layers of the multi-layered safety concept.

A primary concern for the multi-layered safety concept is the inventory of the required
information. During this chapter an attempt to provide a comprehensive overview of the needed
information is made. However, questionnaire surveys with the participation of the involved
actors to this multi-tier safety concept, they can shed more light regarding the information
requirements of each safety layer. In this way, overlaps in terms of information needs between
the three safety layers can be identified as well. Generally, the information requirements of the
multi-layered safety concept can be determined as semi-static and model information.

Nevertheless, when measures such as preventive organized evacuations are decided in the
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context of the emergency response layer, their implementation needs dynamic information.

Almost all of the required information has a spatial (geographic) component.

The value of this chapter in relation to previous research is that it theoretically orchestrates and
systematize the multi-layered water safety concept in a geodesign-oriented methodological
framework that motivates participation and enables interdisciplinary collaboration, determines
the roles of the different actors, employs all the geographic information and knowledge,
promotes communication of the situation at hand, allows the comprehension and evaluation of
proposals and permits feedback when required. The systematization of the multi-layered safety
concept in a geodesign framework can efficiently support decision making and it can create
surplus value for the local society, economy and environment through its different and iterative
feedback driven processes. It underpins trial and error logic so that all stakeholders can assess
the impact of the safety measures resulting from their own points of view. In this manner, the
stakeholders can achieve SA regarding the water safety status in an area of interest.
Furthermore, they can identify overlaps in terms of the proposed measures which in turn can
create maximum consensus between them leading to the selection of the most desirable and
balanced water safety measures across different spatial and temporal scales that consider their

cost efficiency, their impact on the environment and the values of the people at place.

6.1.2 A common operational picture in support of SA for efficient emergency response.

Chapter 4 provided an overview of novel information concepts such as network centric
information sharing which can contribute to the improvement of cooperation and SA during
emergency response operations through the deployment of a COP. In particular, the network
centric concept which is rooted in the military domain, it can be seen as a vehicle for better
information sharing which in turn can improve decision making and support enhanced
spatiotemporal organization of resources and assets in the complex and dynamic environment
of emergency response. In essence, network centric information systems enable networking of
emergency response stakeholders towards achieving operational effectiveness as well as
integration of new information derived from different sources with other knowledge.
Furthermore, the network centric concept enables unobstructed flow of information and
knowledge among the entirety of the emergency response administrative structure. Instead of
information passed vertically within the command chain based on the logic of a hierarchical

structure of information sharing where it may be lost or even discarded as useless, this is
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circulated freely among all the involved emergency response actors. However, in the
information-rich and increasingly fluid environment of the emergency response, network centric
systems should support both the information requirements of the emergency services and the
cognitive and psychological capabilities of the involved actors taking into account that humans
are limited by working memory and attention. Furthermore, attention should be paid towards
preventing information overload given that not all the information is relevant to the tasks of the
different safety agencies.

Through a network centric system, the same information is made available to everyone at the
same time and a COP simply provides knowledge regarding “what is going on around you” in a
single identical display. Based on Endsley’s definition of SA (Endsley, 1988), the latter is
distinguished by three levels. Firstly, SA is about perceiving critical factors i.e. status, attributes
and dynamics of relevant elements in the environment (Level 1); secondly it is about
understanding the meaning of these elements after being synthesized, in light of the decision
makers’ goal (Level 2); and thirdly at the highest level (Level 3) SA is about predicting of what
will occur with the system in the near future. Furthermore, three components delineate a
situation: information about the emergency situation; information related to the environment of
the emergency (location awareness) and information about the emergency services involved in

the response operations.

Communication processes can be divided in three related domains: the information domain
which is about relevant data in context; the cognitive domain that is related to human mental
processes and the physical domain which focuses on activities in the real world. Network centric
systems can enable better information sharing through the deployment of a COP in the
information domain which in turn it can support all the responding units to achieve the same
understanding (shared situational awareness) of information and emergency status when
conducting operations. Therefore, a network centric system can be seen as an emergency
response tool with an added value not only in effective sharing of information but also in
comprehending the real meaning and the temporal value of the needed and used information for
operations, communication and coordination of emergency services. Furthermore, network
centric systems and a COP are basic components for achieving improved SA. In the cognitive
domain, organizations, processes and stakeholders irrigated by better shared SA and aided by
technology can exhibit efficient decision making behaviors with better actions and effects in the

physical domain.
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The concept of network centricity can be adapted from the military field and it can be applied for
emergency situations tailored to their specific conditions, creating a surplus value for the
response operations. Furthermore, it can provide the attributes and flexibility needed by
adaptive management which according to Wiese (2006) it can be the most effective
management approach to potential disasters. However, the successful adoption of such a
concept requires its careful introduction in different stages based on a maturity model and
respecting that short term strategies which assume that shared SA will be easily achieved are
doomed to fail. In addition, it requires training of the emergency response stakeholders in order
to overcome potential lack of knowledge.

6.2 Conclusions of empirical studies.

The empirical part of the PhD thesis is consisted of two studies: a) a case study for exploring
the usefulness of virtual 3D city models in flood risk communication and management; and
conceptualization of a 3D information system based on virtual 3D city models as a step towards
defining a system framework for risk management and emergency preparedness; b) a field
experiment in order to measure the effectiveness of network centric support tools for flood
emergency response. The scientific contribution of the empirical part of the PhD thesis is that it
builds on existing theories and methodologies that apply in risk management and emergency
response. The novel information concepts presented in the empirical studies of this thesis, they
can be utilized in the design of flood risk management and emergency response systems. The
underlying assumption is that the added value service of such concepts is the improvement of
SA.

6.2.1 3D information concepts for flood risk management and emergency preparedness.

Chapter 3 through a series of steps (literature review, case study and model conceptualization)
has introduced novel information concepts that can contribute in the improvement of SA,
communication, perception, management of flood risks and emergency preparedness. In order
to explore the added value service of the virtual 3D city models in risk communication and
management, a case study in Heerhugowaard area in the Netherlands has been set up. The

virtual 3D city model that has been developed, it provides dynamic rule-driven 3D renderings of
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the flood risk components on the basis of a source-pathway-receptor (risk) model and it
delineates the geometrical and appearance characteristics of the city objects. In particular, this
model provides concise information (graphic and non-graphic), enabling visual data mining,
analysis and navigation; and facilitate interaction which urge the stakeholders to play an active
role in the decision making process for managing flood risks. In short, the virtual 3D city model
developed in this chapter, it offers dynamic 3D Common Operational Pictures (COPs) or 4D
COPs taking into account the temporal variable (time), purporting to improve SA among the
stakeholders regarding flood risks in the area of interest. Furthermore, it enables the involved
actors to examine and judge their alternatives and visually assess their implications by
modifying the city model parameters in real time through procedurally defined rules. In this way,
transparency and trust among the stakeholders can be achieved and collaboration can be
facilitated. Furthermore, the cognitive capabilities of the participants are reinforced towards
exerting their influence during the decision making process. Nevertheless, the quality of the
representations of the 3D city objects is directly related to the availability and accuracy of data.

Virtual 3D city models can be seen as excellent media for integrating, maintaining, presenting,
distributing and communicating risk related geo-information in an understandable manner close
to what the stakeholders are used to view in the real (3D) world. This has also been confirmed
by the extensive literature survey that has been conducted in this chapter. However, in
emergency preparedness where stakeholders should develop plans such as internal and/or
external evacuation routes, topological and semantic information regarding the 3D city objects
and their components are required. This information intends to satisfy the needs of the safety
agencies for querying and analyzing the 3D city models. Furthermore, a key aspect for efficient
risk management and emergency preparedness is the capability of the involved agencies and
actors to inter-operate i.e. work together. The fact that the required data are derived from
different sources and are often in multiple formats, it calls for adopting a “common language”
between the different safety organizations which has the potential to overcome this data
fragmentation. In this context, a 3D information system based on virtual 3D city models and
extended by existing open international standards from GIS and BIM domains such as CityGML
and IFC respectively, it has conceptually been deployed and presented aiming to make a step

towards defining a system framework for risk management and emergency preparedness.
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The 3D information system conceptualized in this chapter, it overcomes limitations of the virtual
3D city model developed for Heerhugowaard area purporting to enable semantic interoperability
during the risk management and emergency preparedness. In addition, it aims to provide the
involved actors with not only navigation functionalities but also easy-to-use querying and
analysis capabilities via the standards employed by the conceptual system. In particular, these
standards offer semantic, topological and thematic information besides the geometrical and
appearance characteristics of the 3D city models. Furthermore, the 3D information system via
the detailed description of the physical and functional characteristics and relations of the city
objects at the macro (city) and micro (facility) scale, it aspires to allow the development of
alternative external and internal building evacuation routes for management of the residual risks
and emergency preparedness. This 3D information system selects the CityGML data standard
from the GIS domain as the target model for the representation of the complex urban space
since it is more capable of modelling objects at the macro scale using five distinct LoDs while
BIM data in IFC classes are designed for representing information in a very detailed way at the
micro scale being a precious source of information in regards to city facilities with up-to-date
information regarding their status and structures. During this chapter, a literature survey has
demonstrated that work has already been done in the direction of the conversion of BIM data in
IFC format to CityGML format. Nevertheless, the CityGML LoD in which the city objects are
eventually represented depends on the accuracy and availability of the needed data. Moreover,
the construction of CityGML LoDs is a challenging task and the collection of semantics and the

check of the validity of the city objects’ geometries are demanding in terms of time and effort.

Governments and safety agencies should consider the adoption and utilization of 3D information
systems based on virtual 3D city models in flood risk management and emergency
preparedness since they form an ambitious concept that has the potential to support both
information and communication processes towards building capacity for participatory risk
minimization, emergency preparedness and response. In particular, such a system it can
provide the stakeholders with a level field for equal access to information, thus facilitating the
cognition of risk related situations and simultaneously increasing transparency, trust and cross-
disciplinary collaboration for better decisions with better effects in the physical domain (real
world). The overlapping BIM fields indicate an opportunity for collaboration, knowledge transfer
and integration of the roles of all the involved actors at the facilities’ level. Nevertheless,

collaboration neither can be imposed nor can work being just a notion in the context of a risk
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related institutional framework. Virtual 3D city models-based information systems can facilitate

collaboration but for its practice, alterations in institutional behaviors are required.

6.2.2 Field exercise for the assessment of the effectiveness of network centric support
tools in flood emergency response.

Chapter 5 through a series of steps (literature review, field exercise with realistic flood scenarios
and questionnaires for acquisition of experts’ judgment) has assessed and reported the results
of an empirical analysis regarding the value added service of network centric systems in flood
emergency response. In particular, it has evaluated the effectiveness of the network centric
support tools by acquiring and qualitatively comparing the experts’ judgment regarding the
system that they experience in their daily practice which is based on hierarchy vs. a network
centric system used during this exercise. The current systems in the emergency response
domain are traditionally mono-disciplinary based, that allow top-down and bottom-up
(hierarchical) information flows and create static agency-specific operational pictures. On the
contrary, the architecture of the network centric system used during the exercise, it focuses on
facilitating horizontal information sharing and communication among peers. Furthermore, it is
designed to exploit the network enabled capabilities reflected in their value chain according to
which better networks can improve information sharing in the information domain, which in turn
can lead to better understanding of a situation and better decisions in the cognitive domain

driving to better actions and effects in the physical domain.

In the field exercise that has been set-up during this thesis; real emergency response
professionals have participated. Although, there were only few participants due to the
demanding operational environment of the emergency response and the professionals’
unavailability, the experts’ opinions acquired during this exercise are extremely valuable given
the very limited amount of such data in the emergency response domain. The evaluation
framework of this exercise bases on constructs about Information Quality (IQ) and System
Quality (SQ) that have been identified through extensive literature survey. In order to identify
whether a COP leads to better shared awareness of a particular situation, 1Q constructs have
been employed, while for determining whether a network centric system can enable better
information sharing and generate a COP, SQ constructs have been used. IQ is associated with
attributes of information and how this can satisfy the needs of the end-users. SQ focuses on

system-related; task-related and perceived operational satisfaction dimensions. Both, 1Q and
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SQ are requisites for creating a COP and gaining maximum advantage from the potential of
shared SA.

Regarding the 1Q dimensions that have shown an increase in terms of appreciation by the
professionals after their experience with the network centric system, these are timeliness and
reliability. This is strongly related to the peer to peer technology that underpins a network centric
system which enables its end-users to get timely information at once. Furthermore, the speed of
information sharing offered by such a system, it enables its users to quickly identify the extent to
which the shared information is correct and trustful in contrast to the system that the
professionals experience in their daily practice that often lets its end-users to wait for acquiring
the needed information. In particular, the system currently used by the involved actors is based
on hierarchy and is underpinned by a more traditional client-server architecture that allows
information sharing on a one-to-one basis. During the field exercise of this thesis, a learning
effect has been observed due to the fact that the participants (professionals) after the
experience gained in the first scenario where emergency response has been carried out in a
network centric environment, they have performed better in the second and more complex
scenario. From the experts’ judgment that is reflected in the questionnaires’ results of the
exercise, it can be deduced that as the complexity and the severeness of the scenarios escalate
and the need for more information increases, the appreciation of the professionals on the quality

of the information shared in a network centric environment also tends to rise.

Regarding the SQ dimensions which have shown an increase in terms of experts’ appreciation
after their experience with the network centric system, these are the system-related
accessibility; the task-related integration and situational awareness; and the end users’
perceived operational satisfaction related usability and ease of use. These SQ dimensions can
also be viewed as the design principles of an adaptive emergency response system framework
which based on the experts’ judgment of this study; they can better be supported by network
centric tools. The results on SQ dimensions indicate that the experts perceive a network centric
system as convenient in effectively facilitating accessibility to all the required information.
Furthermore, the results suggest that the experts seem to recognize that a network centric
system can allow them to integrate information derived from multiple sources towards creating a
COP which in turn can support them to achieve awareness about a particular flood situation. In
addition, the results show that the experts tend to consider a network centric system as easy to

use possibly due to training sessions held before this exercise. Overall, the involved
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professionals seem to appreciate the usefulness and capabilities of a network centric system in

emergency response operations.

Based on the experts’ judgement of the field experiment of this thesis, it can be concluded that
the network centric systems have the potential to enable better information sharing towards
generating a COP and improving SA which in turn can better support effective decision making
in flood emergency response. However, the introduction of a network centric system in the
emergency response services is by no means an easy task given the multiple safety agencies
involved in the response operations. In particular, these agencies are both autonomous and
heterogeneous in their daily operations and they have specialized structures, policies and
processes, fact that traditionally contributes to the fragmented policy and organizational
environment of information sharing and coordination among the emergency services. The
adoption and implementation of a network centric system by the relief agencies may require
major institutional reforms. The existing information systems have to be critically redesigned
based on novel information coordination architectures (network-centric instead of hierarchical)
and the data management and the current work methods should be reconsidered towards
achieving collective intelligence among the safety agencies grounded on real-time information
distribution. Furthermore, it should be determined which organizations and actors must provide
what information to which organizations and actors during the response operations. The latter
has been a critical issue at the beginning of the field exercise of this thesis revealing that real
emergency response professionals suffer from lack of information availability awareness. More
precisely, the professionals did not know who had the information that they required which
resulted in unnecessary research, low information reuse rate and waste of valuable time for the
response operations. This confirms that the roles and capabilities regarding information sharing
and coordination are currently set for hierarchical operations and they do not adapt to situational

requirements.

6.3 Recommendations for future work.

The theoretical systematization of the multi-layered safety concept in a geodesign framework is
very promising towards improving collaboration, SA and decision making for achieving optimal
flood safety measures that take into account their economic efficiency, their impact on the

environment, the local circumstances and the values of the people at place. Further research is
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required for transferring the implementation of geodesign on multi-layered safety from theory to
practice. The geodesigned multi-layered water safety concept should be experimented, tested
and experienced in workshop settings and in different contexts engaging safety agencies for
identifying optimal measures. Furthermore, during such workshops, technology driven tools
which empower stakeholders by enabling their participation in the decision making should be
employed and assessed in the context of practicing geodesign for arriving at sustainable
arrangements regarding water safety.

The 3D information system delineated in this thesis is based on virtual 3D city models and is
extended by open existing international standards from GIS and BIM domains and it forms an
ambitious concept proposal towards supporting information and communication processes for
participatory flood risk minimization, emergency preparedness and response. For the integration
and seamless exchange of massive risk related information derived from heterogeneous and
distributed sources, agreed standards such as these employed in the 3D information system
conceptualized in this thesis (CityGML from GIS domain and IFC classes from BIM domain)
should be followed. However, as risk related data can be under the control of different
ownership and rights, a legal framework that must govern these data sets must be determined
at the political level, following discussions between stakeholders including the public, the
experts and the decision makers. Furthermore, for fully setting the framework of a system for
risk management as well as for extending the potential and the academic and institutional
standing of the proposed conceptual 3D information system, further investigations in
collaboration with interested stakeholders are needed. The conceptual form of the 3D
information system can be the basis for its operationalization in a real proof of concept
environment. This would make it possible to confirm and extend the findings of this thesis in
regards to the added value service of 3D information systems in flood risk management and

emergency preparedness.

An extensive literature survey from different domains and perspectives showed that the
utilization of network centric systems and a common operational picture are promising
instruments for improving SA towards smart emergency response. Further research is required
towards identifying and overcoming the legal and institutional implications of employing such

novel concepts for information sharing between the involved safety organizations.
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During the field exercise of this thesis, the participants were real emergency response
professionals. Although the experts’ participation was limited due to the busy operational
environment of the emergency response and their unavailability, the opinions acquired during
the exercise are really valuable given the very limited amount of such data in the emergency
response domain. Furthermore, as research on the success of information systems in the civic
safety sector which targets the public good is relatively scarce and empirical support is almost
non-existent, the experts’ judgment of this thesis can be seen as support of the chosen mode of
inquiry as well as a reason to continue future research in this direction. In short, the main
findings of the field exercise of this thesis indicate that the experts tend to appreciate the added
value service of network centric systems in flood emergency response operations. As the
effectiveness of network centric support tools has been assessed in the context of simulated
floods scenarios, a further direction could be their utilization in real flood emergencies’ response
environment. In this way, the findings of this thesis could be verified and extended. The results
of the field exercise of this thesis contribute to the research and development of novel
information systems based on network centric technology for emergency response. However,
as technology evolves and information can be derived from a variety of sources that increase
with time such as social media, cameras and sensors mounted even on unmanned aerial
vehicles (drones), there is a need to continuously improve and adapt the technical
characteristics of emergency response systems to include more functionalities. Such
functionalities can allow new data sets to be integrated in a more sophisticated COP which in

turn can lead to enhanced SA.

The findings of this thesis form a step towards developing and adopting innovative information
systems that can efficiently support information sharing, communication and cooperation among
the safety agencies and professionals based on improved SA for efficient flood risk
management, flood incident and large-scale flood disaster response operations. However, a
system itself cannot be the panacea for all the underlying organizational problems. Moreover,
SA is not something created by a system in black box logic. SA is related to the psychological,
mental and cognitive status of the end user of a system. In addition, previous experiences,
individual educational backgrounds, organizational culture, goals and expectations can
influence the achievement of shared SA. Therefore, there are many factors that can affect the
development of SA. In order the introduction of novel information systems in safety agencies to
be successful, it should be done carefully and in different stages with consideration of human

factor and strong involvement of the management of these organizations.
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APPENDIX A: QUESTIONNAIRES ANSWERED BY THE PARTICIPANTS OF THE
FIELD EXERCISE.

The appendix provides the questionnaires (in Dutch) that have been used during the field
exercise of this thesis (chapter 5). The questionnaires have been answered by the eight
participants of the field exercise who were well trained emergency response professionals.
Initially, the questionnaire briefly introduces the participant to its purpose and content.
Thereafter, it includes general questions regarding age, gender, organization, professional
experience and educational background of the participants. Then the questionnaire is consisted
of two parts. The first part aims to acquire the opinion of the professionals in regards to the
guality of the information and also about the quality of the systems that they experience in their
daily practice. This part should be answered before the start of the flood scenarios of the field
exercise. The second part purports to acquire the professionals’ appreciation on information
guality and system quality dimensions based on the experience gained through their
participation in this exercise. In this context, the participants are required to rate statements in a
five point scale (from stongly disagree to stronlgy agree) about the quality of the information
experienced during the first scenario as well as about the quality of the information experienced
during the second scenario. Furthermore, they are asked to rate statements in a five point scale
concerning the quality of the system experienced during both the scenarios. Below, the
guestionnaires answered by the eight respondents of the field exercise are presented in

scanned form.
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Respondent 1:

Vragenlijst net-centrische oefening (10 December 2015}

Beste respondent,

Deze vragenljst gaat over een onderzock nar de informatie- en systeemkwaliteit van de crisisafhandeling. De
resuibai van de2e viagenb zullen warden gebrula voo welensciagpec oeraoek naar da neipacken rocd
dei van Ct wordt uitgevoerd

samenwerking met de Vrije Universies Amterda

Usw bijdrage kan een belangrijke input leve Verder te kunnen verbeteren
waardoor betrokken organisatics in de tockomst nog beter kunnen samenwerken bij de dagelijkse afhandeling
van de incidenten / crisissen.

In de oefening worden verschillende scenaric’s nagespecld. Wij willen U vragen om deze vragenlijst zo
zorgvuldig mogelijk in te vullen.

ijst bestaat uit pwee delen:
Deel A: invullen voor de ocfening
Deel B: invullen tijdens de oefening

‘Alvast bedankt voor de moeite!

Algemene vragen
Nnm:m:!gn e ]c\z\g}\/(’}Ld
Leeﬂijd-jk’ jaar

Geslacht:
Wao

Vrouw

Voor welke organisatie werkt u:
Gl oateestoaal .

Bij welk organisaticonderdeel werkt u?
enlieen - en atenmanagement

Welke functic heeft u binnen uw organisatie?
Commuanicab adyise wooonrduvoer d ek

“Tijdens de pilot was ik waarnemer/ bediener van het systeem ,

Hoeveel jaar werkt u al voor deze organisatie in deze functie:

0tot | jaar W10 tot 20 jaar
1 t0t 5 jaar 20 tot 30 jaar
5 tot 10 jaar meer dan 30 jaar

Hoc vaak heeft u in uw werk een incident meegemaakt met een GRIP 2(of hoger) classificatie?

0 keer 10 tot 20 keer
1 10t S keer 20 tot 40 keer
5 tot 10 keer meer dan 40 keer

Wat is uw opleidingsniveau

Lager onderwijs (Basisschool)
LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO

MMS, HBS, Atheneum, Gymnasium
. HBO, Universiteit

s voldocnde onderstcunend om informatic tc delen met

rganisatic
behoeft weinig opleidingsijd
in mijn wzien
prescateert mj alle infoateoversichci aun
Vertoont weinig stor
‘maakt het goed rme\u\ om gegevens (kennis van de
situatie) op tc slaa
verzamoh leinformaic op én phk
brengs all veranderingen van het verloop van het incident
goed in beeld
~doct gemakkelijk wat ik wil
volstast bij het aMhandelen van cen incident

Anders nl
2

Deel A: Veagen over informatiekwaliteit (invullen voor de oefening) Deel A: Vragen over ieit (invullen voor de oefening)

Hoe - ; ¥ in

werkt Hoe beoordeeld u de volgende vragen / stellingen op basis van de beschikbare middelen waar u in de dagelijkse prakiijk mee

Siokmee b Nowral ez Stk e ks
o ey

Toe TnTormatic e met ] Word gEdoeid 1 Up 1o daie o 6] i o o N

De iformatie die met mij wordt gedeeld is comect o 0 Q o o ¥ e

De informatie di mij wordt sangeboden is compleet o L) 0 Q [ a— . - -

De informatic dic ik krijg aangeboden van anderen is relcvant o 0 0 E] 0 R sy i Muism. ens

(direct bruikbaar) el mij onmiddellik toegang tot de informatie die ik nodig. ) o [ o o

De informatie di s tegensiijdig o o 0 ] o

Gver het algemeen .sum{nmm i o sangehoda ® o o o o laat mij vaak wachien op cen respons o 0 0 3 o

n met wat ik werktal behoren o o o o o

Hix s voor i ondukdlk o & nfomatle die I v anderen g | O o o o o 20rgh ervoor dat geen belangrijke informatie verloren o 0 w o o

betrouwbaar is brengt informatic samen dic uit verschillende delen van de o o o o o

e krijg veroudende informatic sangeboden o o 0 o o organisatie Komen

De informatie die ] wordt sangeboden bevat fautieve informatie 0 o 3 o o . geeft cen goed overzicht van het verloop van de 0 4 0 o o

De informatie die mij wordt aangeboden is onvolledig o o 0 o ] incidentathandeling

I ontvang vee afomaatic i et Ao s voor et ivrren van o & o o 0 ; bi o ¥ o o o

mijn taken mijn cigen organisatic

De informatie die ik ijg wijki af vaa informte die ik al had 0 o [ " o J coutiyss idSodhen 0 o o o o

Tk kan alle informaie die ik krijg nie1 bijhouden 0 o @ a 0 s de o ¢ komen ek nodgheh | 0 ¢ 0 o

1k ben in stuat om de Informatic van de melding e verifieren o o o - 0 i we 0 W o 0 0

e word tijdig gemfoemeerd over een Incldent o o o o o i g ot ot i bien et 0 'S o o o

De infommatie die ik ontvang is onjuist o 0 ¥ o o bereik van mijn organisatic ligt

Er onibreek! detal in de informatic dic anderen mes ] delen o o o W o veagoset sncl op cem opdracht 0 o o o o

Ik ontvang verbadige informatie o o o o o weskt betrouwbaar 0 o o 0 0

Meldingen bevatien tegenstrijdige berichten o 0 o |3 0 maakt het goed mogelijk oudere, belangrijke informatic terug o o o« o o

De informatie die ik krijg is te summier a o o ¥ o te vinden

1k maak gebruk van eigen beschikbase informatie om meldingente | O a o o ® integreert informatie uit verschillende bronnen 0 [ [ 0 0

verifiéren gecRt een volledig beeld van de incidentafhandeling 0 ¥ o o 0
o ® o o o
0 o “ 0 o
0 o 0 o 0
o b (2 o 0
o & 0 0
o o ' o o
o o o o o
o '8 o o o
o o o o o
o 3 o o 0
o v 0 o 0

behoed: mij voor informatie overload
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Deel B: Vragen over informatiekwaliteit (einde ochtend) Deel B: Vragen over informatickwaliteit (middag)

De volgende vragen / stellingen gaan van i De volgende vragen / stellingen gaan d

Stek mes Newnsl  Mecoms Stk mee

[

Meceoss Stk mee

‘met mi) wordi gedeeld 1s up 1o date
met mi wond gdecld s comezt

| ordk sangckidn B corg

b ke M

"D informatic die met mij word: gedeeld s up 1o atc
Deinormade di et i erkgedeldlscomeas_
die mij wordt aangeboden is compl
n

©000|
cseo

e Ve s
(direct bruikbear)

De informatic dic ik van anderen krijg is tegenstrijdig

Over het algemeen s de informatie die mij wordt aangeboden
teveel, vergeleken met wat ik nodig heb

[

De informatie dic ik van anderen ki is
Ore b digimer s d nfrmse di m-. o angebodes
teveel, vergeleken met wat ik n

Mee Skmee Moo
neens_oncen P e oneons e
o 0 © o o o [ °
o 0 ° 0 o o o o
o 0 ° 0 o o o o
o 0 0 0 ° o o o
o 0 ° 0 o o o o
o ° 0 0 o o o 0 o o
b
Het I voor i ondusde{ of 6 iformadedic ik vansndersakrlg | © 0 o ° o ? / Het s voor mij onduidelijk of de informatie die ik van anderen krijg | O o ° o 0
betrouwbaar is Y betrouwbaar is
Ik rjg verouderde iformatie aangeboden o 0 o o o 03\~ Ik krijg verouderde informatic aangeboden o o ° ] 0
foutieve informatic o o ® o o s i nij o o o 0 [
De informatie die mij wwd( aangeboden is onvolledig. o ° o0 o o ’ De informatic dic mij wordt aangeboden is onvolledig o o ° o o
Ik ontvang veel informatie die niet nodig is voor het uitvoeren van o ® o o o Ik ontvang veel informatie die niet nodig is voor het uitvoeren van o LS o o o
mijn taken mijn taken
i krjg wijkt af van i 1 had o o ° o o Deaformate die ki wiu a vaniformati i k. had 0 o ° o o
1k kan alle informatie dic ik krijg nict bijhouden o ® o o o Ik kan alle informatic dic ik krijg nict o o o o o
Ik ben i de nformatc van de meldin e vrifieren 0 0 o o ° Ik ben in staat om de informatie van a_: melding e verifiéren 0 ° o 0 o
1k word tijdig geinformeerd over cen incid o o 3 o o 1k word tijdig getnformeerd over een incident o o o o o
De informatie dic ik ontvang is onjuist 0 0 ® o o De informatie dic ik ontvang is onjuist o o ° 0 o
Er ontbreeks detail in de informatie die anderen met mij delen o © o o o Er ontbreeks detail in de informatic die anderen met mij delen o o o ° o
Ik ontvang overbodige informatic 0 ° o o o Ik ontvang overbodige informatic o ° o o o
Meldingen bevatten umwud-w beaen 0 0 o 13 o Meklingen beatn egenriige bercen o o ° o o
De informatie die ik krig i te su o o o o De informatie dic i te summicr o ° o 0 o
Ik maak gebruik van eigen be:mikbam informatic om meldingen te 0 o o o ° Ik maak gebruik van enm bahl\hw informatie om meldingen te o o o o °
verifieren verifiéren
s s

Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)

De volgende vragen / stel gemen indruk van de ijdes
Het i aar ik werk...
Skmee Mo Nl Mesn  Swkme
e ] onmiddellk toegang 1ot e informatie O o0 | O o Gl o ®
heb
Inat i vask wachien op cen respons o o o o o
werkt aljd naar behoren o a 0 o a
zorgt ervaor dai geen belangrijke informatie verloren gaat o a o o ®
~brengt informatie samen die it verschillende delen van de o a o o o
organisatic komen
peefi cen goed overzichs van het verloop van de o a o o ®
jentafhandeling
i i o o 0 o o
mijn eigen organisatie
i comvendig & e o o 0 o @
Lstelt m aan de informatie te komen die (k nodigheb | © a 0 o ]
.geefi mrmmm duidelijk weer o o o o e
£c¢h mij onmiddelljk tocgang tot informatic die buiten het o o 0 o o
bereik van mijn organisatie igt
- rengeert snel op een opdracht o o 0 @ o
‘werki betrouw o o 0 ® o
Ik ouds i eterg | O ® 0 o o
te vinden
 imegreent informaie wit verschillende bronnen o o 0 o ]
gl vllli beeid van de Incidnthundling o o 0 o o
Voldcndk ndascuet om nformai t een et o o o o °
perieasier
,khutﬁwtmugq-\:\dmgnyl o o o ° o
it i mi i i o o 9 o o
prseen i ale n i overichel]k un i) 0 o ° o o
‘veriaont weinig storingen o o o @ o
bt et goudmogekk om e (canis v ¢ 0 o 0 @ o
sitaatie) op te slaan
_ verzamelt alle informatie op één plek [ o 0 o L]
brengt alle veranderingen van hel verloop van het ineident o o 3 a o
g0sd in besld
-.doet gemakkelijk wat ik wil o o L] o o
volsiant bij het afhandelen van een incident 0 o o o a
behoedt mij voor infarmatie overload o L] o o o
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Respondent 2:

Vragenlijst net-centrische oefening (10 December 2015}

Beste respondeat,

lerzoek naar de i i i i ling. De
renlaten van deze viagenijst ullen worden gsbrdkt voo rond
e informativoariening vah Criss Maragemént. Dit onckrzoek wordy utgevoerd oo Rijksnatertut n
samenwerking met de Vrije Universitcit Amsterdam.

Geslacht:

Uy input leveren om de i verder te kunnen verbeteren -
wasndoor betrokken organisates in de beter kumnen i i i Vrouw
van de incidenten  crisissen.
I de ocfening worden verschillende scenario's nagespeckd. Wij willen U vragen om deze vragenlist z0 Vel gpaingl yehiic
zorgvuldig mogelijk in te vullen REESE™SA
De vragenljs bestaat uit hwes delen:

cel A: invullen voor de efening, . )
Dl B nvullen tjdens de ofening Bij welk organi

tieonderdeel werkt u?
-woHcn . aBGC

Alvast bedankt voor de moeite!

“2« fun:k)t heeft u binnen yw organisatie?

_mwowbau

Tijdens de pilot was ik WESRGIEE' bediener van het systcem

Hoeveel jaar werkt u al voor deze organisatie in deze functie:
Otot 1
1 10t 5 jaar 20 tot 30 jaar
5 tot 10 jaar meer dan 30 jaar

Hoe vaak heeft u in uw werk een incident meegemaakt met een GRIP 2(of hoger) classificatie?
0 keer 10 t0t 20 keer
1 10t S keer 20 t0t 40 keer
0 meer dan 40 keer

Wt uw opleidingiiveas
Lage onder
BO, LAV

theneum, Gymnasium
HBO, Umvemun
Anders
f 2
" <
Deel A: Vragen over i ickwalitcit (invullen voor de oefening) Deel A: Vragen over systeemkwaliteit (invullen voor de oefening)
Hoe beoordeeld u de volgende vragen / stellingen op basis van de wools/ systemen waar u in de dagelifksc prakiik mee
werkt. Hoe beoordeeld u de volgende vragen / basis waaru i jk mee
Sierk mee Mee Neuirsal Mezcens  Sierk mee werkt
[, o
Do informatic Gie met mi) wordt gedeeld 1 up (0 Gale a o ] . o . §
De informatie die met mu wnml Eedeeld is correct o o o o Het informaticsystcem (de hulpmiddelen) waar ik in de dagelijkse praktijk mee werk.
De informatie die mij geboden is compleet o o . o o
informatie die ik kn]gungdwden van anderen is relevant o o - o o Sekmes  oMox,  (Naawl  Mecoms ek
(direst bruikbar) - T s see
e abmate a3 i vam i ke I ety o o . ° ° SR GRmGGe K osgang o & oG Kodg | O . o o o
isde i o o . o o
ievecl, vergeleken met wa ik nodig heb fm':':l;;"mx 0P £E0 FrpoRs: g c': 2 8 g
:';":llm i o o - o o zorgt crvoor dat geen belangrijke informatie verloren gaat 0 0 0 . 0
K kel verouderde informatie o . ° # o “mmnlwmrmw ‘samen die uit verschillende delen van de o o L] o o
De informatie die mij wordt sangeboden bevat foutieve informatie a 0 . © o i i 5
De informatie e mij word: sangebaden is onvoliedig o 0 o 0 0 ek van b erkop ven e . o e 5
Ik ontvang veel informatie die nict nodig is voor het utvoeren van o . 0 o o S nead o hifmmi e ilkin innen ° ° ° . o
taken
satic
D informatic dic ik krijg wijkt af van informatic dic ik ol had o o . o o o o ° o o °
Iean i o ¢ i ki it ibouen o 0 . 0 0 T e o o os | o . ° ° °
T ben i staat om ds informaie van de melding te verifitren a o o . o ot ek e o o o °
T word tjdig gemnformeerd aver cen incident a 0 ] o o » i o ° o o
De informali i  otvang s s - o 0 o o o botepusiaodiny oo
del o 2 o o _reageert snel op cen opdracht o o o o
a o ° ekt berouwbrar o o . o [
Meldingen bevatie togensnjeg berichien o ° ° o o sl i A 2 2 b ° 2
: ° 3
Tk maak gebruik van eigen beschikbare informatie om meldingen te o o o o “":',‘,':‘«"ﬂ et A e Brianis o ° ° °
verifitren geett een volledig beeld van de incidentathandeling o ° o )
is vokdoende onderstcunend om informaie tc deien met 0 o 0 o o
andere organisatic
behoe weinig opleidingstid o [3 o o o
is iet voldoende om in mijn informatiebehoefic te voorzien | O o I o o
presenteert mij alle informatic overzichtelijk aan mij o o o o
vertoont weinig storingen o o o
maakt het goed mogelijk om gegevens (kennis van de o 0 o ° o
situati) op te slaan
verzamelt alle informatie op &én plek o o o o 0
_brengt alle vau.dmnm van het vuloap van het incident o o o ® o
goed in beel
o el va i wil 0 o e o o
_volstaat bij het afhandelen van een incident o o o
behoedt mij voor informatie overload 0 o © 0 o
H ‘
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Deel B: Vragen over informatickwal

De volgende veagen / stelingen gaan

£
|
1

i

i
H
£
H

T informatic die met i wordt gedeeld s up 10 date
De informaiie die met mi] word gedeeld is comest
D informatie die mi word: aangeboden is campleet

(diree: bruikbaar)
D informati die % van anderen krf is tegensirid.

eveel, vergeleken med wat i aodig he

Het i voor mij onduidelijk of dc informatic dic ik van andesen krijg
belrouwbaar is

1K kg verouderde informati angeboden

De informatie die mij word: aangeboden is onvolledig.
Tk omtvang veel informatie die et nodig is voor het uitvoeren van

De informatie die ik krijg wilka af van informaic dic ik al nad
1k fanalle nformati die ik krig niet bijnoudei
Ik ben in staat om de informatic van de melding (¢ verifitren
Ik word tjdig geinformeced over ecn incident

informatie die ik ontvang is orjuist
Ex ontbecckt detail in de informatic die andercn met mij delen
Tk ontvang overhadige inform:
Heldagen bt et berien
Dem{umum:duvl.
Ik maal lkmﬁmnmwkhm formatie om meldingen te
verifiére

c000005008 0000 © 6o sooof

0000000080 0000 W @O cc.o;%

®
o
.
.
[
o
o

k]
*
.
°
o
o
.
.

®coCcCCCee®C 2000 © GO 0000

ooooff

©00C000000 ©O0O © 0O

Deel B: Vragen over informatickwaliteit (middag)

De volgende vragen / stllingen gaan Igemen i de

[
i
i

b

e informatie die met i) word: gedeeld is up 1o date
De informatic die met mij wordt gedeeld s correct
Do i el sk ngawm is compleet

(direct bruikbaar)

e e Kk von wiers it gkl
Over het algemeen is de informatie die
teveel, vergeleken met wat ik nodig heb
Het s voor reccnd el of o informate e v seren i

Ik krilg Verouderde inforatie ngeboden

i
De informatie die mij word: asngeboden is onvolledig
i nodig is van

mija take
De informatie die ik krijg wijkt af van informatie dic ik al had
Ik kan alle informatie die ik krijg niet bijhouden
230 o de nicmae vande meking e veriieen
Tk word tjdi geinformeerd over cen
De informatie dic ik ontvang is onjuist
etal in de informatie dic anderen met mij delen
Tk ontvang overbodige informatie
Ml vt gl s
formatic die ik Krijg is te summier
ki gebruik van cigen beschikbare informatie om meldingen te
verifiéren

006000000 0000 o oo oooaff

000C0000@0 0000 @ eC oooo!f

ceseseecce €608 O CO§ oeKe

®000000@00C 0COO © 0O 0000

0000000000 0Cc0O0 © ©0 coooff

Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)

De volge: g lge:
2 waar ik mec werk.
Swhme  Mee Mol Mecems  Sokmee
o o 0

~geeh mij cnmiddellk 1ocgang (ot de ifarmati die ik nodig
heb

-zt mij vask wachien 0p een respons
~werk aliijd naar behoren

- 20rg! belangrijke

engs foemate sanen di i vershlnde gelen vin de
organisatic komen

_geet een goed overricht van het verloop van de
incidentafhandeling

s
mijn eigen organ
_i5 cenvoudig te gebruiken

stelc mij i stant aan de informatie te komen die ik nodig heb
_geet informatie duideljk weer

_geeft mij onmiddellijk tocgang fot informatie die buiten het
bereik van mijn organisatie ligl

.reageen snel op een opdracht

-werkt betrouwhaar

maak het goed mogeljk oudere, helangrijke informatie terug.
e vinden

integeeen informatie ui versehillenge broen

.geeft cen voliedig becld van de incidentafandcling

is voldocnde ondersteuncad om informatie te delen met
ey o
behoeft weinig
is miet vnldncnd.: om in mijn informatiebehoefte l& VMIMH
_presenteert aH ml‘nmmh: overzichtelji san mi

et md ot ik om grgsvens (s vn e

situatie) op te

.vm}nl\:m(ﬂmﬂmup

bragt sl venadeinges v bt vuwp van het

goed in beeld

~doet gemakkelik wat ik wil

volstaat bij het afhandelen van ecn incident
behocdt mij voor informatic overload

ident

c0c ©0 00000 00O 000 0000 © O 0000
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Respondent 3:

Vragenlijst net-centrische oefening (10 December 2015) Algemene vragen
Beste respanden, Naam: m&dzr 1 Heen
Dere vragenlijst gaat over een onderzock naar : De
resutacen van deze i aar d Leetiid: 43 jaar
samenwerking met de Vn,e Universiteil Amsierdam.
Geslacht:
om de ir i ienit verbeteren Man
o1 e dogel ; v
van de inciderten / crisissen.
In de oefening worden verschillende scenarios nagespeeld. Wij willen U vragen om deze vragenlijst z0 Voor wali orgarestis ekt RS VWM
zorgvuldig mogelj in e vullan, —_— >
De vagent bt
woor de ocfening.
Bij welk organisaticonderdeel werkt u’
Dot B bl e e et
pee :m\wd Wale - en Soheepuaartbas il growng
Alvast bedankt voor de moeite!
‘Welke functie heeft u binnen uw mpns:l
Conan Medouerker
Tijdens de pilot was ik waarnemer/ bediener van het systeem .
Hoeveel jaar werkt u a voor deze organisatie in deze functie:
O tot 1 juar ot 20 jaar
lwts 20 tot 30 joar
q’mm‘n’f) ‘meer dan 30 jaar
Hoe vaak heeft u in uw werk een incident meegemaakt met cen GRIP 2(of hoger) classificatic?
0 keer 10 tot 20 keer
015 20 tot 40 keer
5 tot 10 keer meer dan 40 keer
Wat is uw opleidingsniveay
ijs (Basisschool)
LBO, LAVO MAVO MULO
M
y :
Deel A: Vragen over informatiekwaliteit (invullen voor de oefening) Deel A: Vragen over systeemkwalitcit (invullen voor de oefening)
wolgende vragen / is van de tools /5y in prakei

werkt,

Hoe beoordecld u de volgende vragen / stellingen op basis van de beschikbare middelen waar u in de dagelijkse praktijk mee
werkt,

Swkmes  Mee  Neimi  Muow  Sekme
"D mformatie die met mij word: gedecld s Up o date 0 0 o o ) »
De informatie die met mij word! gedeeld is correct o o o o Het ikin mee werk.
De informatie die mj wordt sangeboden is compleet 0 0 o o
De informatie die ik krijg sangeboden van anderen is relevant o o @ o o Ty Mee;  Mewis)  Mwow (S
(directbruikbaar) . T e 5 =
I et e e i s s g o o ¥ o o S oGS ogan o e o G ko |0 0 ®
Over het algemeen is d informaie die mij wordt aangeboden o o o o o " 8
teveel, vergeleken met wat ik rodig ':‘:‘:x"ﬂn'fu‘:'x:‘:e"" 0p een respons 9 2 5 2 2
e veorml ofde o o L o o ~zorg ervoor dat geen belangrijke informatic verloren gaat o o ° o o
o
it “m“ e o ot B o o o o drng ot s vl e v de 0 0 ° 0
evat o o o 0 0 o P
oo it e vore m@:bvd:n is onvollediz 0 o o 0 0 SUaf o o ekt v b kg v o o @
- v | O o ° o o s voldoende ondersieunend om informatie e delen binnen o 0 Q 0 0
min uken mijn eigen organisatic
De informaie die i krijg wijkt f van informatie die 0 0 ° o o prpbensibr ol 5 3 . 5 %
Tk kan alle informatie die ik keijg niet bijiouden o o L o o ,. elt i i m....a:mmmmumd-ukm-;m [ [ o ] o
o o L4 o o 0 o o o
o o 4 o o Bt mi onmiddelljk oegang (o informatie dic buiten et o o o o o
rang is orljuis " o o -4 o 9 bereik van mijn organisatie ligt
Er ontbreekt detailin e informaie die anderen met mi delen o o e 0 o pevtinlas ol cmpeing o o « o o
Ik onivang overbolige informatic 0 0 ° 0 o s o ' . o °
Meldingen bevatien (egensirjdige berichien 0 0 ® 0 o —_ o 5 o 5 °
De informaie die ik krig s e sume o o (3 o o0 ‘m:“ pued Fops ik et Betupa informints g
T e o o . o ° integreert informatic uit verschillende bronnen o o o o o
verifiseen cefl cen volledig beeld van de incidentathandeling 0 0 0 0
is voldoende ondersteuncd om informatic e delen met 0 0 o 0 0
andere organs
..behoeft wei o o Ll o o
isniet 0 0 ° 0 0
presenteert mijale informate overzichteljk an mij 0 0 ° 0 0
vertoon weinig storingen 0 0 0 0 0
het goed mogelijk om gegevens (kennis van de 0 0 @ o 0
situatie) op te slaan
.verzamelt alle informatic op één plek o o ° o o
" brengt alle veranderingen van het verloop van het incident o 0 ° 0 o
gocd in beeld
“doet gemakkelijk wat ik wil o 0 ° 0 0
volstaat bij het afhandelen van cen incident 0 o ° o o
“behoed: mij voor informatic overload o 0 o o o
s B
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Deel B: Vragen over informatiekwaliteit (einde ochtend)

Deel B: Vragen over informatickwaliteit (middag)

De volgende vragen | d tiidens s De volgende vragen / stellingen gasn d
Swkme  Me Mol Meem  Swkms Swkmer Mo Newsl  Mercem  Siekmes
e informatic d1c met mi] word gedeeld s up to date o o o ® o De informatic dic met mij wordt gedeeld 1 up 1o date [ [ o ® [
De informatie die me! mij word! gedeeld is correct o o o e o De informatie die met mij word: gedecld is correct o o o ° o
De informatic dic mij wordt aangeboden is complect o o ° a o De informatie die mij wordt sangeboden is complect o o o ° o
o 0 o ° o De informatie dic ik krijg aangeboden van anderen s relevant o o o ° o
(direct bruikbaar) (direct bruikbaor)
informaie e ik van anderen ki s egensr o ® o o o De informatie di ik van anderen krijg is tegensirijdig. o o 0 o
bode o ° o o o Over het al o o 0 o
e, vergedokas it vt ok el teveel, vergelcken met wat ik nodig heb
et 8 voor i) ondidellk of deinformatis de Ik van andere bl | © ° o o o Het is voor mij onduidelijk of de informatie die ik van anderen krijg | O ° o o o
betrouwbaar is betrouwbaar is
Tk krjg verauderde informatie aangebodn [ ° o [ o Ik krig verouderde informatie sangeboden o o 3 o
i ic die mij informati o e o o o i o o o o
De informatie die mij wordt aangeboden is onvalledig o s o o o De informatic die mij wordt aangeboden is onvolledig o o o o
Tk ontvang veel informalic dic nict nodig s voor het uitvoeren van o ° o o o K ortra vélifrmae i et g oot b st v o o o o
mijn taken mijn tak
De informatie die ik krijg wijkt af van informatie die ik ol had o ° o 0 o . keijg wijkt af van i e die ik al had o o o o
ekl informie i m,g niet bijhouden o o 0 0 o I kan alle informatie die ik krijg niet bijhouden o o o o
i st o de Informale van e melding i vrlfieren o o o ° o ben in staat om de informatic van de melding te verifiren o o ° o
Ik vk i semioemeoegovs o s o o o ] o 1k word tjdig gelnformeerd over een incident o o ° o
De informatie die ik ontvang is onjuist o e 0 o o De nformate die k cotiang s it o o o o
Er onibreekt detail in d informate die anderen met i o ° o o o denil i de nornatedesnderen et eken 0 o 0 o
Ik ontvang overbodige informatie o @ o o o I g overbalig infirwat o o 0 o
Meldingen bevaten tegenstidige berichten 0 e o o o Mg bevucs wpcsigdis befehh o o o o
D nfortie dic I ko 13 e surmier o ° o o o De informatie die ik krijg is te summicr o o o o
5 il ingen te o o o L o Ik maak gebruik van eigen beschikbare informatic om meldingen te 0 o o o
verifieren verifiéren
J s
Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)
De volgende vragen / stelli ww algemen indeuk van d¢ it s s

Het it (de waar ik in de oefening -
Stk e Newml Moo Siekmee
i i T T e o v
i i ek vachien p cn respons a
werkt

ijd naar
o et et gz ki e
brengt informatie same die uit verschillende delen van de
s komen

1t cen goed overzicht van et verloop van de
|l|:mnlllhlndrllni
is voldoende ondersteuncnd om informaie te delen binnen

ig te gebruiken
stell mij n staat a1 d informatie te komen die ik nodia heb
geel informatie duidelijk weer
_geeht mij anmiddelijk toegang to informatie di buiten het
bereik van mijn organisatie ligt
reageert snel 0p een opdracht
werks betrouwbaar
maak het goed mogeljk oudere, belangrijke informatie terug
te vinden
egreert informais wit verschillende bronnen
=gl s el bk v e ckeinlomding

_is voldoende md am informatie e delen met

s in
presenicert mij ale informaie overzichtelik aan mij
_verioont weinig storingen

maak het goed mogeljk om gegevens (kenals van de
situatie) op t€ slaan

_verzamelt alle informatie op één plek

~brengt allc verunderingen van het verloop van het incident
goed in beeld

“doet gemakkeljk wat ik wil

_volstaat bij het athandelen van ecn incident

hoedt mi] voor informatie overioad
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Respondent 4:

Vragenlijst net-centrische oefening (10 December 2015)

Beste respondent,

n
mmuun van i worden gebrkt A nasr
e i

samenwerking met de Vrue Unvrste Apmrton

Uw bijdrage kan een belangrijke input levercn am de informatievoorziening verder te kunnen verbeteren
‘waardoor betrokken organisaties in de tockomst nog beter kunnen samenwerken bij de dagelijkse aandeling
van de incidenten / erisissen.

In de oefening worden o'
zonguldig mogelijk in te vullen.

1d. Wi willen U deze vragenlijst z0

Alvast bedanke voor de moeite!

Algemene vragen
Naam: _[27¢  Auovaay
Leeijd: Gt jaar

Geslacht:

Voor welke organisatie werkt u:
RS

Bij welk ommmneandmul werkt u?
MOERD - oo weD

Welke functic heeft u binnen uw organisatic?
@

Iec. P

Tijdens de pilot was ik waamemer (bedicner)van het systeem .

Hoeveel jaar werkt u al voor deze lisatie in deze functie:
ppiog e farriea

1ot S aar 20 t01 30 jaar
5 tot 10 jaar meer dan 30 jaar

Hoe vaak heeft u in uw werk een incident meegemaakt met een GRIP 2(of hoger) classificatie?
ke 10 tot 20

0 keer
(ot Skeer 20 0t 40 keer
tot T0 keer imeer dan 40 keer
Wat is uw opleidingsniveau
Lager onderwijs (Basisschool)

LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO

S, HBS, Atheneum, Gymnasium
HBO, Universiteit
al:

Deel A: Vragen over informatiekwaliteit (invullen voor de oefening)
Hoe beoordeeld u de volgende vragen / stellingen op basis van de tools / systemen waar u in de dagelijkse prakiijk mee
werkt

Newrssl  Meeeess  Serk mee

(direct bruikbaar)
informatie dic ik van anderen krijg is tegenstrijdig
Over het algemeen is de mfunumc dic i work angeboden
teveel, vergelcken met wa i
Hetls voor ) cndidel o tormatie i ik vn sderen iy

betrouwbaar
K103 verouderde lformati sangebodcn
De informatic die mij wordt aangeboden bevat foutieve informatic
De informatie die mij wordt aangeboden is oavolledig
Ik ontvang veel informatic dic nict nodig is voor het uitvoeren van
‘mijn taken
De informati dic ik krijg wijkt af van informatie die ik ol had
Ik kan alle informatie die ik krijg niet bijhouden
Ik ben in staat om de informatie van de melding te verifiéren
Ik wrd tijdig geinformeerd over een incident
ic die ik ontvang is onjui
Er ontbreekt detail in de informatie die anderen met mij delen
Ik ontvang overbodige informatic
Meldingen bevatten tegenstrijdige berichten
De informatie die ik krijg s te summier

9000000000 0000 o oo oooollf
ooco0o000ONe OO0 O 0O y(gzyo]f

J$oRooON00 0000 X Ro 0000
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Ik
verifiéren

0000000000 0000 © 00 000Of

Deel A: Vragen over systeemkwaliteit (invullen voor de oefening)

lgende viagen / aar u i

werkt.

1
i

£ 3
S
i

llijk i ig

heb

t mij vask wachten 0p een respoas
werks alijd naar behoren
z0rgs ervoor dat geen belangsijke informatic verloren gaat
brengt informatie samen dic uit verschillende delen van de
organisatic komen

gecft cen goed overzicht van het verloop van de
iacidcamandeling
7 voldoende ondereunend om iformti e dekn bianen
mija cigen organisatie
s cenvoudig te gebruiken
in staat aan de informatie te komen die ik nodig heb
formatie duidelijk weer
u«ﬂ uj nnmmddmk egteg ot lnRrmadi e bt hes

e ligt

u
maakt het goed mogelijk oudere, belangrijke informatie terug,
e vinden

tegreert informatie uit verschillende bronnen

geeR cen volledig beeld van de incidentafhandcling

.is voldoende ondersteunend om informatie te delen met
andere organisati

behoeR weinig opleidingstijd

is et voldoende om in mijn informaticbehoefie te voorzien

_.vertoont weinig storingen
maakt het goed mogelijk om gegevens (keanis van de
situatie) op te slaan

verzamelt alle informatie op één plek

brengt alle veranderingen van het verloop van het incident
m inbeeld

gemakkelijk wat ik wil
e bij het athandelen m cen incident
behoed: mij voor informatic overload

000 ©C ©O0O00O0 ©CO0 ©00 ©00CC © © ©CcOo0O0 OE
ooo oy owmoo 000 Wgo Wooy X © 0000 o;}

WX 00 HOOOO OO OOR OROO O Y 00O0W O E

000 o coo® Yo ooo ooge O © R yg

000 00 00000 ©0C 00O 000G © O ©000 ol§

230



Deel B: Vragen over informatickwaliteit (einde ochtend)

De volgende vragen / stellingen gaan lge

£
H
i
H

De informatic dic met mij wordt gedeeld is up (o date

edt nangeboden is compleet
Do informtiede ik kil asngeboden van ndeen 1 elevant
(direct bruikbaar)
De informatie die ik van anderen ijg is tegensirijdig
Over het algemeen is de informati die mij wordt aangeboden
tevecl, wrlrlekul ‘met wat ik nodig
e 1 vour i) onduldelof e Infomai de 1k van andern g

betrouwbaar is
Ik krijg verouderde informatic aangeboden
b R

De informatie die mij wordt aangeboden is onvolledig
1k ontvang veel informatic die niet nodig is voor he uitvoeren van

Dei e die ik krijg wijkt af
1k kan alle informatie die ik krjg niet bijhouden

Ik ben in staat om de informatic van de melding te verifieren
Ik word tjdig geinformeerd over cen incident

De informatie die ik ontvang s onjuist

Er ontbreekt detail in de informatie die anderen met mij delen
Ik ontvang overbodige informatie

Meldingen bevatten tegenstrijdige berichten

De informatie die ik krijg is te summier

verifiéren

0000000000 0000 © 0O oooo!§
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Deel B: Vragen over informatickwaliteit (middag)

&

lgende vragen / igemen indruk

£
4
i

z

0000000000 0000 © 0O ©0oOoOof

e informatie die met mij wordt gedecid is up 10 date
De informatie die met mij words gedeeld is correct

De informatie die mij wordt n is complect

De informatie die ik krijg aangeboden van anderen s relevant
(direct bruikbaar)

De informatie die ik van anderen krijg is uwn,m;

Over het algemeen is de informatic die

tevee, vergtban ot at I nodig heb

Hetis. ij ic ik

is
1K krijg verouderde informatie aangsboden

De informatie die mij wordt is onvolledig
lkvomvmg veel informatic dic nict nodig is voor het uitvoeren van

ik keijg wijkt af van i
Ik kan alle informatie dic ik krijg niet bijhoud
lkbmm;uuanamrwmnemamumwvmrau
gein

ic ik ontvang is onj
Er ontbreekt detai in de informatie die anderen met mij delen
Ik ontvang overbodige informatie
Meldingen bevatien tegenstrijdige berichten
De informatie die ik krijg s te summicr

1k maak gebruik van cigen beschikbare informatic om meldingen te:
verifitren
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Deel B: Vragen over systeemkwaliteit

(invullen cinde van de middag)

De volgende vragen / stelingen gaan i &
Het i ik it i verk....
etk mee

SRR COm IS wepung 4 e ormate 0 B 600y

o|

‘mij vaak wachten op cen respons

i
_werkt alijd naar behoren
zorgt ervoor dat geen belangrijke informatie verlor
engs nformatesivendi it verchllnde ek v dc
orgnisaic komen

geeft een goed overzicht van het verloop van de
incidenatbandeing

stelt mij in staat asn de informatic te komen die ik nodig heb
geeft informatie duidelijk weer
St mionmiddllk oegang ot normate i e bt
bereik van mijn organisatic ligt

maakt het goed mogelijk oudere, belangrijke informatic terug
e vinden
integreert informatie uit verschillende bronnen

geef een volledig beeld van de incidentahandeling.
T voldocnde ndicemmend om aforatie e delca et
andere organisatie

men weinig opleidingstijd
in mijn
mij all informatie overzichteljk aan mij
vertoont weinig storn

mankt het goed mogelijk om gegevens (kennis van de

shomie) p 2o
verzamelt alle informatic op één plek

v

loop
ma n beeld
doet gemakkelijk wat ik wil
volstaat bij het afhandelen van een incident
~behoedt mij voor informatie overload

000 ©O0 00000 00O 00O 0000 © O 0000

000 00 COOEO 00O 00O 0000 O O 0000 o!i

09 WY WURKOO ONW OO EREN X W WooX W %

Rog 00 o0000g ®oo ®¥o 0000 o o oWdo o E

000 0O 00000 000 00O 0000 O O 0000 c[g

231



Respondent 5:

Vragenlijst net-centrische oefening (10 December 2015)

Beste respondens,

Deze viagenlijst gaat over een onderzoek De
resultaten van d i worden gebrui ijk enderzoek naar de knelpunten rond
i in

de van Cri
samenwerking met de Vrije Universiteit Amsterdam

innen verbeterer

Unw bijdrage kan inpu ievoorzieni -
in de tockoms! nog beter b1 d dnglhos fhandeing

van de incidenten / crisissen.

In de vefening worden verschillende scenario’s nagespeeld. Wij willen U vragen om deze vragenlijst 20
zongvuldig mogelijk in te vullen.

D vragenlijst bestant uit fwee delen:
Deel A: invullen voor de ocfening
Decl B: invallen tijdens de ocfening

Alvast bedankt voor de moeite!

Algemene vragen

i %\uz;\.maxm

Voor welke organisatic werkt u: Terro ke | Gomelavaubesn KRurs
s 1> (_,e\/%\__) Mo T2 27

Bij welk organisaticonderdeel werkt u?

bestoprais DCc-Teal]

Welke functie heeft u binnen uw organisatie?
- = cMmaama r\aa(/\

Tijdens de pilot was. mmugn-@i@an het systeem .

Hocieetaa kel voor deoe organisatie in deze functie:
10 10t 20 jaar

20 to1 30 jaar

meer dan 30 jaar

Hoe vaak heeft u in uw werk een incident meegemaakt et een GRIP 2(of hoger) classificatie?
0 keer 01 20 keer

5 tot 10 keer meer heer

Wat is uw opleidingsniveau
Lager onderwijs (Basisschool)
LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO
BS, Atheneur, Gymnasium

Deel A: Vragen over informatiekwaliteit (invullen voor de oefening)
volgende vragen / van de tools / systemen waar u in de dagsliikse prakijk mee

werkt

ik

D informatie die met ) wordt gedeeld is up (0 date

De informatie die met mij wordt gedeeld is correct

De informatie die mij word: aangeboden is compleet

De informatie dic ik krijg aangeboden van anderen is relevant
(direct bruikbaar)

ik van anderen ijg i
e het algemeen is de informatie die mij wordt ungcboden

sty vergeleken met wat ik nodig heb

Het is voor mij onduidelijk of de informate die ik van anderen krijg

betrouwbaar is

Ik krijg verouderde informatie aangeboden

De informati dic mij wordt aangeboden is onvolledig
Ik ontvang veel informatie dic niet nodig is voor het uitvoeren van
mijn taken
De informatie die af van informatie die ik al had
Tk kan e informatie i krijg niet bijhouden
k ben in staat om e informatic van de melding te verifitren
Tk word tjdig gelnformeerd over cen incident
De informatie dic ik ontvang is onjuist
Er ontbreekt detai in de |n’nm|llw dic anderen met mij delen
Ik ontvang overbodige informati
Meldingen bevaien lwmdlp berichien
De informatie die ik krijg s te
15 maak gebruk vancigen besehikbare informate om meldingen e
verifigren
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Deel A: Vragen over systeemkwaliteit (invullen voor de oefening)

Igende vragen / stell basis i waar u in de dagelijkse praktijk mee
werkt.

(o
o

=

i
i

H

Newasl  Meecens Stk mec

q
off

el mij onmiddellijk tocgang 1ot de informatic dic ik nodig
heb

aat mij vaak wachten op cen respons.
werkt alijd naar behoren
dat geen belangrijke informatic verloren gaat
brengtinformatic same di ui vershilleade delen van de
organisatic komen
geeft een goed overzicht van het verloop van de
incidentafhandeling

gecltinformatic duidelk weee
tot

geeft
bereik van mijn urunmn: |.g|

-magkt het .«a mogelijk oudere, belangrijke informatie terug
e vinden

negroen iformate i venchilnde bromncs

-gechi cen volledig beeld van de incidentafhan

s vnldoende rmdmlmmnd om informatie te delen met
andere organs

heboch weinlg opleldmph,d

is niet voldoende om in informaticbehoefic te voorzien

presenteert mij alle m!ormwc overzichtelijk aan mij

vertoont weinig storin

maakt het goed mooeh)k om gegevens (kennis van de
situatic) op te slaan

verzamelt alle informatie op één plek

alle veranderingen van het verloop van het incident

gocd in beeld

doct gemakkelijk wat ik wil

volstaat bij het afandelen van cen incident

Ibehoedt mij voor informatie overioad
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i3
8
%
ccc wo coQCoEg OfE coa AARA ] & occoo o§§

@mo od ocococcc 000 ©0O0 0000 © o dowo
00& 00 WEOOO KOO RAO 0000 © © OCO@A O
000 0O 00000 00O 00O 0000 © O 00O O
000 00 OCOFO ©O0O ©OO ©OO00O © © 0000

232



Deel B: Vragen over informatickwalitcit (einde ochtend)

De volgende vragen / uw algemene indruk van.

Newran

Mee ecss

Deel B: Vragen over informatiekwaliteit (middag)

!

i

De m{nrmzht dic met mij word! gedeeld is up to date
f

van anderen is relevant

De informatie die ik van anderen krijg is tegenstrjdig

Over het algemeen is de informatie die mij wordi aangeboden
teveel, vergelcken met wat ik nodi h

Het is voor mij onduidelijk of de informatie die ik van anderen krijg
betrouwbaar is

verouderde informatie aangeboden

De informatie die mij word aangeboden bevat foutieve informatic
De informatie die mij word aangeboden is onvolledig

1k ontvang veel informatie die nict nodig is voor het uitvocren van
mijn taken

De informatie die ik krijg wijkt af van informatie die ik al had

Ik kan alle informatie die ik krijg et bijhouden

Komn i una o e nfocmiie o o meiing o v

1k word tijdig geinformeerd over een incide

De informatie die ik ontvang is onjuist

Er ontbreekt detail in de informatie die anderen met mij delen

Ik onivang overbodige informatie

Meidingm bevanentegensirjdige beichien

De informatie di ik krig is te sumy

11 maak gk vancigen eochikbare Iformaic om meldingen te
verifiéren
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D afbermatledie et ] woodt gdecd Tsup todate

De informatic dic met mij word: gedeeld is correct

De nformatc diemi ) wor sngeboden i complest

De informatie die ik krijg aangeboden van anderen is relevant
(direct brui
De informaie die ik W anderen krijg s tegenstrijdig

Over het algemeen is de informatie dic mij wordt aangeboden
teveel, vergeleken m« wat ik nodig

& van sndoren krif

Het is voor
betrouwbaar is
Ik krijg verouderde informatic sangeboden

K o veel informatie dic nict nodig is voor het uitvoeren van

D formatc dic Krijg wij

Tk kan alle informatie dic ik krijg n

Uk b nstat om d normate van e meidin e vrfren
ig peinformeerd over cen incids

De informatic die ik ontvang is onjuist

Ik ontvang overbodige informatic

Meldingen bevatien tegenstrijdige berichien

De informatie die ik krijg is te summicr

Tk maak gebruik van cigen beschikbare informatie om meldingen te
verifiéren
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Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)

De volgende vragen  stellingen gaan igemene i

Newraal

Meceeas  Steck mee
cens

mﬁ ‘mij onmiddelljk toegang (ot e informatie die ik nodig.

i i op een respons
werkt altijd naar
..20rgt ervoor dat geen belangrijke informatie verloren gast
brengt informatie samen dic uit verschillende delen van de
sopuaiconn
flecn mmmcm van het verloop van de
identafhandeli

s
mijn eigen organisatie
is cenvoudig te gebruiken
stelt mij in staat san
el informatie duidelijk weer
..gee mij onmiddelljk tocgang tot informaie dic buiten het
bereik van mijn organisatic ligt
.reageert snel op een opdracht
‘werkt betrouwbaar
maakt het goed mogelijk oudere, belangrijke informatic terug.
e vinden
integreert informatie uit verschillende bronnen
_geef cen volledig beeld van de incidentafhandeling
o voldoend: S i informatic e delen met

formatie te komen die ik nodig heb

bebmen weinig ople:dmﬁ;lud
in mijn

pnszmm mij alle mfum.lnt overzichtelijk aan mij

.vertoont weinig stori

" maak ht Goed mogelk om gegevens (kennis vande

situatie) op te slaan

_.verzamelt alle informatic op één plek

.brengt alle veranderingen van hﬂ verloop van het incident

goed in beld

doet gemakkelijk wat ik wil

volstaat bij het afhandelen van een incident

_behoedt mij voor informatie overload
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Respondent 6:

Vragenlijst net-centrische oefening (10 December 2015) Algemene vragen
Beste respondent, NM:C}L Goes |-foeun UK
Deze i i De ) "

resuliaten van deze vragenlijst zullen wnrden g:hmun voor lijk onderzock naar de l-ﬂﬁuﬂé ") jaar

de informaticvoorzieaing van Crisis Management
samenwerking met de Vrije Universiteit Amsterdam.

Geslacht:
Uw bijdrage kan een belangrijke input leveren om de informatievoorziening verder (e kunn Maa
waardoor n organisatics i beter k ij de d ling rouw
van de incidenten / crisissen.
In de oefening worden verschillende scenario®s nagespeeld. Wij willen U vragen om deze vragenlijst zo _Yoor welke organisatie werkt u: g
zorgvuldig mogelijk in te vullen. (@I L ¢ca |
De gt bt i g deley
cel A: invullen voor dé ocfening . .
Dot . tlen tjdens de aefening. Bij welk orgmnmnamml werktu?

Alvast bedankt voor de moeite!

Welke functie heeft u binnen uw. ar;-mmm

meda_wnglGa C . k&hg.mg;%
Tijdens de pilot was ik waarnemer/ bediener van het systeem .

Hoeveel jaar werkt u al voor deze. orgmlﬂm in deze functie:
20,

Otot 1 jaar

TTovS faar m’rSn jear

Stor10 jear meer dan-3-jmar
Hoe vaak heeft u in uw werk een incident meege en GRIP 2(of hog
~0keer 10 tot 20 keer

totSkeer 2010140 keer

Stor torkeer meerdan 40 keer

Wat is uw opleidingsniveau
Lager onderwijs (Basisschool)
LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO
, HBS, Atheneum, Gymnasium

O )Universiteit
Anders nl:
, .
[[ESEWN
Deel A: Vragen over informatiekwaliteit (invullen voor de oefening) Deel A: Viagen over systeemkowalitsif (invallen voor de oefening)

Hoe beoordeeld u de volgende vragen / stelingen op basis van de tools / systemen waar u in de dagelijkss praktik mee
werkt Hoe beoordeeld u de volgende vragen / stellingen op basis van de beschikbare middelen waar u in de dagelijkse prakiijk mee
werkt.

Swkose Moo Nensl Moo Sekmer
De Tl d e i word 0o 1 up o e 0 (3 £ ] 0 ) ) i
De informatie die met mij wordt gedeeld 0 o 0 ® o Het ik praktijk mee werk...
De informti e mi wordt asngeboden i compicet 0 0 ® 0 0
De informatie die ik krijg aangeboden van anderen is relevant o o ° o o Selnes e Newnl Meeww Sebne
(direct bruikbaar) - - . .
De informatie di ik van snderen krijg is tegensirijdig o o 0 0 0 et mi onmiddelljk locgang tot de informae die knodig | O v 0 0
‘Over het algemeen is de Infl.rm\llv! die mlj wordt aangebodc o @ o o o last mij vaak wachien op een respons o ® 0 o o
teveel, vergeleken met wat ik nox werkt sl naa hehoren ° H ° 3 °
Het i voor i ondutel of de e ek vissidsante | © ° o 0 0 “Sovgtervoor it goen belangrfke informaie verloen gant o M H o H
e i i o o N o o Aot i i il o G v o o o o o
De informatie die mij wordt aangeboden bevat foutieve informatie | O 0 @ 0 0
De informatie die mij wordt aangeboden is onvolledig 0 0 0 ® 0 el oer e overziche vam et erbocp vom de © © © e o
Ik nmv:ng ‘veel informatie die niet nodig is voor het uitvoeren van o o » o o i valdoende unend om informati te defen binen o a ° ° o
mijn taken ¢ voldaende onders ormal
Dejmlomulk die ik krijg Wikt af van informatie die ik al had o o ° o o e e o ™ o o o
Tk kan alle informatie die ik krig et bijhouden o . 0 0 0 o 8 H H K
Tk ben in staat om de informatie van de melding te verifieren o 0 o 0 0 o 0 4 o H
1k word tjdig gemformeerd over ccn incident o o ° o g oegang 1ot informatie die buiten het o o ® 0 0
Denfomatedic I ontvang s it ° ° 0 ° ° ek van i organiate ot
. % j del
Ik ontvang overbodige informatie 0 o o o o ‘:mfa:ﬂ:';:'“’p‘w" g g : g g
Meldingen bevatien tegenstrjdige berichien 0 0 ® 0 0 i gke Informat
De informatie die ik krijg is te summier 0 o o [ o ek e goed mogelfk oudere, belangrihe Informatic g | O o o @ 0
Ik maak gebruik van cigen beschikbare informatie om meldingente | O o ° o o ntegreent informlie it verschillende bronnen 0 o ° ° °
verifieon geefl een valledig beeld van de incidentafhandeling o o @ o o
s voldacnde ondersieuncnd om informatie te delen met o o @ o 0
andere organisatic
behoctt weinig opleidingstjd o @ 0 o 0
i niet voldoende om in mijn informaticbehocfic te voorzien | O 0 0 o 0
prseatee i ik nornatic overHehIIK an o 9 0 o 0
vertoon! weinig stori 0 I3 0 o 0
“mnakt e goed mogelijk om gegevens (kennis van de o 0 ° o 0
situatie} op te slaan
verzamelt alle informasic op &n plek 0 0 o 0 0
“brengl alle vesanderingen van het verloop van het incident o 0 o o 0
goed in beeld
docs gemakkeljk wat i wil o 0 0 o 0
“wolstant bi e afhandelen van cen incident o o 0 o o
behacdt mij voor informatic overload o o o o o
s B
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Deel B: Vragen over informatiekwaliteit (einde ochtend)

De volgende viagen / stellingen gasn over van de i

Stek mee

{

Meeeens

Stetk se

Deel B: Vragen over informatickwaliteit (middag)

De volgende vragen / stellingen gaan over uw algemene indruk van de informatiehwalite tidens de uefenscenario’s

Stk e
meens

Mee

Nl

Mes eeng

H

e

e Informatie die met mi] word gedecid s up 1o daie
De informeie die met mij wordt gedeeld i correct

De informatie die mi] wordt aangeboden is compleet

De informatie dic ik krijg aangeboden van anderen is relevant
{dircct bruikbaar)

De informatie die ik van anderen krijg is tegenstrijdig
Over et agemeen i d Informate ¢ i wordt sangeboden
teveel, vergeleken met wat ik nodig het
Het is voor mij onduideljk of de informa
betrauwbaar is

T krijg verouderde informatie sangeboden

De informatie die mij wordi aangeboden bevat foutieve informatie
De informatie die mij wordt aangeboden is onvolledig

Ik ontvang vecl informatic dic nict nodig is voor het uitvoeren van

die ik van anderen krijg

‘mijn taken
De informat w kquan nﬁtmmh: die ik al had
Ik kan alle informatie die ik krijg niet bijhou

Tl b -t om e nformate vin e meding e verifesen
Tk word 1ijdig gemformeerd over een incident

De informatie dic ik ontvang is onjuist

Erabruce denilin e nfoemasic e deren et ] deen

die ik ki

Ik ontvang averbodige informs

Tk maak gebruik van eigen beschikbare informatic om meldingen tc
verifiéren
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e informatie dle met mi] word! gedceld s up 1o Gate
e dic et ] wonh bk s cavet
De informaie die mij wordt aangebaden is compies!
e informatie. die i ki asngeioden an sndercn el
(direct bruikbs

die ik van anderen krije
Over het algemeen is de informatie die mij wordt aangebodcn
tevez, veraeleken met wat ik nodig heb
Het is voor mij onduideljk of de informatie die ik van anderen krijg
betrouwbaar is
Ik krijg verouderde informatie aangeboden
De informatie die mij wordt sangeboden hevat foutieve informatie
Dz informatie die mij word aangeboden is onvollcd
Ik ontyang ves! informatic die niet nodig is voor het uitvoeren van
ijn faken
De informaie die ik krijg wiiit af van informate die ikl had
Tl kan alle informatie die ik krije niet bijhouden
1k ben i ta om de nformati van de melding e erlecca
Tk word tijdig geinformeerd over cen incident
De informatie die ik ontvang is onjuist
Er ontbreckt detail in de informatie dic anderen met mij delen
1k ontvang verbodige informalie
Meldingen bevalicn tegensirijdige berichien
De informatie die ik krijg is te summier
Tk mesk gebruik van eigen beschikbare informatie om meldingen (e
verifigren
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Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)

De volgende vragen / stellingen gazn over uw algemene indruk van de systeembwaliteit tfjdens de oefenscenario’s.

Het waar ik in de oef

H
*

[
£

Mesrasl

Mz cexs

Sterk mer

B uecf\ ') onmiddelIK (oegang tot de informatie die Ik Nodig

N Lo ek waclen op e espons
werks altjd naos bel

zorgi ervoor dat mn » belngsie nformaic verkrengaat
brengt informatie samen die wit verschillende delen van de
organisatic komen
_geeft cen gocd overzicht van et verloop van de
(ldcmlﬂlnnd:h
s voldoende ondersteunend om informatie te del¢n binnen
i cigen organisatic
.is eenvoudig (e grhmil:n

stelt mi aan de informatie te komen die ik nodig heb

2o nfornatie dukci e
.geeft mij anmiddelljk to<gang tot informatie die buiten het
bereik van mijn organisatic

reageert snel op een opdracht

werkt betrouwbair

maakt het goed mogelijk oudere, belangrijke informatic terug
te vinden

integreert informatie it verschillende bronncn

geet cen volledig beeld van de incidentahandeling
.is voldocnde ondersteunend om informatie te delen met
andere organisatic

behocfl weinig oplcidingstijd

is niet voldoende om in mijn informatiebehoefie te voorzien
 presenteert mij alle nformaie v s

vertoont weinig sto

maski et g muylll;k om gegevens (kennis van de
situatic) op te |

el R op én plck

Breng i veanderingen v e verkop van e cident
goed in b

dott grmanelm«. wat ik wil

velstaat bij het afhandelen van cen incident

Ibehoedt mij voor informatie overload
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Respondent 7:

Vragenlijst net-centrische oefening (10 December 2015)

Beste respondent,

Deze vragenlijst gaat over

resultaten van deze vragenlijst zullen worden gebruike

derzock naar de

de an Crisis
samenwerking met de Vrije Universiteit Amsterdam

ordt uitgevoerd dooe in

Usw bijdrage kan ijie input leveren om d i

te kunnen verbeteren
- e

‘waardoor
van de inciderten / crisissen

In de oefening worden verschillende seenario’s nagespeeld. Wij
zorguldig mogelijk in te vullen.

ljst bestaat uit twee delen:
Deel A: invullen voor de oefening
Deel B; invullen tijdens de oefening

Alvast bedankt voor de moeite!

len U vragen om deze vragenlijst z0

Algemene vragen

Naam: mmej

Leefjd: 35 joar

Geslacht:
Man_
Qrow)
Voor welke organisaie werkt u:

Cest-Ylecidd = Dinisfesie

van Tenm

nu welk organisatieonderdee] werk! u?

Rybowaletoal (oSt Declerdewe!

Wgkafrc g by
SENLLR Dol ,_L}mulx.
In foRm alacoorbidalion
Tijdens de pilot was ik waarnemer/ bediener van het systeem .
Hoeveel jaar werkt u al voor deze organisatie in deze functie:

0tot | jaar 1010120
1 tot 5 jaar 20 tot 30 jaar

(5 ot T0jaar ) ‘meer dan 30 jaar

Hoc vuk heeft u in uw werk een incident meegemaakt met een GRIP 2(of hoger) classificatie?

10 10t 20 keer
% 20 10140 keer
S tot meer dan 40 keer

Wat s uw opleidingsni
Lager onderwis (Basisschao)
LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO
MAS, HBS, Atheneu, Gymoasium
ver

Andm nk_

Deel A: Vragen over informatiekwaliteit (invullen voor de oefening)

Hoe beoordeeld u de volgende vragen ! siellingen op basis van de fools / systemen waar u in de dagelijkse prakiik mee
werkt.

Sterk mee

Nearssl  Meesons  Siek mee.

De infarmatie die met mi] wordi gedeeld is up 1o daie
Denformtc dis mt i o pedck s comect |
De informatic die mij word: aangeboden is comples:
e informatc die i ke sangebocen van anren s elevant
(direct bruikbaar)
De informatie dic ik van anderen krijg s legenstidie
Over het algemeen i d informatie die mij word: aangeboden
teveel, vergeleken met wat k nodig heb
Het is voor mij onduideljk of de informatie die ik van anderen krijg
betrouwh
Ik krjg verouderde informatie aangeboden
De informatie die mij word: aangeboden bevat foutieve informatie
i e die mij wor bod: ledi
1Kk ontvang, veel informatie die niet nOEg s voor het uitvoeren van
mijn taken
De informatie die ik krijg wijkt af van informatie die i al had
Tk kan lle informatie die ik krijg niet bijhouden
Ik ben in staat om de informatie van de melding e verifiéren
1k word tjdig geinformeerd over ecn incident
De informatie die ik ontvang is onjuist
Er ontbreck detail in de informasie die andercn met mij delen
Tk omtvang overbodige informatie
Meldingen bevatten legensirjdige berichten
De informatie di ik krjg s te summier
1k maak gebruk van eigen beschikbare informatic om meldingen te

verifigren
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Deel A: Vragen over systeemkwalitei

(invullen voor de oefening)

lgende vrage iddelen wasr u in de
werkt.

Het (de kind fijkse prakiijk mee werk...
. uc werle hugr altaen ME fuedens €on mam

[
i

gl mi] onmiddelI tocgang 10t de iformatie die I nodig
heb

.laat mij vaak wachten op een respor
_werkt altijd naar behoren {20 LL EA N achbp <
gt crvoorda g beangske infamaic vetor gt
brengl informatie samen die it verschilleade delen van de
organisatic komen
.gecht een goed overzicht van het verloop van de
cidentathandeling
..is voldoende ondersteunend om informatic te delen binnen
mijn cigen organisatic
is eenvoudig te gebruiken
stelt mij in staat aan de informatie te komen die ik nodig heb
geeft informatic duideli weer
gech mij onmiddellijk tocgang tot informatic dic buiten het
bereik van mijn wymnhe h!l

“werk! betrouwbaar w\: ,h auchkqp
.maakt het goed mogelijk ou bchnpijkt Informatie terug
te vinden

integreert informatie uit verschillende bronnen
geeMt een volledig beeld van de incidentafhandeling

andere organisatie ke U Geon 2UCHI op
behoeR weinig opleidingsti

s et in mijn i

 presenteert mij alle informatie overzichtelijk aan mij
vertoont weinig storingen he 1l geen cchl

. maakt het goed mogelijk om gegevelis (keanis van d

doet gmn\k:lul wat ik wil
volstaat bij het ahandelen van een incident
Jhoedt mij voor informatie overload
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Deel B: Vragen over jnformatiekwaliteit (einde ochtend)

De velgende vragen /sl jpemenc indruk van de

Stetk mee

Newraal

Mezes  Swrimee

Deel B: Vragen over informatickwaliteit (middag)

De volgende vragen / uw algemenc indruk van de

H

z
]

Newraal

Meeeens  Sierk mee

De informaie.
De informatie.
De informatie.

el ] words gedee!
mij wordt aangeboden is compleet
ic ik krijg aangcbaden
(direct bruikbaar)
i e die ik

et mi wordt gedeckd s up (o date
1 is correct

Over het algemeen is de informatie die mij word aangeboden

teveel, vergeleken met wat ik nodig heb

Het i3 voor mij onduidelijk of de informatie dic ik van anderen krijg

betrouwbaar is

1k krijg verouderde informaie sangeboden
i be

De informa wordt aangeboden is onvolledig
1 ontvang veel informatie dic nict nodig is voor het uitvoeren van
mijn taken

1 had

De e i krijg wijkt af van i
Tickan alle informaie die ik rig niet bijhouden
T betin s1aat om de informatie van de melding te verifiéren
1 word tjdig gefnformeerd over een incident

k ontvang is onjuist
de informatic dic anderen met mij delen
1k entvang averbodige informatie
Meldingen bevarien tege
De informatie die ik krijg s te summier
T mank gebruik van eigen beschikbare informatie om meldingen te
verifizzen
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De informatie dic met mij wordt gedeeld is up 1o date

De informatie die met mij wordt gedeeld is correct

De informatie die mij wordi aangeboden s compleet

De informatie die ik krijg aangeboden van anderen is relevant
(direct bruikbaar)

De informatie die ik van anderen krijg is tegenstrijdig

e i
teveel, vergeleken met wat ik nodig heb
Het is voor mij onduidelijk of de informatie die ik van anderen krijg

betrouwbaar is
Ik krijg verouderde informatie aangeboden

De informatie die mij wordt sangeboden beva foutieve informatie
De informatie die mij wordt s oavolledig

Ik ontvang veel informatie die niet nodig is voor het uitvoeren van
mijn toke

De informatie die ik krijg wijkt af van informatie die ik al had

k kan alle informatie die ik krijg niet bijhouden

Tk ben in staat om de informatie van de melding te verifiéren

Ik word tijdig geinformeerd over een incident

De informatie die ik ontvang is onjy
Er ontbreekt detail in de informatie die anderen met mij delen

Ik ontvang overbodige informatie

Meldingen bevatten tegenstrijdige berichten

De informatie die ik krijg is te summier

Ik maak gebruik van cigen beschikbare i i te
verifigren
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Deel B: Vragen over systeemkuwaliteit (invullen einde van de middag)

De volgende vragen /stellingen gaan over uw algemen indruk van de sysieembwaliteit jdens de eefenscenario’s.

Heti i ki i werk...

Stk mee
oncen

e

[ —

eh ] onmiddel Tk toegang tot de informatie dic i nodig | O
heb

Inat mij vaak wachien op een respons
.werks aljd naar behoren

sorgt ervoor dat geen belangrilke informatie verlorcn gaat

brengt informatic samen dic uit verschillende delen van de
organisatic komen

geeft een goed overzicht van het verloop ven de
incidentafhandeling

voldoende ondersieunend om informatie e delen binnen

mijn cigen organisatic

s cenvoudig te gebruiken
-stelt i in staat 3an de informatie te komen die ik nodig heb

geeft informatic duidelij|

geeht mij onmiddelliji tocgang tot informatie dic buiten bet
bereik van mijn organisatic ligt

reageent sncl op cen opdracht

werkt betrouwhaar

ijk oudere, belangrijke i
te vinden
integreet informatie it verschillende bronaen
_geeft een volledig beeld van de incidentafhandeling
is voldocnde ondersicunend om informatie e delen met
andere organisatie
behae weinig opleidin
is miet voldoeade om in mijn informaticbehoefie te voorzien
_presenicert mij allc informatic overzichielijk aan mij
vertoont welnig storingen
_ maakt het goed mogelijk om gegevens (kennis van de
situatie) op te slaan
_verzamelt alle informatie op & plek
brengt alle veranderingen van het verlaop van het ineident
goed in
~doct gemakkelijk wal ik wil
-volstat bij het ahandelen van een incldent
~behaed: mij voor informae overload
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Respondent 8:

Lav \
Vragenlijst net-centrische oefening (10 December 2015)

Beste respondent,

Deze vragenlijst gaat over e¢n onderzock naar de inform:
resultaten van deze vragenlijst zullen worden gebruikt voor wetenschappelijk onderzock naar de knelpunten rond
de informatievoorziening van Crisis Management. Dit onderzoek wordt uitgevoerd door Rijkswaterstaat in
samenwerking met de Vrije Universiteit Amsterdam.

Uw bijdrage kan een belangrijke input leveren om de informatievoorziening verder te kunnen verbeteren
‘waardoor betrokken organisatics in ¢ fockomst nog beter kunnen samenwerken bij de dagelijkse afhandeling
van de incidenten / crisissen.

In de oefening worden verschillende scenario's nagespecld. Wij willen U viagen om deze vragenlijst zo

zorgvuldig mogelijk in te vullen.

bestaat uit twee delen:
Deel A: invullen voor dé oefening
Deel B: invullen tijdens de ocfening

Alvast bedankt voor de moeite!

Algemene vragen

S Y

'W@e&»«/\/
Leeftijd: 6\’ jaar

Geslaght:

uw
Voorwelke urgpnim% .

Bij welk organisatieonderdeg! werkt u?

Welke functie heeft u binnen uw organisatie?
OV ¥ - Chhmwanaglme.

Y

Tijdens de pilot was ik waarnemer/

n het systeem .

Hoeveel jaar werkt u al voor deze organisatie in deze functie:
0 tot I jaar ji

10 tot 20 jaar
10t 5 20 tot 30 jaar
meer dan 30 jaar

Hoe vaak heeft u in uw werk een jncident
1tot S keer YOI Keer

5 tot 10 keer meer dan 40 keer

Wat is uw opleidingsniveau

onderwi
LBO, LAVO, MAVO, MULO
MBO, VMBO, HAVO

M HBS, Atheneum, Gymnasium
Universiteit
nders nl:

Py ke iy

vullen voor de oefening)

e ge! is van de toals /sy ijk m

¥
i
H

Sk mee

"D informaic dic met mij wordt gedeeld is up 1o date o
De informatie dic met mij wordt gedeeld s correct

De informatie dic mij wordt aangeboden is compleet
De i

(direct bruikbaar)
De informatie dic ik van anderen ijg is tegenstrijdig.

teveel, vergeleken met wat ik nodig heb
Het is voor mij onduidelijk of e informatie dic ik van anderen krijg
betrouwbaar is

K krijg veroudende informatie aangeboden

bevat
De informatie die mij wordt aangeboder is onvolledig
3

mijn taken
De informaie die ik krig wijkt af van informatie die ik af kad

Tk kan alle informatie di ik krijg et bijbouden

Ik ben in stast om de informatie van de melding te verifieren

1k word tjdig gemnformeerd over een incident

De infomatie die ik ontvang i onjuist

Er ontbreekt detailin de informatie die anderen met mij delen

Ik ontvang overbodige informatie

Meldingen bevatten tegenstrijdige berichien

De informatie dic i krijg s te summice

Tk maak gebruik van eigen beschikbare informatie om meldingen te
verifieren
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Deel A: Viagen over systeemkwaliteit (invullen voor de oefening)

Hos heaordeckd u de volgende vragen / tellingen ap basis van de beschikbare middelen waar u in de dagelikse pesktijk mee

is niet voldoende om in i informatiebehoe e Le voorzien
peesenteert mij alle informatie overzichteljk san ns
vertoont weinig stor
mask het goed mogelijk om gegevens (kennis van de
situstie op e slaan
‘verzamelt allc informatic op één plck

P
goed in becld

‘dact gemakeljk wat ik wil

‘volstast bij het afhandelen van cen incident

i B praktik mee werk..
Swkree Mo Nl Moo Sk
“geeil mi] onemiddell K taegang 1oL de Informatie die 1k nodig . © o
e
Inat mij vask wachicn op cen respons o o o ® o
werkt alijd naar behoren o o o o o
zorgt ervoor dat geen belangrijke informatic verloren gast o o e o o
heengt informatic samen dic uit verschillende delen van de ° o o o o
organisatic komen
tcef cen goed overzicht van het verloap van de e o o o o
incidentafhandcli
is voldocnde ondersicunend o informati te delen binnen o o ° o o
il cigen organisatic
is cenvoudig tc zcbri o ° o o o
sicit mij in st aan de informaic tc komen dic ik nodighed | O o o ° o
.geefl informatic duidelijk weer 0 o o 0
..gesHl mij onmiddelljk locgang ot informati dic buiten het o ° 0 o o
bersik van mijn organisatic lgt
.aeugeert anl op een opdrcht o o o ° 0
. werkt betrouwbaar 0 o . o o
mankt et gocd mogelijk owdere, belangriike informati tervg | O o . o o
1€ vinden
integreert informatie uit verschillende bromen ] o o o 0
‘geel een volledig beeld van de incidentafbandeling: ] o 0 o o
is voldoene ondersieunend om informati te delen met ® o o o o
andere oeganisatie
hehoefl weini opleidingaiid o o o ° o
o o o o
o o ° o
o o o o
o o ° o
o . o o
® o o o
o o o o
° o o o
o o ° o

behaecl mij voar informatic overload
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Deel B: Vragen over informatiekwaliteit (einde ochtend)

De volgende vragen / stellingen gaan Iges d

:
F
i

e informatie die met mi) wordi gedeeld is up 1o daic
informatie die met mij wordt gedeeld is correct

De informatie die mij wordt aangeboden is complect

De informatie die ik krijg azngeboden van anderen is relevant

(direct bruikbaar)

De informatie die ik van anderen krijg is tegenstrijdig

Over het algemeen is de informatie die mij wordt aangeboden

teveel, vergeleken met wat ik nodig heb

umsma ofde ik van anderen kri

betrouwb

Tk krijg vtmuderde ln{nrmnlz sangeboden

De nformatic di mi) wordt sngeboden s cavollodig

Ik ontvang veel informatie die niet nodig is voor het uitvoeren van
mijn taken

De informatie die ik krijg wijkt af van informatic dic ik al had

Ik kan alle informatie die ik krijg niet bj

Ik ben in staat om de informatie van de melding te verifigren

Ik word tjdig geinformeerd over ecn incideat

De informatie dic ik ontvang is onjuist

Er ontbreekt detail in de informatie
Ik ontvang overbodige informat
Meldingen bevatien tegenstrijdige berichten

De informatie die ik krijg s te summier

Ik maak gebruik van cigen beschikbare informatie om meldingen te
verifigren

‘anderen met mij delen
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Deel B: Vragen over informatiekwaliteit (middag)

De volgende vragen / stellingen gaan over uw algemene indruk van de informatiekwalitet tiidens de oefenscenario’s.
Mee

Sterk mee:

&

Neua

Meceess  Sterkmee

De Taormale G ot i word: g0 1 upto e
nforms

De informate di mij wordt asngeboden is compleet

De informaie die ik krig sangeboden van anderen is relevant
(direct bruikbaar)

De informatie die ik van anderen krijg is tegenstrijdig

Over het algemeen is de informatie dic mij wordt aangeboden

tevel, vergeleken met wat ik nodig heb
Het idelijk of de i ik deren krij
betrouwbaar is
Ik krijg verouderde informatic aangeboden
foutieve informatie
De informatie die mij wordt aangeboden is onvolledig
Ik ontvang veel informatie die niet nodig is voor het uitvoeren van
‘mijn taken
De informatie die ik ke wijkt af van informatie die ik al had
i kan alle informatie die ik krijg niet bijhouden
Ik ben in staat om de informatie van de melding te verifieren
Ik wod i genformeerd over e fncide
De informatie die ik ontvang is onjui
 ontbrecksdeail ind nformat i snderen et i deen
Ik ontvang overbodige informatie
Meldingen bevatten tegensirijdige berichtcn
De informatie die ik
Tk maak gebruik van eigen beschikbare informatic om meldingen te
verifiéren

COWe800000 ©C®@Q O OO oooc;

cecoco@ccec 0ocoo e oe ocooofl

©C00000000 000 © @C 0000

©c00C0e8ce 0000 O OO0 660w

0000000000 0000 © 00 ccooff

Deel B: Vragen over systeemkwaliteit (invullen einde van de middag)

De volgende vragen ! stellingen gaan

Stk mee.

Neursal

Meesess

Stk e

‘geefl mij onmiddellijk tocgang fot de nformatie die ik nodig
heb

loat mij vaak wachien op en eespons
.werkt alijd naar behoren
~zorgi ervoor dat geen belangrijke informatie verloren gaat
brengt informasic samen die uit verschillende delen van de
organisatic komen.
_geeft een gocd overzicht van het verloop van de
incidentaibandel g

s vuﬂcmd! mﬂ.ﬂslnmmd om informatie te delen binnen

T e gebruiken

stelt mij i staat aan de informic te komen dic ik nodig heb
eck informaic duidelijk weer
mnmunm.a.ieu.jkmemgmmwunumm
bereik van mijn organisati

megrece nfoamate it verseillends beonnen
gl en volledi beld van de i
unend om informatic ¢ delen met

llvdﬂ re organisatie
hehoefl weinig opleidingstijd

‘mict voldoende om in mijn informatichehoefte te voorzien
presenteert mij alle informatie overzichtelk aan mij
_.verioont weinig storingen
.maak! het goed mogelijk om gegevens (kennis van de
situtic) op e slaan
verzamel alle informaic op &a plek

gt eringen van het verloop van het incident

goed in beeld

~doet gemakkelijl wat ik vil

_volsiaat bij het athandelen van cen insident
hoedt mij voor informatie overload
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NEPIAHWYH - SUMMARY IN GREEK.

H d1dakTopikA dIaTPIRr e TITAO «ZuoThpaTa ZTAPIENG ATTOQACEWY YIa ZUPPETOXIKA Alaxeipion
NG MANUUUPIKAG Alakivouveuons kal Twv MANUPUpIKwy KataoTpo@wvy», €xel wg oTdXo vda
OlEpEUVACEl KPITIKA TNV UQICTAPEVN yvwon Kal va €EEUpEl KAl va TTpoTeivel AUOEIG TTPOG TNV
Kateubuvon BeATIwWONG TNG €TTiyvwWONG MIAG KATAOTOONG TTPOKEINEVOU oI dladikacieg AAYNG
amo@AcEwyV  yia dlaxeipion TG  TTANMUUPIKAG  OIOKIVOUVEUONG KOl TwV  TTANUPUPIKWV
KATAOTPOYWY VO UTTooTNpPifovTal he TPOTTO atmmoTeAeopatikd. Mpog emmiteugn Toutou, n dIaTpIA

TIPAYHOTOTTOIEI dUO BewpnTIKEG KABWG KAl U0 EPTTEIPIKEG MEAETEG.

lswoyedialovrag éva moAuemimedo oUoTNUA TTPOCTACIAC ATTO TTANUMUPECS.

H mpwTn BewpnTikh YEAETN (ke@AAaio 2) TrepIAauBavel BIBAIOYpA@IKT) avaokOTTnon 6cov agopd
07O OX£010 TTOAUETTITTEONG ac@AAsIag atrd TTANUMUPES. AuTO To OxEDIO £xel uIoBeTNBEI atmd TNV
OM\avdia katdmv NG eupwTraikig odnyiag (2007/60/EC) kai atroteAei pia oAokAnpwuévn
TpooEyyion oTn dlaxeipion TG TTANUMUPIKAG OIOKIVOUVEUONG N OTroia aTToTEAEITAl ATTO Tpia
emimeda: 1. EAaxiototroinon tng mOavoTNTOG TTANUMUPWY HECW TIPOANTITIKWV PETPWYV; 2.
EAay10TOTT0ION TWV ETITITWOEWY OTAV TTEPITITWOTN €VOG TTANUMUPIKOU YEYOVOTOG HECW XWPIKWV
A0oewv kai 3. MNposToIpacia yia ammokpion o€ TTEPITITWOoN ekdNAwoNG TTANPUUpPag. ‘Eva Tétoio
ToAueTTiTTEdO OUCTNPO TTPOCTACIAG ATTO TIC TTANUMUPES €ival TTEPICCOTEPO TTAPAAANAO TTAPA
ocIpIakd. Autoé aimiohoyeital atmd TO yeyovodg OTI O TIEPITITWON ACTOXIAG TWV PETPWV
TIPOCTACIAG TTOU AVvTIOTOIXoUV o€ €va emiTmedo O¢ OuveTTAyeTal aoToXia OAOGKANPou Tou
ouoThpaTog. QOoTO00 TO CUOTNUA Bev gival akpIBwG TTAPAAANAO KaBWGS O€ TTEPITITWON ACTOXIOG
TWV TTPOANTITIKWYV PETPWYV TTOU AVTIOTOIXOUV OTO €TTiTTEdO 1, T PETPA TTOU QVTIOTOIXOUV OTO
emmiTreda 2 Kal 3 dUvVAVTAI VO JEIWOOUV TIG CUVETTEIG PIAG TTANUUUPOG AAAG OxI va TIG EEOAEipouV.
Etmopévwg, Ti Bewpeital aotoxia 6cov agopd ota emimeda 2 kal 3 TPETTEI va CUPQWVNBEi o€
etmimedo TONITIKAG. Mia TéTola amég@aaon 8a Bondriocel otn BEATIOTN KaTavoun Bapwy PETAEU Twv
TPIWV EMTTEOWY TOU TTIOAUETTITTEOOU OUCTAPATOG TTPOOTOCIaG atmd TTANPPUPES. Opwg, 1O
BEéATIOTO PETPO ao@aleiag yia TTANUUUPEG dev TTPETTEN va BaaifovTal JOVO OTNV OIKOVOUIKF TOUG
a1TOd0TIKOTNTA OAAG KAl OTAV KOIVWVIKA TOUug atrodoxr]. H TToloTik avaAuor Tou TTOAUETTITTEOOU
autoU CUOTAPOTOG TTPOOTACIAG atmd TTANUMUPES KaTEdEICe TNV avaykn evog peBOdOAOyIKOU

TAQICiOU TO OTToi0 Ba TTAPOTPUVEI TN CUMMPETOXN TWV €VOIQQPEPOUEVWY HEPWV, TNV EVEPYO
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OUMUETOXN TwV TIONITWY, TOV TTEIPAMUATIONO KOl TNV €KTIUNON Twv ETMTITWOEWY TIPOG TNV
KateuBbuvon emmiteuéng Tou PBEATIOTOU oOuvduaouOU HETPWY ao@aAciag Ta oTroia  Ba

QVTATTOKPIVOVTal OTA I8IAITEPA XAPAKTNPIOTIKA KAl OTIG CUVBAKES MIAG TTEPIOXNG MEAETNG.

2710 TTAQiola auTd, To Ke@AAalo €iodyel TNV évvola, Tn PeBodoloyia KaBwg Kal Ta PJOVTEAQ Tou
YEWOXEDIAOHOU. To OUYKPITIKO TTAEOVEKTNUA AUTHG TNG PEAETNG O OXEON KE TIG TTPONYOUMEVEG,
gival Tl evopXNOTPWVEI BEWPENTIKA KAl CUCTNUATOTTOIEI TO TTOAUETTITTEOO CUCTNHA TTPOCTACIAG
atmd TIG TTANUMUPEG 0t éva PEBOAOYIKO TTAQICIO TTPOCAVATOMICUEVO OTO YEWOXEDIAOUS TTOU
TTOPOKIVEI TN OUPMETOXN Kal OAANAETTiOpaon, EemTPETEl TN OIETTIOTANOVIK OUvEPYAOia,
TTPocdlopifel TOUG POAOUG TwV dIAPOPWY QOoPEWY, AGIOTTOIEI OAN TNV YEWYPAPIKA TTAnpoQopia
KAl yvwon, TTPowbei TNV €TTIKOIVWVIa TNG UTTO €€£TAON KATAOTAONG, DIEUKOAUVEI TNV KATAVONON
Kal agloAdynon TTpoTdcewy Kal uttooTnpidel TNV avadpaon TwV CUHPHPETOXOVTWY OTTOTE QUTA

XPEIAgeTAl.

MOAU onuavTikA yIa TO TTOAUETTITTEOO CUCTNUA TTPOCTACIOG ATTO TTANUMUPES €ival n KaTtaypao®n
OANg TG xpelwdoug TAnpogopiag. Kard Ttn didpkeia autAg TG BewpnTikAG HEAETNG,
TTPAYUATOTTOINONKE QTTOTTEIPA TTEPIEKTIKAG AVOOKOTINONG TNG ¢NTOUMEVNG TTANPOQYOpPIag, TTapoAo
TTOoU £€peuva PBaoiopévn o€ epWTNUATOAGYIa duvaTal va QWTIOElI TTEPICCOTEPO TIG OTTAITIOEIG O€
TTANPOPOpIa TTOU APOPOUV OTO KABE eTTITTESO TTANUUUPIKAG aoPAAEiag EexwpioTd. Me autd Tov
TpOTTO, €ival duvartdv va egeupebei Kal Katd TTOOOV n idla TTANPOYOPIa AVTATIOKPIVETAI OTIG
QVAYKEG TTEPICOOTEPWYV TOU EVOG ETTITTEOWV QOQPOAEiag. MevIKA, n atratoUpevn TTAnpogopia ival
XWPIKA CUCXETIOPEVN KAl OIOKPIVETAI O€ NMI-OTATIKA KOBWG Kal o€ €¢ayouevn atrd POVTEAQ.
QoT1600, N €@apuoyn HETPWY TTOU apopoUlv G€ TIPOANTITIKI) OPYAVWHEVN EKKEVWON XWPOU OTa
TAQICI0  TTPOETOINACIOG YIO aATTOKPION O MIG TTANUMUPIKA KATAoTOOT, atmmaitei SUVAUIKNA

TTANPOYoOpiIa.

Ev katakAegidl, N oucTNPATOTIOINCTN TOU TTOAUETTITTEOOU CUGCTHHATOG TTPOCTACIAG ATTO TTANUUUPEG
ot €va TTAQioI0 yewoxedlaouou €xel Tn duvatdTnTa ATTOTEAEOUATIKAG UTTOOTAPIENSG TNG
oladkaciag AQqung amo@dacewv pEéca amd TIG OIAPOPEG KUKAIKEG OladIKOCIEG Tng TTou
KaBodnyouvTal a1ro TNV avatpo@odOTNCn TwWV CUMPMPETEXOVTWY, BNUIOUPYWVTAG TTPOCTIBEUEVN
agia yia Tnv TOTTIKA Kolvwvia, olkovopia kai TrepIBAaAAov. Etiong, uttootnpidel pia Aoyikry SOKIUAG
Kal AdBoug £101 WOTE OAa Ta evOlo@ePOEVA PEPN va dUvavTal va a&loAOyioouV TIG ETTITITWOEIG
TWV PETPWY ac@alciag atrd Tn OIK Toug OTITIKN ywvia. ‘ETol, o1 euTTAEKSPEVOI €ival EQIKTO va

dNUIoUPYNROOUV ETTIYVWON TNG KATAOTAONG OXETIKA PE TO ETTITTEDO ACQAAEIAG ATTO TTANUUUPEG O€
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MIa TTEPIOXT €vOIAQEPOVTOG VW TOUG BiveTal N eukaipia va dIEPEUVIIOOUV KAl VO avayvwpioouv
OMOIEC TTPOTACEIG TOUG OO0V aQopd a& TTANUUUPIKGA PETPA TTPOOTACIAG, ME ATTOTEAECHUA va gival
KatopBwTh n miteuén PEYIoTNG dUVATAG ouvaiveang PeTagl Toug. Q¢ ek ToUTou, N ETTIAOYY TWV
MO EMOUUNTWY KAl ICOPPOTTNUEVWY TTANUHUUPIKWY HETPWY AOQOAEIag O& SIOPOPETIKEG XWPIKESG
KAl XPOVIKEG KAIHAKEG Ta oTroia Aaupdavouv utréwn TO0 KOOTOG TOUG, TIG ETTITITWOEIG TOUG OTO

TTEPIBAANOV KOBWG Kal TIG agieg Kal ATTOYEIG TNG TOTTIKNG KOIVWViag gival duvnTIKA EQIKTH.

Mia koivy emixsipnoiakn €ikova yia urroornpién tng miyvwong UIag Karaoraons mpog

TNV KATEUOUVON AITOTEAEOUATIKNIS ATTOKPIONS OE TTEPITITWON EKTATNS AVAYKNS.

H deutepn BewpnTik HEAETN auThAg TNG dIOTPIRAG (KEQAAQIO 4), YECa ATTO HIO EKTETAMEVN
BIBAloypa@Ikry £peuva TTOPABETEl €TTIOKOTINCN  KAIVOQAVWY  TTANPOQOPIOKWY  EVVOIWY KAl
OlEPEUVA TTWG AUTEG PTTOPOUV VA GEIOTTOINBOUV O€ TTEPITITWON OTTOKPIONG O€ £KTOKTN AVAYKN.
2UYKEKPIPEVA, €va OIKTUOKEVTPIKG oUCTNUO TTOU €XEI TIG PICEC TOU OTO OTPATIWTIKO TOMEA UTTOPEI
va aTToTEAECEl OXNUO TTPOG TNV KaTeUBuvon KaAUTEPNG avtaAAayng TTANPOPOPIWY TTOU HE TN
o€ipd ToUug duvavTtal va BeATiwoouv Tn diadikaoia ARWng aTTOPACEWY Kal va UTTOOTNPigouv
KaAUTEPN XWPEOXPOVIKA opydvwaon Topwv Kal avBpwTTwy OTOo TIEPITTAOKO Kal OUVAMIKO
TEPIBANOV  TwV  ETIXEIPACEWY  ATTOKPIONG  O€  €KTAKTN avaykn. ‘Eva SIKTUOKEVTPIKO
TTANpo@opIoKG cUCTAPA OUCIACTIKA JIKTUWVEI OAOUG TOUG EUTTAEKOUEVOUG OTN dlaxEipion pIag
Kpiong WOTE VA EVOWPATWVOVTAI VEEG TTANPOPOPIEG KAl yvwaon atrd dIAPOPEG TNYEG Kal va
ETTITUYXAVETQI ETTIXEIPNCIAKN ATTOTEAECHATIKOTNTA. EmITTAéOV, éva TETOIO CUCTNUA ETTITPETTEI
AVEUTTOBIOTN POor TTANPOPOPIWY KAl YVWOoNG € OAA Ta dIOIKNTIKA OTPWPATA aTTOKPIoNG OE HIa
EKTAKTN avaykn. Avti ol TTAnpo@opieg va dlaxéovral KABeTa akoAouBwvTag Ta eTTiTeda TG
OIOIKNTIKAG OOUNAG o€ Mia 1EpapXIK AOYIKA, auTéG diavépovTal €AeUBepa PETAEU OAWV Twv
EMTTAEKOPEVWV OTNV AVTIMETWTTION PIAG KATAOTAONG £KTAKTNG QVAYKNG WE PIa OPICOVTIO AOYIKT).
Qot1600, 010 OAoéva augavopeva peuoTd Kal TTAOUCIO o€ TTANpo@opieg TEPIBAAAOV TNG
QTTOKPIONG O€ £EKTOKTN AVAYKN, TA OIKTUOKEVTPIKA CUCTAPATA TTPETTEI va UTTooTNpI(ouv oI Hbévo
TIC ATTQAITACEIC O€ TTANPOPOPIEG TWV UTTNPECIWY AC@AAEiag aAAG Kal TIG YVWOTIKEG Kal
WUXOAOYIKEG IKAVOTNTEG TWV EUTTAEKOUEVWVY AauBdavovTag utrown o1 o avBpwTtrol dlaBEéTouy
TTEPIOPIOUEVEG BUVATOTNTEG PVAMNG Kal TTPOCOXNAS. ETiTAéov, éu@acn TTpéTTel va diveTal TTPOG
TNV KATEUBUVON ATTOQUYNAG UTTEPPOPTWONG TTANPOPOPIWY dedopévou OTI auTég Oev gival OAeg

OXETIKEG ME TA KABAKOVTA TWV SIaPOPWY OPYAVICHWY AOQPOAEIQG.
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Méow evOg OBIKTUOKEVTPIKOU GUCTAMATOG, N idla TTAnpogopia eivar duvatd va kabioTaral
o1a0éoiun Tnv idla oTiyu o€ 6Aoug. Mia KOIVA ETTIXEIPNOIAKA €IKOVA TTAPEXEl TTANPOPOPIES Kal
yvwaon oXeTiké pe 1o Ti cupPaivel yUpw atrd ToUuG EUTTAEKONEVOUG O€ Mia Kal JOVO aTTeIKOVION.
ZUhQwva e Tov opIopd Tou Endsley (1988) OxeTIKA PE TNV €TTiyvwon MIGG KATAOTAONG, AUTH
dlakpivetal oe Tpia emimeda: Kard TpwTov, €TTiyvwon PIag KAtaoTaong atmoTeAei TNV avTtiAnwn
KPICIMWY TTAPAUETPWY OTTWG gival n €CENIEN, 01 IDIOTNTEG KAl N SUVAUIKI OXETIKWY OTOIXEIWV OTO
mepIBAAOV. Katd deUTepov, €ival n Katavonon Tng CNUOCIag auTWY TwV OTOIXEIWY HETA TN
ouvBeor Toug UTTG TO TTPICPA TOU OTOXOU TwV QOopEéwv AAYNG atmmo@acewy. Kard tpitov, 0TO
UWnAOTEPO ETTITTEDO, ETTIYVWON WIAG KATAOTAONG AQopd oTnv TTPORAEWn OXETIKG HWE TO Ti Ba
OupBei oTo oUOTNUA OTO €yyug pEAAov. EmiTAéov, Tpia cuoTatikd ouvBETouv pia KatdoTaon:
1. TIAnpo@opieg OXETIKA PE TNV KOTAOTAON £KTOKTNG avAykng; 2. MNAnpogopieg OXETIKA HYE TO
TEPIBAAOV TNG KATACTAONG EKTAKTNG avAykng (eTTiyvwon tou Xwpou) kai 3. MAnpo@opicg

OXETIKA HE TIG EUTTAEKOUEVEG ETTIXEIPNOIAKA UTTNPETIES DIAXEIPIONG EKTAKTNG AVAYKNG.

O1 di0dikaoieg emmKoIVwyviag HTTopouv va OdlaipeBolv Ot TPEIG OXETICOMEVOUG TOMEIG: Tov
TTANPOYOPIOKO TOMED TTOU APOPA O OXETIKA DEDOMEVA, TOV YVWOTIKO TOUEX TTOU CUVOEETAI UE TIG
avBpwTTiveg dlavonTikEG BIEPYATIEG Kal TO QUOIKO TopEa TTOU €0TIALEI o€ dpacTNPIOTNTEG OTOV
TTPAYMATIKO KOOMO. Ta DIKTUOKETVPIKA CUCTHAPATA dUvavTal va EMITPEWOUV KAAUTEPN avTaAAayn
TTANPOPOPIWV PECA aTTO TNV AVATITUEN MIAG KOIVAG ETTIXEIPNOIAKNG EIKOVAG OTOV TTANPOQOPIaKO
TOMEQ TTOU PE TN OEIPA TNG MTTOPEI VA UTTOOTNPICEI OAEG TIG HOVADES ATTOKPIONG VA ETTITUXOUV TV
idla katavonon (Koivr) eTTiyvwon MIag KATaoTaong) Twv TTANPOQOPIWY Kal TG €EENIENG HIag
KAaTdoToonG EKTAKTNG avaykng OTtav JIEvepyouv TIG ETTIXEIPNOEIG TouG. ETmoupévwg, €va
OIKTUOKEVTPIKO oUOoTnua pTTopEl va BewpnBei oav éva epyaAeio atrdkpiong O€ KATAOTAOEIG
EKTOKTNG avAYKNG HE TIPOOTIOéUEVN aia Ox1 MOVO OTnV  OTTOTEAECHATIKY]  avTaAAayn
TTANPOPOPIWY AAAG Kal OTNV KATAVONGoH TOU TIPAYHATIKOU VORUATOG KAl TNG XPOVIKNAG agiag Tng
METAXEIPIOMEVNG AAAG Kal aTTaITOUPEVNG TTANPOYOPIAG YIA DIEVEPYEIQ ETTIXEIPACEWY, ETTIKOIVWVIO
KOl CUVTOVIOPO TWV UTTNpeoiwy dlaxeipiong Kpioewv. EITAéov, Ta SIKTUOKEVTPIKA CUOTAuATA
KaBWG Kal n KOIVI ETTIXEIPNOIOKA €IKOVA aTToTEAOUV BACIKA CUCTATIKA yia TNV ETTTEUEN
BeATIWPEVNG ETTIYVWONG PIAG KATAOTAONG. 2TO YVWOTIKO Topéd, opyaviopoi, d1adikaoieg Kal
EUTTAEKOUEVOI OTNPIYHEVOI O KAAUTEPN KOIVN €TTiyVWON HIoG KatdoTaong Kal utroBonBoupevol
atmd TNV TEXVOAOyia WTTOpoUV va €TTIOLIEOUV KOAUTEPEG CUMPTTEPIPOPEG TTPOG TNV KaTEUBuvon
aTTOTEAEOPATIKAG ANWNG otro@docwyv pe ammoTéAeopa va eCdyovial KaAuTepeg OpdAoelg Kal

EVEPYEIEG JE KAAUTEPEG ETTIOPACEIG OTO QYUOIKO TOpEQ.
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Ev ouvropia, éva OIKTUOKEVTPIKO OUCTNUO TIPOCOCHOCMEVO OTIC IDINITEPEG OUVONKEG TWV
KATAOTACEWYV €KTOKTNG avdykng Ouvatal va  E€QOPUOCTEl e  €MITUXIO  ONUIOUPYWVTAG
TpooTIBEUEVN adia yia TIG €TMIXEIPACEIS aTTOKpIonG. ETmTpdoBeTa, utropei va TTpoo@épel TNV
eueNigia kal Ta XapakTNPIOTIKA TNG TTpocapuolouevng dlaxeipiong Kpiocewv TTou aTToTeAE dia
Q1o TIG TTIO OTTOTEAECUOTIKEG TTPOCEYYIOEIG YIa OTTOKPION O¢ dUVNTIKEG PUOIKEG KATACTPOPEG.
QoT1600, N emMTUXAG UI0BETNON £vOG DIKTUOKEVTPIKOU TTANPOQPOPIOKOU CUCTAUATOS ATTAITEl TNV
TIPOCEKTIKI €I0QYWYH TOU O€ OIOPOPETIKA OTAdIO Baciopévn ot éva POVTEAO WPEINOTNTAG Kal
AauBdvovrag uttdyn 6T BPAXUTTPOCBECUEG OTPATNYIKEG TTOU UTTOBETOUV OTI N KOIVA ETTIYVWON
MIOG KATAOTOONG UTTOPEI va TTITEUXOEi eUKOAQ gival KaTAdIKAOHEVES va atToTUXouv. ETTITTAéoV, N
EI0QYWYH €VOG TETOIOU OUCTHHOTOG OTOUG EPTTAEKOUEVOUG QOPEIG AVTIMETWITTIONSG KATAOTACEWV
EKTAKTNG AVAYKNG QTTAITE EKTTAIOEUON TOU TTPOCWTTIKOU TOUG TTPOKEIMEVOU va UTTEPTTRONOOUV

TUXOV TTpoBAfHaTa duvnTIKNAG EAAEIYNGS YVWONG.

TpiodidoTare¢ mTANPOYPOPIAKES EVVOIEC yia  Olaxeipion Kai  EmMIKolvwvia  TnNg

S1aKkivéuveuong oro oUVvOETO AoTIKO XWPO.

H mTpwtn eptreipiki HEAETN auTthg TG dIaTPIRAG (KEQAAaIo 3), BievepyEi pia HEAETN TTEPITITWONG
TTPOKEINEVOU VA BIEPEUVITEI TN XPNOIUOTNTA TWV TPIOCOIACTATWY EIKOVIKWY JOVTEAWV TTOANG OTNV
ETMKOIVwVia Kal dlaxeipion NG TANUUUPIKAG dlakivduveuong. ETriong, evvoloAoyikoTrolei €va
TPI00IG0TATO TTANPOPOPIOKG CUCTNUA BACICUEVO OTA TPIOOIAOTATA EIKOVIKA POVTEAQ TTOANG WG
BApa Tpog TNV KateuBuvon Tpocdlopigol evodg TTAQICIOU yia cuoThuaTa dIaxeipiong Tng

TIANUHUPIKAG BIOKIVOUVEUOTG KAl TTPOETOINACIOG VIO ATTOKPION O€ EKTAKTEG AVAYKEG.

MNa TNV digpelivnon TNG TTPOCTIBEPEVNG Ogiag TwV TPIOBIACTATWY EIKOVIKWY HOVTEAWVY TTOANG, €XEI
eMAEXOEl WG PEAETN TTEPITTITWONG, N TTOAN Heerhugowaard otnv OAAavdia. Ta TtpiodidoTtara
EIKOVIKA POVTEAQ TTOU €XOUV avaTtrTuxBei yia autr) Tnv TTOAN Bacifovtal 0€ KAVOVES Kal EVTOAEG
KAl TTEPIYPAPOUV TA YEWMETPIKA KAl EPPAVIOIAKA XAPOKTNPIOTIKA TWV QVTIKEIMEVWY TNG TTOANG
TTPOCQPEPOVTAG OUVOUIKEG TPIOOIAOTATEG QTTEIKOVIOEIG TWV OUCTATIKWVY TNG  TTANUMUPIKAG
dlakivduveuong aTtn BAaon evog OXETIKOU PovTéAou TTNYNG - 810dou - uttodoxéa. Ta TpicdiaoTaTa
QUTA EIKOVIKA POVTEAD TTAPEXOUV YPAPIKEG KAl PN YPAPIKEG TTANPOPOPIEG ETTITPETTOVTAG OTITIKN
ecopuén dedopévwy, avaAuan kal TTAoriynon. Etriong, dieukoAUvouv Tnv aAAnAetidpaon Twv
EVOIAQEPOPEVWV MEPWY  TTAPOTPUVOVTAG TOug va dladpapatioouv éva evepyd poAo oOTn

dladikacia AqYng atro@Acewy yia diaxeipion TG TTANUPUPIKAG diakivduveuong. EmmAéov, Ta
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MOVTEAQ TTOANG TTOU AvVATITUCCOOVTAI O€ AUTO TO KEQPAAQIO TTPOCPEPOUV BUVAUIKES TPIOOIAOTATEG
ETTIXEIPNOIOKES EIKOVEG 1] TETPABIACTATEG ETTIXEIPNOIOKES EIKOVEG AauBAvovTag uttdyn TN XPOVIKN
METARBANTA Kal oOToxeUouv oTn PBeAtiwon TG eTmiyvwong TnG KataoTacng MeETagu Twv
EUTTAEKOUEVWY  QOpPEWV 600V  agopd oTnv  TANUUUPIKA  dloKivoUveuon Tng TTEPIOXAS
evolapépovTog. Emmpocbeta, Ta TpIodIdoTaTa auTd POVTEAQ ETTITPETTOUV OTOUG EUTTAEKOUEVOUG
vVa €GETACOUV KOl VA KPIVOUV TIG €VOAAOKTIKEG TOUG TTPOTACEIG KOBWGS Kal va agloAoyroouv
OTITIKWG TIG ETMITITWOEIG TOUG O€ TTPAYHMATIKO XPAVOo, KATOTTIV TPOTTOTTOINONG TWV TTOPANETPWYV
TWV POVTEAWV TNG TTOANG HE TNV ETTIKOUPIa KABOPIOUEVWY BIABIKAOTIKWY KAVOVWY KAl EVTOAWV.
‘ETo1, uttooTnpideTal n dla@avela, eVIOXUETAI N €UTTIOTOOUVN Kal BIEUKOAUVETAI N OUVEPYOTia
METOEU Twv euTTAEKOPEVWY. ETTioNg, evioxuovtal Ol YWWOTIKEG IKAVOTNTEG TWV OUUMETEXOVTWVY
oUTWG WOTE va dUvavTal VA aoKOUV OTTOTEAECHATIKG TNV €TTIPEON TToU atroppél atrd Tn B€on
Toug Katd Tn diadikacia ARWng amoedocwy. QOTOCO, N TTOIOTNTA TNG AVOTTAPACTACNG TWV
TPIOOIGOTATWY QVTIKEIMEVWY TNG TTOANG €ival dueca ouvOeduévn Pe Tn dIaBeoIPOTNTA KAl

akpipeia Twv OedOPEVWV.

Ta eikovik@ TpIoOIGoTaTa HOVTEAQ TTOANG WTTOPOUV va BewpnBolv wg eCaIPeTIKA PEOA VIO
EVOWPATWON, CUVTAPNON, TTapouadiacn, OIdxuon Kal €TTIKOIVWVIA HE KATavontd Ki eUANTITO
TPOTTO, TTO KOVTA OTOV TTPAYHATIKO TPIODIACTATO KOOHO, TWV YEW-TTANPOQOPIWY TTOU OXETICOVTal
ME TN Olakivouveuon. Auto emBepaiwveTal éoa atrd TNV eKTETAPEVN BIBAIOYpaA@IKA £pEuva TTOU
€X€l TTpayuaToTroIindei o€ auTd TO KEQPAAAI0. QOTOC0, OTO OTABIO TTPOETOIUACIAG VIO ATTOKPION O€
KOTAOTAOEIG EKTAKTNG AVAYKNG OTTOU 01 EUTTAEKOUEVOI POPEIG TIPETTEI VO AvATITUEOUV OXEDIA TTOU
TTEPIAOUBAVOUV YIa TTOPABEIYHA ECWTEPIKEG /KAl EEWTEPIKEG DIADPOUES EKKEVWONG, ATTAITOUVTAI
eMTPOOOETA, TOTTOAOYIKEG KAl ONPACIOAOYIKEG TTANPOQYOpieG 6oov agopd oTa TPIodIGoTATA
QVTIKEIMEVA TNG TTOANG KAl TWV CUCTOTIKWY TOUG. AUTEG 01 TTANPOQPOPIEG PTTOPOUV duvnTiKG va
IKAVOTTOIOOUV TNV avAaykn Twv dIa@opwy opyaviouwy ac@aAciag yia avalAtnon kal avadAuon
TWV TPIOBIACTATWY POVTEAWV TTOANG. ETiTTAéoV, pia BACIKN TTOPAPETPOG VIO TNV ATTOTEAEOUATIKNA
olaxeipion TNG Sl10KIVOUVEUONG KAl TNV E£TOINACIA yIa ATTOKPION O €KTAKTEG QVAYKES €ival n
IKavVOTNTA TwV EUTTAEKOMEVWY Va SlaAEIToupyouv (va Asitoupyouv padi). KaBuwg ta atmrairolpeva
oedopéva TTpoépxovtal atrd TTOAAATTAEG TTNYEG Kol OouvABWG €XOUV TTOIKIAEG HOPQEG, Eival
avaykaio va uloBetndei pia «koivh yAwooay PeTagl Twv OIoQOpwyY UTTNPECIWY ac@AAEiag n
OTToia £V BUVAEI VA UTTOPEI va ETTIKOUPAOEI OTNV UTTEPTTONGCN QUTOU TOU KATOPKEUATIOHOU TWV
0edopévwy. Ze autd To TTAQiCIO, éva TPIoBIAoTATO TTANPOPOPIaKO cUCTNPA TTou BacifeTal oTa
EIKOVIKA TPIOOIAOTA YOVTEAA TTOANG KOl ETTEKTEIVETAI UE UQPIOTAUEVO AVOIKTA dIEBvr) TTPOTUTTA

0edoUéVWV ATTO TOUG TOMEIG TwV ZUCTNPATWY Mewypa@ikwy MAnpogopiwy Kal Twv MovTéAwy
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Ktipiakwy TMAnpo@opiwv OTTwWG €ival n Yewypagiky yAwooa orjpavong 6edouévwy TTOANG
(CityGML) ka1 o1 Bepehiakés kAGoeig g Biounxaviag (IFC) avtioToixa, €xel avamTuxOei kai
TTapouaialeTal  evvoIioAOyIKA oOToxeUovTag va Kavel éva BAua TTpog Tnv  KaTeuBuvon
TTPOGdIoPIoHOU evOg TTAAIGIOU yia cuoTAuaTa diaxeipiong TNG TTANUUUPIKAGS SlakivOUveuong Kal

ETOINOOIAC yIa aTTOKPION O€ EKTAKTEG AVAYKEG.

To 1pIcdIdoTaTO CUCTNUG TTOU €XEl €vVOIOAOYIKOTTOINOEI o€ autd TO KePAAaio, duvartal va
EETTEPAOEI TOUG TTEPIOPIOUOUG TWV EIKOVIKWY TPIOBIACTATWY HOVTEAWY TTOU €XOUV avaTTTUXOEi
yla Tnv Teploxy TG Heerhugowaard okoTtrevovtag  va ETTPEWEI  ONUACIOAOYIKNA
SlaA&IToupyIkOTNTA KATA TN BIAPKEIQ TNG dlaxEipiong TNG dIakIivOUvVEUONG Kal TNG TTPOETOINACIAG
ylo €KTOKTEG avaykeg. EmImTAéov, oToxeUel va TTPOCQPEPEl OTOUG EUTTAEKOPEVOUG OXI HbVO
AeiToupyieg TTAOAYNONG OAAG Kal €0xpnoTeg duvatotnteg avalntnong kai avadAuong Twv
TPIOOIGOTATWY HOVTEAWYV PECW TWV UIOBETNUEVWY TTPOTUTTWY TOU €VVOIOAOYIKOU CUOTAMUATOG.
2UYKEKPIYEVA, QUTA TO TTPOTUTTIA TTPOCQEPOUV, ONHOCIOAOYIKEG, TOTTOAOYIKEG KOl BEUATIKEG
TTANPOYOPIEG EKTOG ATTO TA YEWMETPIKA KAl EUQPAVIOKA XOPAKTNPIOTIKA TWV TPIODIACTATWY
MovTEAwV TTOANG. EmmrpdoBera, 10 TpIodIGCTATO aUTO GUOTNMG TTANPOYOPIWY PECa aTTd TN
AETTITOPEPN TTEQIYPOPN TWV QUOIKWY KAl AEITOUPYIKWY XAPAKTNPIOTIKWY AAAG KOl OXECEWV TWV
QVTIKEIHEVWYV TNG TTOANG 0TN JOKPOKAIaka (TTOAN) KaBwg Kai oTn JIKPOKAIMOKaA (EykaTdoTOOon),
@INODOEEI va emTPEWEl TNV AVATITUEN EVOAAQKTIKWV EEWTEPIKWYV KOl E0WTEPIKWY OIAdPOUWV
EKKEVWONG KTIPIWV yia OIOXEipION TNG €evOTTOPEivOUCOG dIAKIVOUVEUONG KOl ETOIMACIA yia
KATOOTAOEIG EKTOKTNG AvVAYKNG. To TTPOTEIVOUEVO TPIOOIAOTATO TTANPOPOPIOKO CUOTNUA ETTIAEYEI
TO TTPOTUTTO dedouévwy CityGML atrd Tov Topéa Twv ZuoTnudTtwy ewypa@ikwy MAnpogopiwv
WG MOVTEAO yIa TNV avaTtapdoTacn Tou TTOAUTTAOKOU aOTIKOU XWPEOU KaBWG gival TTEPICOOTEPO
IKAVO OTn MOVTEAOTTOINGN QVTIKEIMEVWY OTN HAKPOKAIUAKO XENOIUOTIOIWVTAG TTEVTE OIOKPITA
etmimeda Aemrtopépeiag evw Ta MovtéAa Kripiakwy MAnpogopiwv oe popery kKAdoswv IFC cival
oxedlaopéva va avaTtapioTouv TNV TTANpo@opia Pe PeYAAN AETTTOUEPEIQ OTN MIKPOKAIMOKA ME
OTTOTEAECUA VO ATTOTEAOUV MIA TTOAUTIUN TTNYA EVNPEPWHEVWY TTANPOQOPIWY GO0V apopd OTIG
EYKATAOTAOEIG hIag TTOANG, TIC KATAOKEUEG TNG Kal TNV KaTtdoTaon Toug. Kartd tn didpkeia autou
TOoU KEPaAaiou, n BIBAIOYpPa@IK €peuva KATEDEICE OTI UTTAPXOUV TTAPAdEIYHATA PMETATPOTING TWV
oedopévwyv atmd poper IFC Twv MovréAwv Kripiokwv MAnpogopiwv ot popery CityGML Twv
2uoTnudatwy lewypapikwy TMAnpogopiwy. Ouwg, 10 €mmimedo AETTTOUEPEIAG TNG TEAIKAG
avaTrapdoTaong Twv avTIKEIMEVWY TNG TTOANG oe CityGML, e€aptaTal ammd tnv akpifeia kai
O100e0IuOTNTO TV  aTTAITOUMEVWY  Oedopévwy. ETriong, n KoTaoKeur Twv  OlOQOPETIKWV

emmEdWV AeTrTopépelag NG CityGML atroTeAei BUCKOAO £pyo vy N OUANOYRA TNG onUacioloyiag
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KaBwg Kal 0 €AeyXOG TNG EYKUPOTNTAG TWV YEWMETPIWY TWV QAVTIKEIMEVWY TNG TTOANG eivail

ammaITnTIK& TOOO O€ XpOvo 600 Kal € TTpooTIdbela.

O1 kuBepvnoeig KaBwg Kal O opyaviouoi ac@aAeiag TTpémel va e€eTdoouv TNV UIOBETNON Kal
aglotroinon TPICOIGCTATWY TTANPOPOPIOKWY CUCTNHATWY BACICUEVWY O€ EIKOVIKA TPIGOIACTATA
MOVTEAQ TTOANG MIOG KOl QuTd @QIAODOLOUV VA UTTOOTNEICOUV ATTOTEAEOUATIKA OIadIKATIES
OIdxuonNG TTANPOPOPIWY KAl ETTIKOIVWVIAG, ONUIOUPYWVTOG TTPOUTTOBECEIC YId OUUMETOXIKNA
dlaxeipion TNG TANUPUPIKAG OIOKIVOUVEUONG KAl ETOINACIA yIAd ATTOKPION Of KATAOTACEIG
€KTAKTNG avaykng. ‘Eva Ttétolo TpIodIdoTaTo oUCTNPO dUvVATAl VO TTAPEXEl OTA EVOIaPEPOUEVA
Mépn i0e¢ eukaipieg TTPOOBACNG OTIC ATTAITOUPEVEG TTANPOQYOPIEG TIPOG TNV KaTeubuvon
OleukdAuvong Tng dnuioupyiag eTriyvwong 6oov agopd o€ KaTaoTdoelg diakivouveuong,
evioxuovTag Tn dla@aveia, TNV €UTNIOTOoUVN Kal TR SIETTICTAMOVIKI CUVEPYAOia yia KOAUTEPEG
ATTOQAOCEIG PJE KAOAUTEPA ATTOTEAECHATA OTOV TTPAYHATIKO KOOMO. Ta €TMKOAUTITOMEVA TTESIA TWV
MovtéAwv KTipiakig MAnpogopiag deivkUouv pia sukaipia yia cuvepyaacia, JETaQoOpd yvwong
Kal eVOWHATWONG TwV POAWV OAWV TwV EUTTAEKOUEVWV QOPEWY OTN MIKPOKAiaka. QoToco, N
ouvepyaaoia oute ptTopei va emPBAnBei, ouTe emmiong va emTeuxBei dvrag évvola evog BeoHIKOU
TAaIciou TToU agopd ot dlaxeipion Tng Olakivduveuons. Ta TTANPoPoOpIoKE CuoTAPATa
Baoiopéva oe eikovikd TpIodIAoTaTa POVTEAQ TTOANG, WTTOpoUv duvnTIKA va OIEUKOAUVOUV TN
ouvepyaoia, aAAd yia TNV €Qap@uoyr TG oTnv TPAg¢n amaitouvial YETAROAEG Ot BEOMIKEG

OUUTTEPIPOPEG.

Mia eumeipiknp  mpooéyyion ormv  aloAdynon TnNG QAmrOTEAEOUATIKOTNTAS TWV
OIKTUOKEVTPIKWY £PYAAgiwv umooThpiéns TN AmoKpIonS O MANUUUPIKES KATAOTACEIS

EKTAKTNG avaykng: AmoreAéouara aoknong mediou.

H delTepn eutTeIpikh MEAETN QUTAG TNG BIOTPIRAG (KEQPAAaIO 5) péoa atrd pia ogipd BnPATwy Ta
oTroia TrepIAapBavouv BIBAIOYPO@IKN avaokdTnan, opydvwaon Aoknong mediou Ye PeaAIoTIKA
TANUMUPIKG Oevdpia Kal €pwTnUAToAdYIa YIO KATAypa®r TNG KPIONG TwWV EUTTEIPOYVWHOVWV
aglohoyei kal TTapaBéTel T aTOTEAéOMATO MIOG EPTTEIPIKAG avaAuong 6oov agopd oTnv
TTPOOTIOEPEVN adia Twv OIKTUOKEVTPIKWY OUCTNUATWY O TTANUUUPIKEG KATAOTAOEIG EKTOKTNG
avaykng. 2Ta TTAdiold autoU TOUu Ke@AAQiou, n EKTIMNON TNG QATTOTEAECOUATIKOTNTAG TWV
OIKTUOKEVTPIKWYV CUOTNUATWY BacifeTal aTn Afwn Kai TTOIOTIKI] GUYKPION TNG KPiong Kal aTroyng

TWV EPTTEIPOYVWHOVWY OVAPOPIKA PE TO GUCTNPA TTOU XPNOIMOTIOIOUV OTNV KABNnUEPIVH TOUg
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TIPOKTIKA Kal TO oTroio €dpdleTal o€ MIa 1EPAPXIKA AOYIKI) O€ OX€Oon MeE éva OIKTUOKEVTPIKO
oloTnNua TO OTIoi0 XpnoidoTroiEiTal Katd Tn OldpKeEla AQutAG TG doknong. Ta Tpéxovra
OUCTAMOTA OTOV TOMED TWV ETMIXEIPACEWY aATTOKPIONG O€ KOTAOTACEIS £KTOKTNG avAyKNG
Xapaktnpifovral Tapadoaiakd wg PHOVOETTIOTNUOVIKA Kal ETTITPETTOUV TN PO TWV TTANPOPOPIWV
atd TTavw TTPOG Ta KATW KABWGS Kal atmd KATW TTPOS Ta TTAVW SNUIOUPYWVTAG ETTIXEIPNOIOKES
EIKOVEG OTATIKEG Kal €EEIDIKEUPEVEG VIO OUYKEKPIMEVEG UTINPECIEC aO@aAEiag. AVTIOETWG, N
OPXITEKTOVIKA] TOU OIKTUOKEVTPIKOU CUCTAMATOG QUTAG TNG Aoknong Trediou, €0TIALEl OTN
OleukbAUvon TNG opICOVTIAE aviaAAayng TTANPOPOPIWY KAl  ETTIKOIVWVIAG  METAEU  Twv
EUTTAEKOUEVWY. To oUOTNUA gival OXEDIAOUEVO PE YVWHOVA TNV AgloTToinon TWV BIKTUOKEVTPIKA
EVEPYOTTOINUEVWV IKAVOTHTWY Ol OTTOIEG AVTAVOKAWVTAI 0TV aAucida agiag Toug ue Baon Tnv
oTroia  KaAUuTepa  OikTua PTTOpPOUV va  BeATILOOOUV TNV  avTaAAayry TTANPOYOPILY OTOV
TTANPOPOPIOKSG TOPEA TTOU HE TN OEIPd TOUG PTTOPOUV va odnyrioouv o€ KAAUTEPN KATavOnon
MIOG KaTAoTAONG KABWG KAl 0¢ KOAUTEPEG ATTOPACEIS OTO YVWOTIKO TOPED odnywvTag o€

BEATIOTEG evEpPYEIEG PE UTTEPTEPEG ETTIOPATEIG OTO PUOIKS TOMEQ.

2Tnv d&oknon Tediou Tou €xel opyavwBOei o€ autrp TN OIaTPIPr], Ol CUUMETEXOVTEG ATAV
TIPOYMOTIKOI KAl KAAG KOTAPTIOPEVO! ETTAYYEAPATIEG YIO ATTOKPION O€ KATOOTAOEIS EKTOAKTNG
avaykng. MNapdAo 1Tou o1 CUPPETEXOVTEG ATAV Aiyol AGyw un 81aBecIuoTNTAG TOUG 0€ CUVOUACUO
ME TO QTTAITNTIKO ETTIXEIPNOIOKO TTEPIBAANOV TNG dlaxEipIonNg KPIioEwyv, OI aTTOYEIG TOUG WG
EMTTEIPOYVWHOVEG, TTOU EARPONoav katd Tn dIdpKEIa AUTAG TNG AOKNONG KpivovTal wg eEAIPETIKG
ONMAVTIKEG KAl TTOAUTIUEG EBOUEVOU TOU TTOAU TTEPIOPICHEVOU apIBPOU TETOIWY OEBOUEVWY OTOV
TOpEQ TNG OTTOKPIONG O€ €KTAKTEG avAykeg. To TAaiolo agiohdynong autig tng Aoknong
BaaoileTar oe dopég 6OOV aPopd OTNV TTOIOTNTA TWV TTANPOPOPIWY KABWGS Kal aTnV TTo1dTNTA TWV
OUOTNPATWY TToU £Xouv eEeupebei yéoa ammo ekTeTapévn BIBAIoypa@ikn €mokoTTnon. O1 dopuég
TTOU a@opoUVv OThV TToIOTNTA TWV TTANPOQPOPIWYV €XOUV XPNOoIYoTToINBEi yia T digpelvnon NG
OUMBOAAG MIOG KOIVAG ETTIXEIPNOIOKNAG EIKOVAG OTNV ETTITEUEN KAAUTEPNG KOIVAG ETTIYVWON MIAG
KATAoTOoNG, VW Ol OOUES TTOU OXETICOVTAI PE TNV TTOIOTNTA TWV CUCTNUATWY €XOUV agloTroinOcei
yla v agloAdéynon TG cupBoAng evog SIKTUOKEVTPIKOU OUCTANATOG OTNV KAAUTEPN avTaAAayn
TTANPOPOPIWYV KAl OTAV QAVATITUEN MIAG KOIVAG ETTIXEIPNOIOKAG €Ikdvag. H Ttmoidtnta Twv
TTANPOPOPIWY OXETICETAI E TA XAPAKTNPIOTIKA TOUG KABWG €TTioNg Kal pe To faBud oTov oTToio
QUTEG OUVaVTAl VA IKAVOTTOIOOUV TIGC QVAYKEG TwV TEAIKWV XpNOoTwv Toug. H tmoidtnta Twv
OuoTNUATWY €0TIACEl 0¢ BIAOTACEIC TTOU AQOPOUV OTA CUCTAMOTA autd KaBautd, oTnv
EKTTANPWON TV KABNKOVTWY TWV EUTTAEKOPEVWY KABWGS Kal oTNV avTIANTITH AEITOUPYIKN TOUG

IKavoTtroinan. TOoo n TOoIOTNTA TWV TTANPOPOPIWY OCO Kal N TroIdTNTa TWV CUCTAPATWY
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atroTeAOUV TTPOUTTOBECEIC yia TNV AVATITUEN MIAG KOIVAG ETTIXEIPNOIAKNG €IKOVAS KAaBwG Kal yia
TNV aglotroinon oTo péyioTo Babud TG SUVAMIKAG TNG ETTITEUENG KOIVAG ETTiyVWONG HIOG

KaTtdoTaong.

O1 diacTdoelig TNG TTOIOTNTAG TWV TTANPOPOPIWY YIa TIG oTToieg €xel emdexBei augnon Tng
EKTIUNONG TOUG aTTd MPEPOUG TWV ETTAYYEAUATIWOV MPETA ATTO TNV EUTTEIPIA TOUG ME TO
OIKTUOKEVTPIKO oUOTNUa o€ auTr Tnv Aoknon Tmediou, eival n emkapdTNTa KOBWG KAl N
aglommoTia TG TTANpogopiag. Autd aitioAoyeital atrd Tn eUON ThG iICOU TTPOG icov (peer-to-peer)
TEXVOAOYIAG TTOU UTTOOTNPICEl £va OIKTUOKEVTPIKG CUCTNHAO TO OTTOI0 ETTITPETTEI OTOUG TEAIKOUG
TOu XpHoTeg va AaupBdavouv dGueca €ykaipeg TTAnpogopieg. EmimmAéov, n TaxlutnTa oTtnv
avtaAAayh TTANPOQOPIWY TTOU TTPOCQEPETAI ATTO £va TETOIO OUCTNWUA, ETTITPETTEI OTOUG XPHOTEG
TOU VO avaKaAUTIToOuv ypriyopa To BaBud atov oTroio n mTAnpogopia TTou aviaAAdooeTal gival
opBn Kal £UTToTn. AvTiBeTa, TO CUCTNUA TTOU XPNOIKOTIOIOUV OI ETTAYYEAMOTIEG OTIG KABNUEPIVES
TOUG AEITOUPYIEG, OUXVA TOUG QPAVEI VA TTEPIMEVOUV PEXPI VO AGBOUV TIG XPEIWDEIG TTANPOPOPIEG.
ZUYKeKpIYéva, To TpExov oUoTnuUa Trou peTaxelpifovral o1 eUTTAEKOUEvVOl BacileTal Oo€ HIa
IEPAPXIKN AOYIKA] Kal UTTOOTNEICETAl OTTO MIO TTOPOdOCIAKA QPXITEKTOVIKI) OIOKOMIOTH-TTEAATN
(client-server) Trou emTpETTEl avTaAAayn TTANpo@opIwy oTn BAon Tou évag TTpog évav. Katd Tn
didpkela TG doknong Tediou, €xel €triong TapatnEnBei pabnoiokh emidpaon €veka Tou
YEYOVOTOG OTI Ol CUPHETEXOVTEG HETA TNV EPTTEIPIA TTOU ATTEKTNOAV KATA TN dIAPKEIA TOU TTPWITOU
PEANIOTIKOU TTANUUUPIKOU Oevapiou OTTOU Ol ETTIXEIPAOEIG aTTOKpIonG éAaBav xwpa oe €va
OIKTUOKEVTPIKO TTEPIBAAAOV, AcitoUpynoav KoAUTEpa Katd Tn OIdpKela Tou OeUTEPOU KAl TTIO
OUVOETOU TTANUUUPIKOU oevapiou. ATTO TIG KPIOEIG TWV EUTTEIPOYVWHOVWY TTOU QVTAVOKAWVTAI
OTO QTTOTEAEOUOTA TWV €PWTNPATOAOYIWV AUTAG TNG doknong, uUTTopei va e€axBei 611 600 n
TTOAUTTAOKOTATA KAl N KPICIUOTNTA TWV OEvVAPiWV QUEAveEl Kal n avdykn Yio TTEPICOOTEPEG
TTANPOPOPIEG HEYOAWVEL, TOOO TTEPICCAOTEPO Ol ETTAYYEAUQTIEG TEIVOUV VA EKTIMOUV TNV TTOIOTATA

TWV AVTAAAACGOUEVWV TTANPOPOPIWY OE VA OIKTUOKEVTPIKO TTEPIBAAAOV.

O1 dilooTdoeIg TG TTOIOTNTAG TWV CUCTNUATWY YIa TIG OTToiEg €xel €mdEIXBEl Yia augnon otnv
€KTIMNON TOoug aTTd TOUG €18IKOUG META TNV EPTTEIPIA TOUG HE TO OIKTUOKEVTPIKO oUCTNUA QUTAG
NG aoknong mediou, gival n oxXenopevn Pe 10 oUOTNPA autd KaBautd TTpocBaciudtnTa, Ol
OXETICOPEVEG JE TA KABNKOVTA TWV ETTAYYEAPATIWV, EVOWUATWON KAl ETTIYVWON MIAG KATAOTAONG
KOl Ol OXETICOMEVEG ME TNV AVTIANTITA AEITOUPYIKN IKOVOTTOINON TwV TEAIKWYV XPNOTWV,
XPNOTIKOTNTA KAl €UKOAIQ OTn xprion. AutéG ol dIOOTACEIG TNG TTOIOTNTAG TWV CUCTANATWV

MTTOpOUV va BewpnBolv Kal wg Ol apxXEG oxedliaouou evog TTAaIgiou yia TTpooappoloueva
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OuCoTAMOTA aTTOKPIONG O€ KOTAOTACEIG EKTAKTNG AVAYKNG TTou HE BAon Tnv Kpion Twv
EUTTEIPOYVWHOVWY UTTooTnpPifovTal KaAUTEPa atrd OIKTUOKEVTPIKA epyaAeia. Ta ammoteAéopara
TTOU a@opoUV OTIG BIACTACEIS TNG TTOIOTNTAG TWV CUCTNHATWY BEIKVUOUV OTI Ol EUTTEIPOYVWHUOVEG
avTiIAapBdvovTal éva OIKTUOKEVTPIKO cUOTNMA WG KATAAANAO yia aTTOTEAEGUATIKA dIEUKOAUvVON
NG TpPooBaciudmnTag oe OAeg TIG ammaitoUpeveg TTAnpogopieg. EmmmAéov, Ta atroteAéouaTta
UTTOONAWVOUV OTI Ol EUTTEIPOYVWHOVES @QaiveTal va avayvwpifouv 0TI éva OIKTUOKEVTPIKO
oUOTNPO PTTOPE VO TOUG ETITPEWEl VA EVOWPATWOOUV TTANPOPOPIEG TTPOEPYXOUEVEG aTTO
OIAQOPES TTNYEG TTPOG TNV KATEUBUVOT dNUIoUPYIOG HIa KOIVIG ETTIXEIPNOIAKNG €IKOVAG IKAVAG va
TOUG UTTOOTNPIEEl OTAV  QVATITUEN ETTIYVWONG OXETIKA HE MIO CUYKEKPIYEVN TTANKUUPIKD
Kardotaon. EmmpocBeta, Ta amoTteAéouata OEIKVUOUV OTI Ol EUTTEIPOYVWUOVEG TEIVOUV vd
Bewprioouv €va  OIKTUOKEVTPIKO OUCTNUA €UKOAO OTn XpHon Tou TBavov Adyw Twv
EKTTAIDEUTIKWYV CeUIVOpiwY TTOU TTponynRénkav kKal €ixav otdxo TNV €EOIKEIWON TOUG HE TO
oU0TNPA TTOU XPNOIKOTIOINONKE O€ QUTH TNV AOKNOT. ZUVOAIKA, Ol EUTTAEKOUEVOI ETTAYYEAUATIESG
QAIVETAI VA EKTIHOUV TN XPNOIMOTNTA KAl TIG IKAVOTNTEG €VOG DIKTUOKEVTPIKOU CUCTHUATOG OTIG

ETTIXEIPAOEIG ATTOKPIONG O€ EKTAKTEG AVAYKEG.

Me Bdon Tnv Kpion Twv EPTTEIPOYVWHOVWY TTOU CUUMETEIXOV OTO TrEipapa tediou authg TNG
o1aTpIBAG, ouuTrepaiveTal OTI T SIKTUOKEVTPIKA CUCTAMATA £€XOUV Tn duvaToTNTA VA ETTITPEYOUV
KaAUTEPN avTaAAayr] TTANPOYOPIWV TTPOG TNV KATeUBUVON avATITUENG MIAG KOIVAG ETTIXEIPNOIAKNAG
eikévag Kal  BeAtiwong TG Emiyvwong MIAG  KOTAOTOONG OTTO  TOUG  EUTTAEKOUEVOUG,
UTTOOTNPICOVTOG  ATTOTEAEOUATIKA TN AAWn oTToQAcEwyv yia OTTOKPION O€  TTANUMUPIKEG
KOTAOTAOEIG €KTOKTNG avdykng. QoTO00, n €i0aywyr] €vOg OIKTUOKEVTPIKOU CUCTHUATOG OTIG
UTTNPECIEG QVTIMETWTTIONG KPIoEwYV, aiyoupa dev gival EUKOAN UTTOBEON KABWG OTIG ETTIXEIPNOEIG
aTTOKPIONG €UTTAEKOVTOI TTOAAEG Kal DIGQPOPEG UTTNPEDiEG aoPaAciag. AUTEG Ol UTTNPETIES €ival
OuVNBWG AUTOVOUEG KOl ETEPOYEVEIC OTNV KABNWEPIVH TOUG AEIToupyia Kal €X0UV EEEIBIKEUNEVEG
OouEG, Bl10dIKaOieg Kal OTOXOUG TTOU CUVTEIVOUV TOOO OTNV KATOKEPHATIOUEVN TTOANITIKA 600 Kal
OTO KATOKEPHOATIOUEVO OpYavVWTIKG TTEPIBAAAOV TNG avTaAAayhG TTANPOQPOPIWY KAl GUVTOVIGHOU
METOEU TWV UTTNPECIWV EKTAKTWY avaykwyv. H uiobétnon koBwg kKalr n epapuoyn evog
OIKTUOKEVTPIKOU CUOTAMATOG ATTO TOUG OpyavIoPoUG apwyAS iowg va amaitolv CNPavTIKES
Beopikég  peTappuBuicelc.  Ta  UQICTAPEVO  CUCTAMATG  TTANPOQOPIWY  TTPETTEL  vd
eTTavaoXedIaoToUV WE KPITIKG TTVEUPA Kal OTn BACN KAIVOQAVWY OPXITEKTOVIKWY CUVTOVIGHOU
TWV TTANPOPOPIWV (BIKTUOKEVTPIKWYV QVTi 1EpAPXIKWY). ETTiong, n diaxeipion dedopévwv Kabwg
Kal ol Tpéxouoeg pEBodoI egpyaciag TTou eival Baoiopéveg OTn dlAvour TTANPOQPOPIWY OE

TTPAYUATIKO XPOVO TIPETTEl va avaBewpnBouv TTpog Tnv KATEUBuUvon ETTEUENG OUAAOYIKAG
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vONpoouvNG METAEU TWV UTINPECIWV ac@aAciag. EmmpooBeta, mpétrel va TTpoadlopIoTEi TToI0i
opyaviouoi Kal TToId MEAN TOUG TIPETTEI VA TIPOCQPEPOUV OUYKEKPIMEVEG TTANPOQOpPIEG OEF
OUYKEKPIUEVOUG OPYavIOHOUG Kal PJEAN TOug KATa Tn SIAPKEID TWV ETTIXEIPACEWY OTTOKPIONG OF
EKTAKTEG avdykes. To TeAeutaio, ammoTéAeoe éva Kpiolgo CATNUA OTNV a@eTnpia Tng AokKnong
mediou autg TNG SIaTPIBAG ATTOKAAUTITOVTOG OTI O €UTTAeKOMUEVOlI OTN OlaXEipIon Kpioewv
uttopépouv atmod EAAeIpn eTTiyvwong 6oov agopd oTtn d1aBsoipdétnTa Twv TTANpo@opiwy. Mo
OUYKEKPIYEVA, oI ETTAyYEAUATIEG Dev yvwplfav TToloi dIEBeTav TIG TTANpoQopieg TTou XpelddovTav
yeyovog Tou  0dAyNoe oO€  TTEPITTH  €peuva, XAUNAO TTOCOCTO  ETTAVAXPENOCIYOTIOINONG
TTANPOPOPILY KABWGS Kal o€ XACINO TTOAUTIHOU XPOVOU YIO TIG ETTIXEIPNOEIS ATTOKPIoONG. AuTo
empBepaiwvel 6T o1 péAol Kal o1 duvaTOTNTEG AVTAAAAYAS TTANPOPOPIWY KAl CUVTOVIOUOU OTIG
ETTIXEIPHOEIG ATTOKPIONG O€ EKTOKTEG QVAYKEG €ival €TTi Tou TTapPOVTOG puBuICUEVEG OTR BAoN

IEPAPXIKNG AOYIKNAG KAl dEV TTPOCAPPOLOVTAl EUKOAA OTIG ATTAITHCEIG JIAG KATAOTAONG.

KaraAnkrika.

Ta eupruata autig Tng dIatpIBrg atroTeAoUV Bripa TTPOG TNV KaTeuBuvon avatmTuéng Kai
UI0B8£TNONG KAIVOTOUWY TTANPOPOPIOKWY GUOTANATWY TTOU UTTOOTNPICOUV OTTOTEAECUATIKG TNV
avTaAAayr TTANPOYOPIWY, TNV ETTIKOIVWVIA KAl T CUVEPYOOTIa HETALU TWV UTTNPECIWY AoPAAEiag
KOl TwV ETTAYYEAPATIWV TOUG, Ol OTToiolI Baciopévol o€ BEATIWPEVN ETTIYVWON MIOG KOTAOTOONG
duvavTal va dIaxeIPIoTOUV AaTTodOTIKOTEPA TN TTANUMUPIKE BIAKIVOUVEUCT) O€ 1A TTEPIOXT) HEAETNG
] VO QVTIHETWTTIOOUV TEAETQOPQ £va TTEPIOTATIKO TTANUUUPAG HIKPAG KAIJOKAG A hIa TTANUMUPIKE
KatdoTaon peyaAng kAipakag. Qotdéoo éva cuoTnua atmd pévo Tou Oev apkei yia va Auoel OAa Ta
€V OUVANElI OPYOVWTIKA TTPORAAUATA TWV UTTNPECIWY ao@QaAEiag evog kpdTtoug. EmimmAéov, n
onuioupyia etTiyvwong 6ocov agopd o€ Jia Katdotaon dgv avatmtuooeTal atrd €va cUoTNUO JUE
AoyIKr] pavpou KouTioU. H dnuioupyia 1Tiyvwong pIag KAatdoTaong OXETICETAI PE T WUXOAOYIKH,
vONTIKA KAl YVWOIOKIN KAaTtdoTaon Tou TeAIKOU XpAoTn evog cucoTAuatog. Emmpdobera, n
€TTiITEUEN ETTIYVWONG MIOG KATAOTACNG UTTOPEI va eTTnpeacTei amd dIGQOPOUG TTAPAYOVTEG OTTWG
Ol TTPONYOUUEVEG EUTTEIPIEG, TO EKTTAIOEUTIKO UTTORABPO, N OPYavwWOIOKr KOUATOUPA, Ol GTOXOI
KaBwg Kai o1 TTPoodoKieg Twv SIaPOpwV Qopéwv ao@aciag. MNMpokelpyévou n eiIcaywyr Kal XpAon
KAIVOTOU WY TTANPOQOPIAKWY CUCTNHATWY atrd Toug dIdQopous popeic aocPatciag va oTe@BEi pe
EMTUXiQ, TTPETTEI VA YiVETAI TTPOCEKTIKA Kal O& OIaQOPETIKA OoTAdIa PE evepyd CUMMETOXNA TNG
d1eUBuvVoNnG Toug, AauBdvovtag uttTéwn To BeCUIKS TTAQICIO, TIG OPYAVWTIKEG OOUEG, TTPOTUTTA KAl

KavOVEG Kal KUPiwg ToV avBpwTTivo TTapdyovTa.
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