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POLICY STATEMENT 

As an acknowledged leader in international education, Study Group recognises its long standing 

ethical and regulatory responsibilities to act in accordance with applicable data protection laws and 

regulations in all of our global locations in which we operate.  

Study Group is committed to acting professionally, fairly and with integrity in all of our business 

dealings and relationships wherever we operate. We commit to implementing and enforcing 

effective systems to ensure data is processed in accordance with the relevant laws and regulations.  

Study Group will uphold all laws and regulations relevant to data protection in all jurisdictions in 

which we operate. 

1. DEFINITIONS: 

Automated Decision-Making (ADM):  when a decision is made which is based solely on 
Automated Processing which produces legal effects or significantly affects an individual.  
 
Automated Processing:  any form of automated processing of Personal Data to evaluate personal 
aspects relating to an individual, in particular to analyse or predict aspects concerning that 
individual's performance at work, economic situation, health, personal preferences, interests, 
reliability, behaviour, location or movements. Profiling is an example of Automated Processing. 
 
Company:  SG Global Topco Limited and all subsidiaries and otherwise affiliated companies. 

Company Personnel:  employees, contractors, consultants, agency workers, Agents, Homestay 

providers and family members, Study Group University Partners, accommodation providers, 

students, medical professionals, and third party contractors. Unless otherwise agreed, these 

persons are deemed to be persons acting under the authority of the Company. 

Consent:  agreement which must be freely given, specific, informed and be an unambiguous 

indication of the Data Subject's wishes by which they signify agreement to the Processing of 

Personal Data relating to them. 

Data Breach: any act or omission that compromises the security, confidentiality, integrity or 

availability of Personal Data or the physical, technical, administrative or organisational safeguards 

that we or our third-party service providers put in place to protect it. 

Data Controller:  the person or organisation that determines when, why and how to process 

Personal Data. Study Group UK Limited is the Data Controller of all Personal Data relating to our 

Company Personnel and Personal Data used in our business for our own commercial purposes. 

Data Subject:  a living, identified or identifiable individual about whom we hold Personal Data. 

Data Subjects may be nationals or residents of any country and may have legal rights regarding 

their Personal Data. 

Data Privacy Impact Assessment (DPIA):  tools and assessments used to identify and reduce 

risks of a data processing activity. DPIA should be conducted for all major system or business 

change programs involving the Processing of Personal Data. 

Data Protection Officer (DPO): Aphaia Limited who can be contacted at DPO@Aphaia.co.uk.  
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Explicit Consent:  consent which requires a very clear and specific statement (that is, not just 

action). 

Personal Data:  any information identifying a Data Subject or information relating to a Data 

Subject that we can identify from that data alone or in combination with other identifiers we 

possess. Personal Data includes Sensitive Personal Data and Pseudonymised Personal Data but 

excludes anonymous data or data that has had the identity of an individual permanently removed.  

Privacy Notice: separate notice setting out information that may be provided to Data Subjects 

when the Company collects information about them. These notices may take the form of 

general privacy statements applicable to a specific group of individuals. 

Processing or Process:  any activity that involves the use of Personal Data. It includes 

obtaining, recording or holding the data, or carrying out any operation or set of operations on the 

data including organising, amending, retrieving, using, disclosing, erasing or destroying it.  

Pseudonymisation or Pseudonymised:  replacing information that directly or indirectly 

identifies an individual with one or more artificial identifiers or pseudonyms so that the person, to 

whom the data relates, cannot be identified without the use of additional information which is 

meant to be kept separately and secure. 

Related Policies:  the Company's policies, operating procedures or processes related to 

this Data Protection Policy and designed to protect Personal Data.  

Remote Working: working from any location in which you are not connected directly to a 

Company server (i.e home, hotel, etc).  

Sensitive Personal Data (Special Categories of Personal Data):  information revealing racial 

or ethnic origin, political opinions, religious or similar beliefs, trade union membership, physical or 

mental health conditions, sexual life, sexual orientation, biometric or genetic data, and Personal 

Data relating to criminal offences and convictions. 

UK GDPR:  the retained EU law version of the General Data Protection Regulation ((EU) 

2016/679) as defined in the Data Protection Act 2018. Personal Data is subject to the legal 

safeguards specified in the UK GDPR. 
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2. INTRODUCTION 

2.1 This Data Protection Policy (“this Policy”) sets out how Study Group ("we", "our", "us", "the 

Company") handle the Personal Data of Company Personnel. 

2.2 This Policy applies to all Personal Data we Process regardless of the media on which that data is 

stored or whether it relates to past or present Company Personnel or any other Data Subject. 

2.3 This Policy applies to all Company Personnel ("you", "your"). You must read, understand and 

comply with this Policy when Processing Personal Data on our behalf and attend training on its 

requirements. This Policy sets out what we expect from you in order for the Company to comply 

with applicable law. Your compliance with this Policy is mandatory.  

2.4 Related Policies and Privacy Notices are available to help you interpret and act in accordance with 

this Policy. The loss or breach of confidentiality of contractually assured information may result in 

the loss of business, financial penalties or criminal or civil action against Study Group. You must 

also comply with all such Related Policies and Privacy Guidelines. Any breach of this Policy may 

result in disciplinary action in accordance with Study Group’s Disciplinary Policy. 

2.5 This Policy (together with Related Policies and Privacy Guidelines) is an internal document and 

cannot be shared with third parties, clients or regulators without prior authorisation from the Data 

Protection Office (DPO). 

3. SCOPE 

3.1 We recognise that the correct and lawful treatment of Personal Data will maintain confidence in the 

organisation and will provide for successful business operations. Protecting the confidentiality and 

integrity of Personal Data is a critical responsibility that we take seriously at all times. The Company 

is exposed to potential fines of up to EUR20 million (approximately £18 million) or 4% of our total 

worldwide annual turnover, whichever is higher and depending on the breach, for failure to comply 

with the provisions of the UK GDPR. 

3.2 The DPO is responsible for monitoring compliance with this Policy and to facilitate appropriate 

practices, processes, controls and training to ensure such compliance. The DPO can be contacted 

at dpo@aphaia.co.uk or through a member of the legal team at privacy@studygroup.com. 

3.3 The DPO is also responsible for overseeing this Policy and, as applicable, developing 

Related Policies.  

3.4 Please contact the DPO with any questions about the operation of this Policy or the UK GDPR or 

if you have any concerns that this Policy is not being or has not been followed. In particular, you 

must always contact the DPO in the following circumstances: 
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(a) if you are unsure of the lawful basis which you are relying on to process Personal Data 

(including the legitimate interests used by the Company);  

(b) if you need to rely on Consent and/or need to capture Explicit Consent; 

(c) if you need to draft Privacy Notices; 

(d) if you are unsure about the retention period for the Personal Data being Processed; 

(e) if you are unsure about what security or other measures you need to implement to protect 

Personal Data; 

(f) if there has been a Data Breach;  

(g) if you are unsure on what basis to transfer Personal Data outside the UK; 

(h) if you need any assistance dealing with any rights invoked by a Data Subject;  

(i) whenever you are engaging in a significant new, or change in, Processing activity which 

is likely to require a DPIA or plan to use Personal Data for purposes others than what it 

was collected for;  

(j) If you plan to undertake any activities involving Automated Processing including profiling 

or Automated Decision-Making;  

(k) If you need help complying with applicable law when carrying out direct marketing 

activities; or  

(l) if you need help with any contracts or other areas in relation to sharing Personal Data 

with third parties (including our vendors). 

4. PERSONAL DATA PROTECTION PRINCIPLES 

4.1 We adhere to the principles relating to Processing of Personal Data set out in the UK GDPR which 

require Personal Data to be: 

(a) Processed lawfully, fairly and in a transparent manner (Lawfulness, Fairness and 

Transparency).  

(b) Collected only for specified, explicit and legitimate purposes (Purpose Limitation). 

(c) Adequate, relevant and limited to what is necessary in relation to the purposes for which 

it is Processed (Data Minimisation). 

(d) Accurate and where necessary kept up to date (Accuracy). 

(e) Not kept in a form which permits identification of Data Subjects for longer than is 

necessary for the purposes for which the data is Processed (Storage Limitation). 

(f) Processed in a manner that ensures its security using appropriate technical and 

organisational measures to protect against unauthorised or unlawful Processing and 

against accidental loss, destruction or damage (Security, Integrity and Confidentiality). 



 

  6 

(g) Not transferred to another country without appropriate safeguards being in place 

(Transfer Limitation). 

(h) Made available to Data Subjects and Data Subjects allowed to exercise certain rights in 

relation to their Personal Data (Data Subject's Rights and Requests). 

4.2 We are responsible for and must be able to demonstrate compliance with the data protection 

principles listed above (Accountability). 

5. LAWFULNESS, FAIRNESS, TRANSPARENCY 

5.1 Personal data must be Processed lawfully, fairly and in a transparent manner in relation to the Data 

Subject. 

5.2 You may only collect, Process and share Personal Data fairly and lawfully and for specified 

purposes. The UK GDPR restricts our actions regarding Personal Data to specified lawful 

purposes. These restrictions are not intended to prevent Processing, but ensure that we Process 

Personal Data fairly and without adversely affecting the Data Subject. 

5.3 The UK GDPR allows Processing for specific purposes, some of which are set out below: 

(a) the Data Subject has given his or her Consent; 

(b) the Processing is necessary for the performance of a contract with the Data Subject; 

(c) to meet our legal compliance obligations.; 

(d) to protect the Data Subject's vital interests; 

(e) to pursue our legitimate interests for purposes where they are not overridden because 

the Processing prejudices the interests or fundamental rights and freedoms of Data 

Subjects. ‘Legitimate interests’ should be interpreted narrowly, and a legitimate interest 

test is required in cases of new types of processing on this basis 

The purposes for which we process Personal Data for legitimate interests need to be set out in 

applicable Privacy Notices. 

5.4 You must identify and document the legal ground being relied on for each Processing activity. 

6. CONSENT 

6.1 A Data Controller must only process Personal Data on the basis of one or more of the lawful bases 

set out in the UK GDPR, which include Consent. 

6.2 A Data Subject consents to Processing of their Personal Data if they indicate agreement clearly 

either by a statement or positive action to the Processing. Consent requires affirmative action so 
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silence, pre-ticked boxes or inactivity are unlikely to be sufficient. If Consent is given in a document 

which deals with other matters, then the Consent must be kept separate from those other matters. 

6.3 Data Subjects must be easily able to withdraw Consent to Processing at any time and withdrawal 

must be promptly honoured. Consent may need to be refreshed if you intend to Process Personal 

Data for a different and incompatible purpose which was not disclosed when the Data Subject first 

consented. 

6.4 Unless we can rely on another legal basis of Processing, Explicit Consent is usually required for 

Processing Sensitive Personal Data, for Automated Decision-Making and for cross border data 

transfers. Usually we will be relying on another legal basis (and not require Explicit Consent) to 

Process most types of Sensitive Data. Where Explicit Consent is required, you must issue a Fair 

Processing Notice to the Data Subject to capture Explicit Consent. 

6.5 You will need to evidence Consent captured and keep records of all Consents so that the Company 

can demonstrate compliance with Consent requirements. 

7. TRANSPARENCY (NOTIFYING DATA SUBJECTS) 

7.1 The UK GDPR requires Data Controllers to provide detailed, specific information to Data Subjects 

depending on whether the information was collected directly from Data Subjects or from elsewhere. 

Such information must be provided through appropriate Privacy Notices or Fair Processing Notices 

which must be concise, transparent, intelligible, easily accessible, and in clear and plain language 

so that a Data Subject can easily understand them. 

7.2 Whenever we collect Personal Data directly from Data Subjects, including for human resources or 

employment purposes, we must provide the Data Subject with all the information required by 

the UK GDPR including the identity of the Data Controller and DPO, how and why we will use, 

Process, disclose, protect and retain that Personal Data through a notice which must be presented 

when the Data Subject first provides the Personal Data. Notices used for students and employees 

respectively can be provided on request.  

7.3 When Personal Data is collected indirectly (for example, from a third party or publically available 

source), you must provide the Data Subject with all the information required by the UK GDPR as 

soon as possible after collecting/receiving the data. You must also check that the Personal Data 

was collected by the third party in accordance with the UK GDPR and on a basis which 

contemplates our proposed Processing of that Personal Data. 

7.4 You must comply with the Company's guidelines on drafting Privacy Notices. 
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8. CLOUD PROVIDERS 

8.1 Where Study Group uses Cloud services, we retain responsibility as the Data Controller for any 

data it puts into the service and can consequently be fined for any Data Breach, even if this is the 

fault of the Cloud service provider. Study Group will also bear the responsibility for contacting 

Information Commissioner’s Office concerning the Data Breach, as well as any affected individual. 

To ensure we have provided adequate measures to prevent a Data Breach we have the following 

stipulations: 

(a) Cloud services used to process personal data will be expected to have ISO27001 

certification or otherwise being able to demonstrate information security, with adherence 

to the standard considered the best way of a supplier proving that it has met the UK GDPR 

principle of privacy by design, and that it has considered information security throughout 

its service model. Any request for exceptions will be considered by the DPO.  

(b) Cloud providers must be subject to a data processing agreement that complies with Article 

28 UK GDPR and, where based in third countries, standard contractual clauses. 

 

9. PURPOSE LIMITATION 

9.1 Personal Data must be collected only for specified, explicit and legitimate purposes. It must not be 

further Processed in any manner incompatible with those purposes. 

9.2 You cannot use Personal Data for new, different or incompatible purposes from that disclosed when 

it was first obtained unless you have informed the Data Subject of the new purposes and they have 

Consented where necessary. 

10. DATA MINIMISATION 

10.1 Personal Data must be adequate, relevant and limited to what is necessary in relation to the 

purposes for which it is Processed. 

10.2 You may only Process Personal Data when performing your job duties requires it. You cannot 

Process Personal Data for any reason unrelated to your job duties. 

10.3 You may only collect Personal Data that you require for your job duties: do not collect excessive 

data. Ensure any Personal Data collected is adequate and relevant for the intended purposes. 

10.4 You must ensure that when Personal Data is no longer needed for specified purposes, it is deleted 

or anonymised. 



 

  9 

11. ACCURACY 

11.1 Personal Data must be accurate and, where necessary, kept up to date. It must be corrected or 

deleted without delay when inaccurate. Data Subjects have the right to have any errors rectified. 

11.2 You will ensure that the Personal Data we use and hold is accurate, complete, kept up to date and 

relevant to the purpose for which we collected it. You must check the accuracy of any Personal 

Data at the point of collection and at regular intervals afterwards. You must take all reasonable 

steps to destroy or amend inaccurate or out-of-date Personal Data. 

12. STORAGE LIMITATION 

12.1 Personal Data must not be kept in an identifiable form for longer than is necessary for the purposes 

for which the data is processed. 

12.2 You must not keep Personal Data in a form which permits the identification of the Data Subject for 

longer than needed for the legitimate business purpose or purposes for which we originally 

collected it including for the purpose of satisfying any legal, accounting or reporting requirements. 

12.3 The Company will maintain retention policies, including a global retention schedule, and 

procedures to ensure Personal Data is deleted after a reasonable time for the purposes for which 

it was being held, unless a law requires such data to be kept for a minimum time.  

12.4 You will take all reasonable steps to destroy or erase from our systems all Personal Data that we 

no longer. This includes requiring third parties to delete such data where applicable. 

12.5 You will ensure Data Subjects are informed of the period for which data is stored and how that 

period is determined in any applicable Privacy Notice. 

13. REMOTE WORKING  

13.1 When Remote Working you will be utilising Study Group provided devices or your personal devices.  

You must only store data on Study Group devices or on Study Group approved cloud storage 

providers (i.e. Study Group Dropbox or Study Group OneDrive). You must not store any Study 

Group data on your personal devices or on cloud storage providers that have not been approved 

by Study Group.  

13.2 You will uphold reasonable standards of security at all times (i.e. by ensuring that you leave your 

devices locked (e.g. Windows Key + L) when not in use and by ensuring any hard copy documents 

are locked away in storage when not required.  

13.3 If you have any queries regarding your data protection obligations whilst Remote Working , please 

contact the legal team at privacy@studygroup.com. 
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14. INFORMATION SECURITY, INTEGRITY AND CONFIDENTIALITY 

14.1 Personal Data must be secured by appropriate technical and organisational measures against 

unauthorised or unlawful Processing, and against accidental loss, destruction or damage. 

14.2 We will develop, implement and maintain safeguards appropriate to our size, scope and business, 

our available resources, the amount of Personal Data that we own or maintain on behalf of others 

and identified risks (including use of encryption and Pseudonymisation where applicable). We will 

regularly evaluate and test the effectiveness of those safeguards to ensure security of our 

Processing of Personal Data. 

14.3 You are responsible for protecting the Personal Data we hold. You must implement reasonable and 

appropriate security measures against unlawful or unauthorised Processing of Personal Data and 

against the accidental loss of, or damage to, Personal Data. You must exercise particular care in 

protecting Sensitive Personal Data from loss and unauthorised access, use or disclosure. 

14.4 You must comply with and not attempt to circumvent the administrative, physical and technical 

safeguards we implement and to protect Personal Data from the point of collection to the point of 

destruction 

14.5 You must follow all procedures and technologies we put in place to maintain the security of all 

Personal Data.  

14.6 You must maintain data security by protecting the confidentiality, integrity and availability of the 

Personal Data, defined as follows: 

(a) Confidentiality means that only people who have a need to know and are authorised to 

use the Personal Data can access it. 

(b) Integrity means that Personal Data is accurate and suitable for the purpose for which it is 

processed. 

(c) Availability means that authorised users are able to access the Personal Data when they 

need it for authorised purposes. 

14.7 You must ensure that you handle Personal Data in accordance with its classification level and must 

abide by any contractual requirements, policies, procedures or systems for meeting those 

responsibilities. The following information classifications have been adopted by us which underpin 

the principles of information security:  
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Security Level  Definition  Examples  FOIA2000 exemption  

1. Confidential  Normally accessible 
only to specified 
members of Study 
Group employees. 
Should be stored in an 
encrypted state or with 
appropriate security 
safeguards;  

Sensitive Personal Data 
(which includes 
racial/ethnic origin, 
political opinion, 
religious beliefs, trade 
union membership, 
physical/mental health 
condition, sexual life, 
criminal record) 
passwords;  
large aggregates of 
personally identifying 
data (>1000 records) 
including elements such 
as name, address, 
telephone number.  

Subject to significant 
scrutiny in relation to 
appropriate exemptions/ 
public interest and legal 
considerations.  

2. Restricted  Normally accessible 
only to specified 
members of Study 
Group employees 

Personal Data which is 
information that 
identifies living 
individuals including 
home addresses, age, 
telephone number, 
schools attended, 
photographs, grades 
attained); 
  

Subject to significant 
scrutiny in relation to 
appropriate exemptions/ 
public interest and legal 
considerations.  

3. Internal Use  Normally accessible 
only to members of 
Study Group staff and 
the student body  

Communications 
between employees 
where intended for a 
wider circle of 
recipients, decisions 
about students being 
admitted,  

Subject to scrutiny in 
relation to appropriate 
exemptions/ public 
interest and legal 
considerations  

4. Public  Accessible to all 
members of the public  

Annual accounts,  
minutes of statutory and 
other formal 
committees,  
Information available on 
the Study Group 
website or through the 
Study Group’s 
Publications.  

Freely available on the 
website or through the 
Study Group’s 
Publication Scheme.  

15. MONITORING OF EMPLOYEE ACTIVITIES 

15.1 Monitoring of emails and other online or offline activities may be undertaken where proportionate 

in order to prevent or investigate abuse of students or staff, the leaking of confidential information 

or neglect of duties in the course of employment. 

15.2 Where such monitoring is undertaken, it shall be under permission of the senior management and 

duly documented. 
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16. REPORTING A DATA BREACH 

16.1 The GDPR requires Data Controllers to notify certain Data Breaches to the applicable regulator 

and, in certain instances, the Data Subject. 

16.2 We have put in place procedures to deal with any suspected Data Breach and will notify Data 

Subjects or any applicable regulator where we are legally required to do so. 

16.3 If you know or suspect that a Data Breach has occurred, do not attempt to investigate the matter 

yourself. Immediately contact your line manager and the DPO. You should preserve all evidence 

relating to the potential Data Breach. 

17. TRANSFER LIMITATION 

17.1 The UK GDPR restricts data transfers to countries outside the UK in order to ensure that the level 

of data protection afforded to individuals by the UK GDPR is not undermined. You transfer Personal 

Data originating in one country across borders when you transmit, send, view or access that data 

in or to a different country. 

17.2 You may only transfer Personal Data outside the UK if one of the following conditions applies: 

(a) the UK has issued a decision confirming that the country to which we transfer the Personal 

Data ensures an adequate level of protection for the Data Subjects' rights and freedoms; 

(b) appropriate safeguards are in place such as binding corporate rules (BCR), standard 

contractual clauses approved for use in the UK, an approved code of conduct or a 

certification mechanism, a copy of which can be obtained from the DPO; 

(c) the Data Subject has provided Explicit Consent to the proposed transfer after being 

informed of any potential risks; or 

(d) the transfer is necessary for one of the other reasons set out in the UK GDPR including 

the performance of a contract between us and the Data Subject, reasons of public 

interest, to establish, exercise or defend legal claims or to protect the vital interests of the 

Data Subject where the Data Subject is physically or legally incapable of giving Consent 

and, in some limited cases, for our legitimate interest. 

18. DATA SUBJECT'S RIGHTS AND REQUESTS 

18.1 Data Subjects have rights when it comes to how we handle their Personal Data. These include 

rights to: 

(a) withdraw Consent to Processing at any time; 

(b) receive certain information about the Data Controller's Processing activities and request 

access to their Personal Data that we hold (Subject Access Requests); 
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(c) request rectification of inaccurate or incomplete data, including by means of providing a 

supplementary statement; 

(d) prevent our use of their Personal Data for direct marketing purposes; 

(e) ask us to erase Personal Data if it is no longer necessary in relation to the purposes for 

which it was collected or Processed or to rectify inaccurate data or to complete incomplete 

data. In case of any published data, this may require us to ask the same from other data 

controllers who make the same data available online; 

(f) restrict Processing in specific circumstances – which may require DPO’s advice; 

(g) challenge Processing which has been justified on the basis of our legitimate interests or 

in the public interest; 

(h) request a copy of an agreement under which Personal Data is transferred outside of the 

UK; 

(i) object to decisions based solely on Automated Processing, including profiling (ADM); 

(j) prevent Processing that is likely to cause damage or distress to the Data Subject or 

anyone else; 

(k) be notified of a Data Breach which is likely to result in high risk to their rights and 

freedoms; 

(l) make a complaint to the relevant supervisory authority (e.g the Information 

Commissioner’s Office in the UK); and 

(m) in limited circumstances, receive or ask for their Personal Data to be transferred to a third 

party in a structured, commonly used and machine readable format. 

18.2 You must verify the identity of an individual requesting data under any of the rights listed above (do 

not allow third parties to persuade you into disclosing Personal Data without proper authorisation). 

18.3 You must immediately forward any Data Subject request you receive to the DPO. 

19. STUDY GROUP’S ACCOUNTABILITY 

19.1 The Data Controller must implement appropriate technical and organisational measures in an 

effective manner, to ensure compliance with data protection principles. The Data Controller is 

responsible for, and must be able to demonstrate, compliance with the data protection principles. 

19.2 The Company must have adequate resources and controls in place to ensure and to document UK 

GDPR compliance including: 

(a) appointing a suitably qualified DPO and an executive accountable for data privacy; 

(b) completing DPIAs where Processing might present a high risk to rights and freedoms of 

Data Subjects and/or this is required by UK GDPR or the ICO guidance; 
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(c) integrating data protection into internal documents including this Policy, Related Policies 

and Privacy Notices; 

(d) regularly training Company Personnel on the UK GDPR, this Policy, 

Related Policies and Privacy Notices and data protection matters including, for example, 

Data Subject's rights, Consent, legal basis, DPIA and Data Breaches. The Company must 

maintain a record of training attendance by Company Personnel; and 

(e) regularly testing the privacy measures implemented and conducting periodic reviews and 

audits to assess compliance, including using results of testing to demonstrate compliance 

improvement effort. 

20. RECORD KEEPING 

20.1 The UK GDPR requires us to keep full and accurate Record of all our data Processing activities. 

20.2 You must keep and maintain accurate corporate records reflecting our Processing including records 

of Data Subjects' Consents and procedures for obtaining Consents. 

20.3 These records should include, at a minimum, the name and contact details of the Data Controller 

and the DPO, clear descriptions of the Personal Data types, Data Subject types, Processing 

activities, Processing purposes, third-party recipients of the Personal Data, Personal Data storage 

locations, Personal Data transfers, the Personal Data's retention period and a description of the 

security measures in place. In order to create such records, data maps should be created which 

should include the detail set out above together with appropriate data flows. 

21. TRAINING AND AUDIT 

21.1 We are required to ensure all Company Personnel have undergone adequate training to enable 

them to comply with data privacy laws. We must also regularly test our systems and processes to 

assess compliance. 

21.2 You must undergo all mandatory data privacy related training and ensure your team undergo 

similar mandatory training. 

21.3 You must regularly review all the systems and processes under your control to ensure they comply 

with this Policy and check that adequate governance controls and resources are in place to ensure 

proper use and protection of Personal Data. 

22. DATA PROTECTION IMPACT ASSESSMENT (DPIA) 

22.1 We are required to implement measures when Processing Personal Data by implementing 

appropriate technical and organisational measures (like Pseudonymisation) in an effective manner, 

to ensure compliance with data privacy principles. 
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22.2 You must assess what measures can be implemented on all programs/systems/processes that 

Process Personal Data by taking into account the following: 

(a) the state of the art; 

(b) the cost of implementation; 

(c) the nature, scope, context and purposes of Processing; and 

(d) the risks of varying likelihood and severity for rights and freedoms of Data Subjects posed 

by the Processing. 

Data controllers must also conduct DPIAs in respect to high risk Processing. 

You should conduct a DPIA (and discuss your findings with the DPO) when implementing 

major system or business change programs involving the Processing of Personal Data 

including: 

(e) use of new technologies (programs, systems or processes), or changing technologies 

(programs, systems or processes); 

(f) Automated Processing including profiling and ADM; 

(g) large scale Processing of Sensitive Data; and 

(h) large scale, systematic monitoring of a publicly accessible area. 

22.3 A DPIA must include: 

(a) a description of the Processing, its purposes and the Data Controller's legitimate interests 

if appropriate; 

(b) an assessment of the necessity and proportionality of the Processing in relation to its 

purpose; 

(c) an assessment of the risk to individuals; and 

(d) the risk mitigation measures in place and demonstration of compliance. 

23. AUTOMATED PROCESSING (INCLUDING PROFILING) AND AUTOMATED DECISION-

MAKING 

23.1 Generally, ADM is prohibited when a decision has a legal or similar significant effect on an individual 

unless: 

(a) a Data Subject has Explicitly Consented; 

(b) the Processing is authorised by law; or 

(c) the Processing is necessary for the performance of or entering into a contract. 
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23.2 If certain types of Sensitive Data are being processed, then grounds (b) or (c) will not be allowed 

but such Sensitive Data can be Processed where it is necessary (unless less intrusive means can 

be used) for substantial public interest like fraud prevention. 

23.3 If a decision is to be based solely on Automated Processing (including profiling), then Data Subjects 

must be informed when you first communicate with them of their right to object. This right must be 

explicitly brought to their attention and presented clearly and separately from other information. 

Further, suitable measures must be put in place to safeguard the Data Subject's rights and 

freedoms and legitimate interests. 

23.4 We must also inform the Data Subject of the logic involved in the decision making or profiling, the 

significance and envisaged consequences and give the Data Subject the right to request human 

intervention, express their point of view or challenge the decision. 

23.5 A DPIA must be carried out before any Automated Processing (including profiling) or ADM activities 

are undertaken. 

24. DIRECT MARKETING 

24.1 We are subject to certain rules and privacy laws when marketing to our customers. 

24.2 For example, a Data Subject's prior Consent is required for electronic direct marketing (for example, 

by email, text or automated calls). The limited exception for existing customers known as "soft opt 

in" allows organisations to send marketing texts or emails if they have obtained contact details in 

the course of a sale to that person, they are marketing similar products or services, and they gave 

the person an opportunity to opt out of marketing when first collecting the details and in every 

subsequent message. 

24.3 The right to object to direct marketing must be explicitly offered to the Data Subject in an intelligible 

manner so that it is clearly distinguishable from other information. In principle, it should be a one-

click option on each email sent, or any such statement made during a call. 

24.4 A Data Subject's objection to direct marketing must be promptly honoured. If a customer opts out 

at any time, their details should be suppressed as soon as possible. Suppression involves retaining 

just enough information to ensure that marketing preferences are respected in the future. 

25. SHARING PERSONAL DATA 

25.1 Generally we are not allowed to share Personal Data with third parties unless certain safeguards 

and contractual arrangements have been put in place. 

25.2 You may only transfer Personal Data to third-party service providers who agree to comply with the 

required policies and procedures and who agree to put adequate measures in place, as requested. 
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25.3 You may only share the Personal Data we hold with an, employee, agent or representative of our 

group (which includes our subsidiaries and our ultimate holding company along with its 

subsidiaries) if the recipient has a job-related need to know the information, which is compatible 

with the purpose of the data being collected, and the transfer complies with any applicable cross-

border transfer restrictions. 

25.4 You may only share the Personal Data we hold with third parties, such as our service providers if: 

(a) they have a need to know the information for the purposes of providing the contracted 

services, which is compatible with the purpose of the data being collected; 

(b) they have a legal right to obtain such data as data controllers or recipients, or we have 

with them a data processor agreement in place (can be governed by their standard terms) 

that complies with Article 28 UK GDPR; 

(c) sharing the Personal Data complies with the Privacy Notice provided to the Data Subject 

and, if required, the Data Subject's Consent has been obtained; 

(d) the third party has agreed to comply with the required data security 

standards, policies and procedures and put adequate security measures in place; and 

(e) the transfer complies with any applicable cross border transfer restrictions.  

 

26. CHANGES TO THIS POLICY 

26.1 We reserve the right to change this Policy at any time without notice to you so please check back 

regularly to obtain the latest copy of this Policy. The Policy will always be accessible to our 

employees and other Company Personnel. 

26.2 This Policy does not override any applicable national data privacy laws and regulations in countries 

where the Company operates. Certain countries may have localised variances to this Policy which 

are available upon request to the DPO. 

26.3 If you have any queries related to this policy, please contact the legal team at 

privacy@studygroup.com or the DPO at dpo@aphaia.co.uk.  

mailto:privacy@studygroup.com
mailto:dpo@aphaia.co.uk


Business function Purpose of processing

Collected at 

(Recruitment, Annually, on 

request etc.)

Categories of 

individuals
Categories of personal data

Study Group Global 

Retention Schedule

Marketing - Digital

Student Recruitment - Campaigns, 

Targeted Adverts and Website 

Personalisation 

Online Forms/Social Media Prospective Students
Cookie and website data,Sitecore, 

heatmap and google analytics data
6 years

Sales/ Marketing Recruitment 

Recruitment events, Student 

interest / online behaviour/ 

Application form

Prospective Students 
Contact Details (email, name, 

telephone, address)
6 years

Sales and Marketing Recruitment 

Recruitment events, Student 

interest / online behaviour/ 

Application form

Prospective Students 
Personal Information (Name, DOB, 

Nationality, Citizenship) 
6 years

Marketing - Paid Media

Student Recruitment - Campaigns, 

Targeted Adverts and Website 

Personalisation 

Online Forms/Social Media Prospective Students 
Personal Information (Name, DOB, 

Nationality, Citizenship) 
7 years

Sales and Marketing 

Student Recruitment - Campaigns, 

Targeted Adverts and Website 

Personalisation 

Student interest / online behaviour Prospective Students Fee Source 18 months from refusal 

Sales Recruitment Application form Prospective Students 
Previous education, qualifications, 

portfolio
18 months from refusal 

Sales / Admissions Recruitment 

Recruitment events, Student 

interest / online behaviour/ 

Application form

Prospective Students 
Visa Application Evidence  (Passport, 

Bank statements, Proof of address, etc.) 
18 months from refusal 

Sales Recruitment Online application forms Prospective Students Parent/Guardian Data 18 months from refusal 

Admissions Application Application Students with Offer
Pre CAS Interview - prior to UKVI 

version
18 months from competion of 

the Pre-Cas interview

Admissions Application Application Students with Offer

SPECIAL CATEGORY: Accommodation 

Preference Data (Gender, Nationality, 

Allergies, Religion) 

If a no show delete after 1 

term/semester

On completion of course 

Admissions Application Application Students with Offer
SPECIAL CATEGORY: Health/Medical  

Declaration Forms 

If a no show delete at half term 

point 

College Nurse deletes once on 

NHS system, in other systems on 

completion of course

 

25th or 26th birthday of student. 

RETENTION SCHEDULE - STUDENT DATA



Business function Purpose of processing

Collected at 

(Recruitment, Annually, on 

request etc.)

Categories of 

individuals
Categories of personal data

Study Group Global 

Retention Schedule

RETENTION SCHEDULE - STUDENT DATA

Admissions Application Application Students with Offer
Documents for CAS (Visa) application 

(inc Bank Statements) 
18 months 

Admissions Application Application Students with Offer College Gaurdians Form 12 months after the age of 18 

Accommodation Application Post Confirmation Confirmed Students 
Accommodation Contracts/ Tenancy 

Agreements 
12 months from the end of 

Academic Year 

Accommodation Application Post Confirmation Confirmed Students Offer Letter (Signed) 18 months 

Admissions 
Arrival, Visa Compliance, 

Safeguarding 
Post Confirmation Current Students Flight details (Online Form) or Via Email

4 Years from completion of 

course

Finance - Head Office Sponsor Payment Post Confirmation Current Students Financial guarantee letters 7 Years

Campus Induction forms Induction Current Students 
Personal Information (Name, DOB, 

Nationality, Citenzenship, ) 
1 year from date of receival and 

then destroy

Campus Induction forms Induction Current Students 

Contact Details (email, name, 

telephone, address, UK Address and 

Telephone)

1 year from date of receival and 

then destroy

Campus Baseline Testing Induction Current Students Baseline Testing Results Data 7 years from course completion 

Finance/ Campus Booking Information Application/During Studies Current Students 

Booking Data (Courses, Accommodation 

details, Booking Changes, Financial 

statememnts) 

7 Years

Finance - Head Office Receipting payments Point of payment Students
Payment Information (receipts, refunds, 

transactions) 
7 Years

Campus Visa Compliance On Arrival Students
Original Copies of Visa, BRP (biometric 

residence permit), Passport 
4 Years from completion of 

course

Campus 
Recording welfare concerns or 

incidents
During Studies Students

SPECIAL CATEGORY: GP forms (Nursing 

Assessment Form) 
Delete after sending - record in 

critical incident register

Campus Safeguarding On Arrival Students 
SPECIAL CATEGORY: Post Arrival Health 

Declaration Form ISC Only: On completion of 

course 

Campus 
Record of Attendance, Visa 

Compliance 
During studies Students Attendance data 

4 Years from completion of 

course

Campus Termly Reporting During studies Students RPAG reporting, End of Term Reports 2 years from course completion 

Campus 
Recording welfare concerns or 

incidents
During studies Students

SPECIAL CATEGORY: Behavioural Data 

(Incidents) 
6 years after action completed



Business function Purpose of processing

Collected at 

(Recruitment, Annually, on 

request etc.)

Categories of 

individuals
Categories of personal data

Study Group Global 

Retention Schedule

RETENTION SCHEDULE - STUDENT DATA

Campus 
Recording welfare concerns or 

incidents
During Studies 

Students (inc Non Group 

Summer Students) 

SPECIAL CATEGORY: Welfare Data 

(Pastoral collected during study) 
6 years after action completed

Campus 
Recording welfare concerns or 

incidents
During Studies Students 

SPECIAL CATEGORY: Welfare Data on 

Child Protection (collected during study) 
30 years from DOB (CPS) 

IT 
Recording welfare concerns or 

incidents
During Studies Students

Data on Internet access linked to 

safegaurding (harmful websites) 
Rolling basis on network 

(hardware restrcitions) 

Campus Academic Records During studies Students

Summative Academic Data 

(Assessments, Results and Feedback 

and moderated work) 

7 years from course completion 

Campus Academic Records During studies Students
Formative Academic Data 

(Assessments, Results and Feedback) 

2 years  from the Academic Year 

End, students should be 

encouraged to collect. 

In case of Academic Appeal. 

Campus Academic Records During studies Students
Academic Data (Results, Exam Board 

Data ) 
7 years from course completion 

Campus Academic Records During studies Students Final Transcripts / Certificates 120 years from birth 

Campus Academic Records During studies Students
Online Academic Data (Blogs, 

Assessments, Results and Feedback) 
5 years

Campus ID creation/ ID Cards Induction Students Student photographs
Deactivate and delete on 

completion

Campus Academic Support During Studies Students
Special Educational Needs Data and 

Reports 
6 years 

Campus Academic During Studies Students
Exam Papers and Exam Hall 

notes/Reports  (Moderated) 
2 years from end of Academic 

Cycle 

Campus Academic During Studies Students

Exam Papers and Exam Hall 

notes/Reports  (unmoderated and 

marked by students) 

1 year and then destroy

Campus UCAS Applications (Bellerbys) During studies Students
UCAS application forms and personal 

statements 
n/a

Marketing - Creative 

Services
Content producing During and post studies Students Video content Until consent is revoked

Marketing - Creative 

Services/  Campus 
Content producing During and post studies Students Social Media Until consent is revoked



Business function Purpose of processing

Collected at 

(Recruitment, Annually, on 

request etc.)

Categories of 

individuals
Categories of personal data

Study Group Global 

Retention Schedule

RETENTION SCHEDULE - STUDENT DATA

Marketing - Creative 

Services
Content producing During and post studies Students Professional photos Until consent is revoked

Marketing - Creative 

Services
Content producing During and post studies Students

Model Release Form (Personal Data, 

Contact Details, Location, Course) 
Until consent is revoked

Campus Refunds During Study / completion of course Students Bank account data 6 months post completion 

Campus Progression data End of study Students

Progression data and outcomes (Inc 

Gender, Nationality, Age, Grades, 

comparsion with last year) 

Anonymise at the end of the 

Academic Year for reporting 

Campus Visa Compliance 
Completion of course or at 

Termination 
Students Exit Flight details

4 Years from completion of 

course

Marketing - Product
Results publishing.  Pricing and 

product development
During and post studies Students

Student data statistics and results 

(Named)
Until consent is withdrawn

Reporting Business Intelligence Reporting During Studies Students
Personal Information (Name, DOB, 

Nationality, Citizenship) 

Pseudonymisation at end of the 

Academic Year for reporting OR 

if Personal Data required  during 

studies anonymise after 12 

months from course completion 

Reporting Business Intelligence Reporting During Studies Students Booking and Study Information (anon)

Pseudonymisation at end of the 

Academic Year for reporting OR 

if Personal Data required  during 

studies anonymise after 12 

months from course completion 

Reporting College guardian reporting During Studies Students Parent/Guardian Data

Pseudonymisation at end of the 

Academic Year for reporting OR 

if Personal Data required  during 

studies anonymise after 12 

months from course completion 



Business function Purpose of processing

Collected at 

(Recruitment, Annually, on 

request etc.)

Categories of 

individuals
Categories of personal data

Study Group Global 

Retention Schedule

RETENTION SCHEDULE - STUDENT DATA

Reporting
Study Global - Ad Hoc Operational 

Reports 
During and Post studies Students Variable 

Pseudonymisation at end of the 

Academic Year for reporting OR 

if Personal Data required  during 

studies anonymise after 12 

months from course completion 

Campus Academic Records During Studies Students SPECIAL CATEGORY: Disciplinary Data 6 years from last action on case

Campus Academic Records During Studies Students 
SPECIAL CATEGORY: Appeals and 

Complaints 
6 years from last action on case

Campus Academic Records During Studies Students 
SPECIAL CATEGORY: Mitigating 

circumstances forms
6 years from last action on case

Campus Academic Records During Studies Students 
SPECIAL CATEGORY: Escalation Protocol 

Forms 
6 years from last action on case

Marketing Marketing During Studies/Post Completion Students 
Names, Grades, Success Story, 

Institution of further study 
Until consent is withdrawn

Multiple Reporting  - Core Student File Post Completion Completed Students 
SID,  name, centre, dates studied, 

course (s), Modules, outcomes
120 years from birth 
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