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What are the Australian
Privacy Principles®

The Australian Privacy Principles (APPs) form the fundamental basis of privacy
protection within the Privacy Act of 1988.

Within the APPs, there are 13 main principles setting standards, rights and obligations,
including the following:

> The collection, usage, and disclosure of personal information

> The governance and accountability requirements

> Theintegrity of personal information

> The right to access one’s personal information

For more information about the APPs, see
the Office of the Australian Information Commissioner.

The personal data we collect

We store only necessary personal information about our users. Detailed information

on what personal information we collect and why is available in our Privacy polic

and Cookies policy.

If you have any questions regarding Kontent.ai’'s APP compliance, please do not hesitate
to contact us at any time.
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APP 1: Open and transparent management
of personal information

This principle ensures that APP entities manage personal information

in a transparent way.

Kontent.ai is committed to protecting your personal information. Whenever you provide
such information, we will only use your information in line with all applicable data

protection laws, including the General Data Protection Regulation. Your information

will be kept in a secure environment, and access to it will be restricted according to
the ‘need to know’ principle.

The complete Privacy Policy of Kontent.ai can be found
at https://kontent.ai/privacy/.

APP 2: Anonymity and pseudonymity

Individuals should be given the option by the APP entities not to identify themselves
if they so desire or to use a pseudonym.

Individuals using Kontent.ai resources have the option to remain anonymous or use

a pseudonym, as identity verification is not mandatory for accessing these resources.
This allows users to register and log in using a single-purpose email that does not
reveal their true identity. Thanks to that, the account cannot be connected with other

applications registered with the owner’s primary email.

APP 3: Collection of solicited personal information

This principle defines when entities are allowed to collect solicited personal information.

APP entities must demonstrate the need for this data.

By the nature of headless CMS, Kontent.ai does not collect or process sensitive
personal information unless such information is entered into our systems as
content by our customers; in that case, the customer must ensure their compliance
with the applicable legislation, i.e., have the right to process such data or obtain

relevant consents.
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APP 4: Dealing with unsolicited personal information

This principle explains how APP entities should deal with unsolicited personal
information. This applies to information received by the entity without

a prior explicit request.

Kontent.ai application only processes personal information that is required for its
operation and customer use cases and has processes in place to properly dispose
of any unsolicited PIl received.

APP 5: Notification of the collection of
personal information

This principle specifies the situations under which APP entities collecting personal

information are required to inform an individual about specific matters.

The Kontent.ai Privacy Policy, which can be found at https://kontent.ai/privacy/,

contains all information about personal information processing.

APP 6: Use or disclosure of personal information

The APP entities are required to only use personal data relevant to the original purpose

for which it was collected.

No personal information is used or disclosed for purposes other than those covered
in the Kontent.ai Privacy Policy (https://kontent.ai/privacy/).

APP 7: Direct marketing

Based on this principle, organizations can only use or disclose personal information
for direct marketing purposes, provided that certain conditions are met.

We are processing your personal information based on the terms of conditions.
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APP 8: Cross-border disclosure of personal information

This principle defines the steps APP entities are to take to protect personal information
before disclosing it overseas. In such cases, entities are required to ensure the recipient

complies with the Australian Privacy Principles through contractual obligation.

Kontent.ai utilizes subprocessors of personal information overseas. In all applicable
cases, there is a relevant Data Protection Agreement or similar contractual framework
to ensure an adequate level of protection for personal information.

For more information, refer to:

> https://kontent.ai/learn/docs/architecture/behind-kontent-ai
> https://kontent.ai/learn/docs/security/personal-data-in-kontent-ai
> https://kontent.ai/privacy/

APP 9: Adoption, use or disclosure
of government-related identifiers

This principle explains the limited circumstances of cases where organizations may adopt
a government-related identifier of an individual as its own identifier or use or disclose

a government-related identifier of an individual.

Kontent.ai does not process government-related identifiers unless such information

is uploaded by the customer directly.

APP 10: Quality of personal information

All information received by an APP entity must be complete, accurate, and up to date,

and the entity must take reasonable steps to ensure this is the case.

Kontent.ai ensures that all personal information captured from individuals (e.g., user

activity in the system) is accurate and up-to-date.
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APP 11: Security of personal information

Based on this principle, APP entities are required to protect the personal information
they hold from misuse, interference, loss, unauthorized access, modification,

or unauthorized disclosure.

Kontent.ai has implemented organizational, physical, technical, and administrative
controls and safeguards to ensure ongoing confidentiality, integrity, and availability
of any customer data, including personal information.

Learn more about how organizations safeguard their brands with our enterprise-grade
security and governance.

APP 12: Access to personal information

This principle outlines the steps to be taken by an APP entity when individuals request
access to personal data retained by the entity. The requirement to provide access unless

a specific exception applies is included.

Kontent.ai provides access to personal data to individuals who request it.

APP 13: Correction of personal information

This principle explains the obligation of APP entities in relation to the correction

of the personal information they retain about individuals.

Kontent.ai has processes that correct any inaccuracies in personal information that

are brought to our attention.
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Australian Privacy
Principles

APP 1: Open

and transparent
management of
personal information

APP 2: Anonymity and
pseudonymity

APP 3: Collection
of solicited personal
information

APP 4: Dealing with
unsolicited personal
information

APP 5: Notification
of the collection of
personal information

APP 6: Use or
disclosure of personal
information

APP T: Direct
marketing

Kontent.ai Controls
and comments

The Privacy Policy of Kontent.ai can be
found at https://kontent.ai/privacy/.

Kontent.ai application supports
pseudonyms as login emails.

By the nature of headless CMS,
Kontent.ai does not collect or process
sensitive personal information.

Kontent.ai application only processes
personal information required for its
operation and customer use cases.

Kontent.ai Privacy Policy (https://
kontent.ai/privacy/) contains all
information about personal information
processing.

No personal information is used or
disclosed for purposes other than
those covered in the Kontent.ai Privacy
Policy (https://kontent.ai/privacy/).

For personal information processed
within Kontent.ai application, this data
is never used for direct marketing
purposes.

Kontent.ai
Recommendations

Customers should cover usage of
Kontent.ai in their privacy policy that
outlines what personal information will
be collected, how it will be used, and
who it will be shared with. The policy
should also provide clear instructions
on how individuals can access, correct,
or delete their personal information.

Customers should provide individuals
with options of anonymization or
pseudonymization with respect

to personal information processed
by Kontent.ai application

unless impracticable.

Customers should only collect and
process in the Kontent.ai application
personal information that is necessary,
depending on their use case.

Customers should take reasonable
steps to destroy or de-identify
unsolicited personal information within
the Kontent.ai application.

Customers should notify individuals

of the collection of their personal
information within Kontent.ai
application and the purposes for which
it will be used. This can be done in their
Privacy Policy.

Customers should only use or disclose
personal information within the
Kontent.ai application for purposes
other than those for which it was
collected.

Customers should ensure that any
direct marketing within the Kontent.

ai application is in compliance with the
relevant legislation and allow individuals
to opt out of receiving marketing
communications.
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Australian Privacy
Principles

APP 8: Cross-border
disclosure of personal
information

APP 9: Adoption,
use or disclosure of
government-related
identifiers

APP 10: Quality of
personal information

APP 11: Security of
personal information

APP 12: Access to
personal information

APP 13: Correction of
personal information

Kontent.ai Controls
and comments

Kontent.ai utilizes subprocessors of
personal information overseas. In all
applicable cases, there is a relevant
Data Protection Agreement or similar
contractual framework to ensure an

adequate level of protection for personal

information. For more information,
refer to https://kontent.ai/learn/docs/

architecture/behind-kontent-ai, https://

kontent.ai/learn/docs/security/personal-

data-in-kontent-ai and https://kontent.

ai/privacy/.

Kontent.ai does not process
government-related identifiers unless
such information is uploaded by the
customer directly.

Kontent.ai ensures that all personal
information captured from individuals
(e.g., user activity in the system) is
accurate and up-to-date.

Kontent.ai has implemented
organizational, physical, technical,
and administrative controls and
safeguards to ensure ongoing
confidentiality, integrity, and
availability of any customer data
including personal information.

Kontent.ai provides access to personal
data to individuals who request it.

Kontent.ai has processes that
correct any inaccuracies in personal
information that are brought to our
attention.

Kontent.ai
Recommendations

Customers are advised to review
cross-border disclosure requirements,
especially for multinational content
deliveries containing personal
information.

Customers should not adopt, use,
or disclose government-related
identifiers within Kontent.ai unless
permitted by law.

Customers should take reasonable
steps to ensure that personal
information within Kontent.ai
application is accurate, up-to-date,
and complete.

Customers should ensure that
Kontent.ai application is embedded
into the secure architecture of the
customer environment. All data entry
and output areas should be properly
secured.

Depending on the use case, Kontent.
ai application can be utilized to
retrieve the personal information of an
individual.

Customers should correct inaccurate
personal information in Kontent.

ai application directly, or contact
support if needed.
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Information in this whitepaper is for informational purposes only and does not
constitute legal advice. It discusses how Kontent.ai helps with compliance with key
requirements from the Australian Privacy Principles (APP). The information provided
is based on general principles of Australian laws and regulations as of the publication
date. The information provided in this Whitepaper may not reflect recent changes

in APP or legal interpretations. Readers are advised to consult legal professionals

for tailored advice and guidance. While efforts have been made to ensure accuracy,
no representation or warranty, express or implied, is made regarding completeness,
accuracy, reliability, or suitability. Kontent.ai is not liable for any direct, indirect,
incidental, consequential, punitive, or special damages arising out of or in connection
with the use of this Whitepaper or reliance on the information contained herein.
Customers are responsible for their own compliance with APP and any other
regulations and for ensuring that the Kontent.ai application is used in compliance

with applicable laws.
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About
Kontent.ai

Kontent.ai’s mission is to help the world’s leading organizations achieve an unparalleled
return on their content. In the industry’s first Al-powered CMS, content teams plan,
create, and optimize content and deliver it to any channel—quickly, securely, and flexibly.
Kontent.ai is designed to support organizations with exacting governance requirements,
often in highly regulated industries and with complex content value chains.

Tight permissions control all operations; enterprise-grade security and privacy keep
content safe. With a demonstrated ROI of 320%, Kontent.ai customers, including PPG,
Elanco, Zurich Insurance, Cadbury, and Oxford University, benefit from a measurable
step change in how their teams operate, increasing content velocity, mitigating risk,
and maximizing yield. Kontent.ai is a Microsoft partner, MACH Alliance member, and
recognized vendor by Gartner and Forrester. Learn more at: kontent.ai.

Want to see Kontent.ai in action®
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https://kontent.ai
https://kontent.ai/request-demo/
https://twitter.com/Kontent_ai
https://www.facebook.com/Kontentai
https://www.youtube.com/c/Kontentai
https://www.linkedin.com/company/kontentai/

