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This guide will help you to log on to all your different accounts.
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Your Student Number consists of 7 numbers and begins with a 2......
e.g. 2345678 (this is an example).

Your Durham ID (also known as your Durham Credentials or CIS
Username) consists of 4 letters and 2 numbers e.g., abcd12 (this is an
example).

To log into your Durham accounts (Teams, Learn Ultra, Durham emails)
you need to use abcdl2@durham.ac.uk (replace red writing with your
own ID).

Your Durham email address is name.familyname @durham.ac.uk
(replace red writing with your own name.familyname)

The email address linked to your Zoom, Insendi and Wiseflow account is
2...... @student.durhamisc.com
This account is NOT to be used as your email account.

You must always communicate with staff in centre using your
Durham email account (not your personal account).
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IT Check List

Please make sure you have completed each step.

O O 0O O

Have you...?

Activated your Multi Factor Authentication (MFA) on a separate mobile device
such as your mobile phone or tablet Steg 1.

Set up the Self-Service Password Reset and changed the temporary password
sent to you by Student Central Support (CSS) Step 2.

Your temporary password is made up of letters of your name and numbers from
your birthday.

If you have not completed this, then please do this now to prevent your account
being locked.

Uploaded your photograph. This will enable your campus card to be printed
Step 3.

Read and accepted the Terms & Conditions for the IT services you will be using

Step 3.

Logged on to your Durham emails S’reg 4.
Logged on to your Teams account Siep 5.
Logged on to your Learn Ultra account. Step 6.

Completed the mandatory form Step 7.




Step 1: Installing Your Multi Factor Authenticator - MFA BWVZS
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For security, you need to download the Microsoft Authenticator app on a
separate mobile device such as your smartphone.

Once you have downloaded the app on your smartphone, please follow
the instructions for installation on your computer.

Set up Multi-Factor Authentication (MFA)

The University use Multi-Factor Authentication for a large range of
services to provide an additional level of security (also known as Two-
Factor Authentication). It provides you with two 'factors' that are
needed to access a system (as opposed to a single factor in your
password): something you know (such as a password) and something
you have (such as a device).

We are rolling our MFA to a larger number of services, therefore we
require all staff and students to have MFA setup.

Find out more about MFA

Set up MFA now

Click Here

Click HERE to access Durham IT MFA information.

You will need to log in using abcdl2@durham.ac.uk (replace the red
writing with your own credentials).

Do not use the same device — it must be a separate device to your main
study device.

Do not activate it on a friend’s device.

When you are not on campus, you will be prompted at times to authorise
your activity using this app when logging in to any of your Durham
accounts.

If you change the device that you installed the MFA app on you will need
to follow this guidance. If you lose or break the device that you installed
the app on, then you will need to contact Durham IT for help in resetting
your Authenticator.

o (+44) 0191 334 1515 - Mon-Friday 8am-8pm)

« Click Here to watch a video guide to setting up your MFA

» If you are having problems, please click this link to contact the |IT
Service Desk



https://www.durham.ac.uk/about-us/professional-services/computing-information-services/support/multi-factor-authentication-mfa/
mailto:abcd12@durham.ac.uk
https://www.durham.ac.uk/media/durham-university/professional-services/cis/KnowledgeTemplate-ChangedeviceforMFA.docx
https://www.durham.ac.uk/about-us/professional-services/computing-information-services/support/
https://www.microsoft.com/en-us/videoplayer/embed/RE2MmQR
https://www.durham.ac.uk/about-us/professional-services/computing-information-services/support/
https://www.durham.ac.uk/about-us/professional-services/computing-information-services/support/

Step 2: Self-Service Password Reset

You now need to click on the Self Service Password Reset and change

the temporary password that you received from
DurhamISC.CSS@studygroup.com

Set up the Self-Service Password Reset Setting up Self-Service Password Reset
Make sure you don't get locked out by setting up the Self-Service

Password Reset tool.

Whether you forgot your password, you want to make it more
memorable, or it's been compromised, you can reset it yourself, as
long as you set your account up in advance.

Don't get locked out

Self-Service Password Reset

View a transcription of this video

This temporary password that you received from
DurhamISC.CSS@studygroup.com was a mixture of letters from your
name and numbers from your date of birth.

This is a temporary password; you must change your password to a
memorable one (please make a note of it somewhere safe).

The 15t 2 letters of your Family name (surname) in uppercase
Next the month of your birth as 2 numbers

Next the 15 2 letters of your first name (forename) in lowercase
Next the date of your birth as 2 numbers

(Replace the red writing above with your own details)

For example — william SHakespeare born 23 April
SH (1%t 2 letters of your family name in uppercase)
04 (April is the 4" month)

wi (15t 2 letters of your first name in lowercase)

23 (date of birth)

The above example password would be SHO4wi23



https://account.activedirectory.windowsazure.com/ChangePassword.aspx
mailto:DurhamISC.CSS@studygroup.com
mailto:DurhamISC.CSS@studygroup.com

Step 3: Upload Photo & Accept the IT Terms & Conditions

You now need to upload your photo and accept the IT Terms &
Conditions for your IT accounts. The photograph needs to be taken on a
plain background with no restrictions to your face.

Click Here

You will need to sign in with your Durham Username — abcd12 (replace
red writing with your own Durham username 4 letters and 2 numbers) and
your password (that you created in Step 2)
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Username

abcd12

Password

[ Don't Remember Login

Forgot your password? If you are having preblems using Unidesk please
call the IT Service Desk on 0191 3341515

ol
W Durham .
University
Use keywords fo search our services and FAQ'S Q
fe e e A R ittt e+ .G —

HOME > CAMPUS CARDS » STUDY CENTRE - CAMPUS CARD PHOTO UPLOAD

Study Centre - Campus Card Photo Upload

This form is to be used for International study centre students only

Caller

Name Pirhanla Gornnke

Telephone Number *

Email michaela.burnett@durham.ac.uk

Department Dl v cvww,y Centre

Campus card photo upload

Please upload a photo using the "Attach file" button below, your phatograph needs to be
in the following format:

= 198 wide x 239 high (pixels)

= File Type JPEG (.jpg file extension)

* The picture should be clear and in focus

= Head and shoulders passport style picture on a plain white background

= A picture of you looking straight at the camera (eyes open, no sunglasses or tinted
lenses) , ‘ Example - abcd12
= Your face should not be cbstructed by a hat or other items of clothing
* You should not wear clothing of similar colour to the background

Durham Username * /

Attachment =

il Attach file Ctrl+V/Cmd+V

Upload photograph

1 confirm the photo is a true likenass of myself

ves* 4= | Clickin box to confirm
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https://dur.unidesk.ac.uk/tas/public/ssp/content/serviceflow?unid=10db06e48bd04246b9e05ec4cf59d1e1&openedFromService=true

Step 3: continued ...

University regulations for the use of IT facilities

Durham University has approved a policy and regulations governing the use of all
Durham University computing facilities which can be found in the following
location https://www.dur.ac.uk/cis/policy/regulations/

In addition, Computing and Information Services has local regulations governing the use
of its own facilities. These are available on the CIS website (www.dur.ac.uk/cis/policy)

Agreement

I agree that my use of University IT facilities will be in accordance with the
aforementioned policies and regulations and I agree that if I breach these policies
and/or regulations then my account may be closed without notice.

Confirm *

\ Click in box to confirm
Click Submit | —

* Required fields

e Delaying this process will also delay receiving your campus card.

e You need to have your campus card to be able to access the
building (you will not be permitted to enter the building if you do not
have your campus card).

e Your campus must be worn on the lanyard provided, at all times on
campus, so that you can be identified as a student. If we cannot
identify you as a student, you may be asked to return to your
accommodation to collect your campus card.




Step 4: Log on To Your Durham Email/365 Account

This email account is where you will receive emails from us here in the
centre, and the email account that you must use to send emails to us.

It is very important that you activate this account and use it regularly, so
that you do not miss out on any important information.

Click here to access your office 365 account and emails.

You will need to use your Durham ID address to log on to your Durham
365 account:

e abcdl2@durham.ac.uk (replace the red writing with your own ID)

e Password = the new one that you have created in Step 2

Here you will find access to your One Drive, Emails and Teams.

Office

Click to access
apps

COnelrive

o
]
=]
=

Click to access /

your Durham g word It Excel

email account
m PowerPoint ml OneMote
. .
& SharePoint ﬁl Teams
& Sway m Forms

All apps

The emall address for this account is name.familyname@durham.ac.uk
(replace the red writing with your own name and family name)



https://www.office.com/?auth=2
mailto:abcd12@durham.ac.uk
mailto:name.familyname@durham.ac.uk

Step 5: Log on to Your Teams Account

Please make sure that you can now log onto your Teams account.

This platform will be where you will take part in online classes or
activities, receive online meetings and online APT sessions.

You can log onto Teams via your 365 account in Step 4 or click this link
Teams

You will need your Durham ID address to log on to Teams:

abcd12@durham.ac.uk (replace the red writing with your own ID)

Your password = the new one that you have created in Step 2

Office

Click to access

| your One Drive

<

o
=
]
=1

CneDrive

ﬂ Word It Excel
m PowerPoint ml OneMote

Click to access your
»
& SharePoint ﬁ Teams <——T— Teams Account

& Sway m Forms

All apps

If you have any problems accessing Microsoft Teams, please notify
durhamiscstudentsuppori@studygroup.com as soon as possible.

Please remember to include your student number 2...... and Durham ID
abcd12 when you send the email.



https://www.office.com/?auth=2
mailto:abcd12@durham.ac.uk
mailto:durhamiscstudentsupport@studygroup.com

Step 6: Log on to Your Learn Ultra (Blackboard) Account

Your next step is to log onto Learn Ultra g Learn Ultra

This is a platform for your learning materials, online exams/assignments,
and module information.

Click Here to access your Learn Ultra account.

You will need to use your Durham ID address to log on to Learn Ultra:
abcdl2@durham.ac.uk (replace the red writing with your own ID)

Your password = the new one that you have created in Step 2
You will have access to your teaching modules on here.

If you are not able to see your teaching modules on here, then please
notify durhamiscstudentsupport@studygroup.com

Please remember to include your student number 2...... and Durham ID
abcd12 when you send the email.

SharePoint

Once you start your course you will have access to a SharePoint Virtual
Reception (VR). This will contain valuable information for you regarding
Visa Compliance, Attendance, Welfare, Student Enrichment etc. You are
strongly advised to familiarise yourself regularly with its contents.

Q? Welfare

{\3 Student Enrichment

co° Induction & Progression

5 Accommodation Finance [ Online Guides & Technology Campus Information

Academic Information &

Assessment

Attendance and Timetable

EZ?L 3 v Visa Compliance
Documentation

.. Fun things to do while you're

@ Student Life in the UK -~
here



https://blackboard.durham.ac.uk/
mailto:abcd12@durham.ac.uk
mailto:durhamiscstudentsupport@studygroup.com
https://durhamuniversity.sharepoint.com/teams/DUISCVirtualReception?e=1%3A8177c3a9052c456aa7417fe6ea3389a4&OR=Teams-HL&CT=1656428011971&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA2MDYxNDgwNSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D
https://durhamuniversity.sharepoint.com/teams/DUISCVirtualReception?e=1%3A8177c3a9052c456aa7417fe6ea3389a4&OR=Teams-HL&CT=1656428011971&clickparams=eyJBcHBOYW1lIjoiVGVhbXMtRGVza3RvcCIsIkFwcFZlcnNpb24iOiIyNy8yMjA2MDYxNDgwNSIsIkhhc0ZlZGVyYXRlZFVzZXIiOmZhbHNlfQ%3D%3D

Step 7: Mandatory Forms

You now MUST make sure you have completed the following mandatory
form.

Please click the link below, complete the required information, and

submit your form — you will receive a receipt after you have submitted
your form and you only need to submit this form once.

Mandatory Form

Further information

You may have heard about Padlet, Insendi and WISEflow.

Insendi is a platform you will use for your English Lessons and your
WISEflow account is where you will take your English formative and
summative exams.

Once you have been added to the Insendi and Wiseflow accounts, you
will receive an email to activate your account to your study smart
address 2...... @student.durhamisc.com

Your default password for this account is your date of birth in the
following format — DDMMYYYY.

Padlet is an interactive learning aid mainly used in your teaching
sessions. Once you have been added to your Padlet account, you will
receive an activation email to your Durham emails.

You will be added to these platforms very soon, please be patient.
If you forget your passwords with both these accounts, you will be able

to click ‘forgot password’ and then you will receive an email with an
activation link to reset your password.



https://forms.office.com/r/JsU6yEwjrZ
https://forms.office.com/r/JsU6yEwjrZ

Email Information

Please remember your email etiquette when emailing staff in centre.

You will need to provide your student number and name —itis a good idea
to add this information to your signature banner on your emails.

e Open your email page.

e Click on your settings icon

Reading pane

e Click on signature

Signature
Default Font

Natifirations

e Enter the details you would like to see on your email banner and
click save.

Email signature
Select an account and customize your signature

Durham

] Apply to all accounts
Use an email signature
@ on
B I u A Calibri v12 v &> ©

Kind regards
Full Name (and ycur|preferred name if you wish)
Student Number: 2......

Durham ID: abed12
Course Code:

Save Cancel

Please remember not to email multiple departments or send an email
multiple times. This can delay your response time.

Please also remember that here in the UK our working week is Monday
to Friday.

If you email a department, they will aim to respond to you within 2 days
of the working day week.




Frequently Asked Questions

| already have created my Insendi/Wiseflow account, but it will not
let me log in —you can also use this solution if you are struggling
to log into any of your other accounts.

Your account may be remembering your Durham log in details and trying
to sign into your Insendi/Wiseflow with those details.

There are 3 ways you can sign in to stop this happening.

o Open a new browser and try your log in again.

o Use the following link to log out of your Durham account
https://login.microsoftonline.com/common/oauth2/logout

o Open a new tab in private view and this will prevent your
cookies remembering your Durham credentials (which will stop

you logging into your Insendi/WISEflow account. [ cicnee e sines orass

@ NewTab

@ Firefox —

@

Click new private window

| see a black screen when | try to log on to Learn Ultra.
Learn Ultra (Blackboard) has just logged you out due to inactivity.
Please click the white bar — Return to Login Page

Blackboard
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https://login.microsoftonline.com/common/oauth2/logout

Frequently asked questions continued ...

| cannot access my accounts because of the MFA.
If you are having problems logging into your accounts because of you

MFA then please refer to the MFA section - Click Here.

| have been locked out of my accounts as | have forgot my password.
For - Teams, Learn Ultra, and your Durham emails — contact IT Service
Desk

For — Insendi, WISEflow or Padlet — click ‘forgot password’ and you will
be emailed an activation email.

| have not received any information to log into my
Padlet/Insendi/Wiseflow

We are in the process of adding you to these platforms. This is usually
carried out during induction, but if you have not received any details by
the end of your second week — please contact
durhamiscstudentsupport@studygroup.com (please remember to
include your student ID — 2........ and Username abcd12).

Useful contacts

Student support helpdesk — Any questions you may have can be sent
here
durhamiscstudentsupport@studygroup.com

Student Experience — Questions relating to arrivals/departures,
accommodation after you have arrived, clubs, societies etc can be sent
here:

durhamiscstudentexperience@studygroup.com

Welfare — if you have anything that is worrying you, you need to talk or
have health concerns:
durhamiscwelfare@studyqgroup.com



https://durhamuniversity.sharepoint.com/sites/MyDigitalDurham/SitePages/Help-%26-Support.aspx
https://durhamuniversity.sharepoint.com/sites/MyDigitalDurham/SitePages/Help-%26-Support.aspx
mailto:durhamiscstudentsupport@studygroup.com
mailto:durhamiscstudentsupport@studygroup.com
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mailto:durhamiscwelfare@studygroup.com

