Administrator - First Time Configuration

1. Create the first administrator

— Navigate to https://<your_domain>/admin

@ FDSA Registration

Email

lawrence.setien@gmail.com

Create password

2. Sign in and setup your Multi Factor Authentication app

Note: If after scanning the MFA keeps failing, make sure the time in your phone and in the
server are in synch.



@ Mobile Authenticator Setup

You need to set up Mobile Authenticator to activate your account.
1. Install one of the following applications on your mobile:

o FreeOTP

o Google Authenticator

o Microsoft Authenticator

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the one-time code provided by the application and click Submit to
finish the setup.

One-time code *

3. Follow the first login set up steps
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Add license Describe your organization Connect data

Let's get set up

Enter your license code

Where do | find my license code? [

License key

Save & Continue Need help?
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Name of your appliance* Documentation URL*
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Description*

Save & Continue Need help?



4. The Overview Section

On this section Admins can get a quick view of the FDSA status, including pending
DAR and Tasks reviews.
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Contact Us Task Days In Queue Project Code Request Date Requester Status
data-profiler2 o project_level2 Jun 24, 2024, 7:04:14 PM lawrence setien@evalueserve.com QUARANTINED
.
Pending Data Access Requests | to review View
Access Request Days In Queue Dataset Request Date Requester Status
puoject level2 o test_dataset Jun 24, 2024, 7:10:43 PM lawrence setien@evalueserve com RECEIVED
project level? o test.dataset Jun 24, 2024, 7:10:42 PM lawrence.setien@evalueserve.com RECEIVED
test_dataset Jun 24,2024, 7:03:29 PM lawrence setien@evaluesarve com RECEIVED

project_leval2 o




5. The Data Access Requests section

- On the Data Access Requests section, you can find more detailed information
about the submitted DARs.

) lawrence.setien@gmail.c
(8) awrence.setien@gmail.com

Dashboard Data Access Req u ests

%} Whenever a researcher submits a Data Access Request, they will show up on this panel. Data Access Requests require your attention, and must be reviewed and approved before a researcher is permitted to st
Access tasks to FDSA.
Requests
Tasks a L o
Needs review Approved Rejected All Q Search
Users :
5:5‘3; Access Request In Queue Dataset Request Date Requester Status
Admin
Settings project level2 (o] test_dataset Jun 24, 2024, 6:32:17 PM lawrence.setien@evalueserve.com RECEIVED
project level2 o] test_dataset Jun 24, 2024, 6:32:156 PM lawrence.setien@evalueserve.com RECEIVED
Q project level2 (e] test_dataset Jun 24, 2024, 6:32:11 PM lawrence.setien@evalueserve.com RECEIVED
Help
Center
Items per page: 10 - 1-30of 3
Contact Us

- Click on the Access Request name to view the details of a specific DAR.
- On this window, you can Approve or Reject the DAR.
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Submitted: Jun 24, 2024, 6:32:17 PM Lorern \lpsum‘ do?or sit amet, consectetur
i:;g End Date for Request: Nov 27, 2025, 8:58:16 PM adipiscing elit. Vivamus lectus augue. Dataset Requested
Admin In Queue: O semper molestie lacinia fringilla, viverra vel e R
Settings N urna. Donec frinailla urna eaet tincidunt -
Requestor: lawrence lawrence.setien@evalueserve.com
Dataset Requested ID
Purpose
7042acf4-d39e-4e58-823-459275ba902d
m Scientific research
Tasks Trusted Level
Help
Center Trusted by Dataset
usted by proje 1 ed by dataset g
E Callback URL s
Contact Us

http:#localhost:5000/test

Note: There are two types of ‘trust’ mechanisms:
1. By dataset: Every task created under that dataset will go directly to
COMPLETE without needing a review.
2. By project: Every task created under that project code will go directly to
COMPLETE without needing a review.



6. The Tasks Section

In this section you can review Researcher submitted tasks.
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7. The Users Section

How to add a new FDSA user:
Go to the Users tab and click on “+ Add User”
Add the user email, role and click on “Add User”
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There are two primary user groups in FDSA. Administrators and Researchers. Administrators belong to the data owner organization. Administrators are responsible for reviewing approving data access requests and also review
an approving level 2 queries. Researchers are the end users what will be submitting data access requests and tasks. Researchers are automatically be added to FDSA any time a Data Access Request is approved for them.

‘ + Add User

Administrators Researchers Inactive Users All
.
Email Role Created Status Actions
lawrence.setien@gmail.com Administrator 24 Jun 2024 Q H
ttems per page: 10 - Hof1
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Users

There are two primary user groups in FDSA. Administrators and Researchers. Administrators belong to the data own
an approving level 2 queries. Researchers are the end users what will be submitting data access requests and tasks.
Add a user

Email Address*

| lawrence.setien@evalueserve.com |

Administrators Researchers Inactive Users All

Role*

| Administrator - |

Email Role

lawrence setien@gmail.com Administrator Add User

Note: The user will receive an email with the temporary credentials; after logging in,
they must set up the MFA and update the password.



Under “Actions” you can change the role, reset the MFA, and disable and/or
delete the user.

Administrators Researchers Inactive Users All | Q, Search. | + Add Use
.
Email Role Created Status Actions
lawrence.setien@evalueserve.com Administrator 24 Jun 2024 B
Switch to Researcher Role
lawrence.setien@gmail.com Administrator 24 Jun 2024

8. The Admin Settings tab

Disable user

ltems pe Reset MFA

Delete user

Settings

Data SMTP O ization Info istri Settings

Datasources & Datasets

Datasources are connections to PostgreSQL o other supported database servers. Datasets are the unique schemas residing on the database servers.
1. First add a Datasource connection to PostgreSQL.
2. Then select the Datasource and click "+ Add dataset”
3. Fill out the form and click "Save".
4. Datasets will be made available for remote or federated research.

Add new datasource
(O FDSA_TEST DB

Database type®
ataset

Ote

Connection string®

©) multi_tabie ‘

Server name*®

Port®

[ 5

Database name*

Deseription

l'w

Database user*

On the Settings section you can:

1.

®NOoOOR LN

Manage Datasource connections and Datasets
Manage the SMTP configuration

Update the FDSA organization information
Add or delete model registries

Add a DAR Webhook

Update your License

Manage token lifetime

Whitelist specific IPs to the different part of FDSA



8.1 The Data Tab

- FDSA Comes by default with a test data source already added
(FDSA_TEST_DB).

- Read the instructions on how to create a Datasource DB before adding it in
FDSA.

- Add the new Datasource in FDSA.

Datasources & Datasets

Datasources are connections to PostgreSQL or other supported database servers. Datasets are the unique schemas residing on the database servers.
1. First add a Datasource connection to PostgreSQL.
2. Then select the Datasource and click "+ Add dataset”.
3. Fill out the form and click “Save".
4. Datasets will be made available for remote or federated research.

() FDSA TEST DB Add new datasource

Database type* DB Host*
| PostgreSQL . | | fdsa_db
Server name/Friendly Name* Port*
test_database_fdsa | | 5432
Database name (Case sensitive)® Description
test_fdsa | this is a test database

Database user*

test_user |

Password®

N e

- Select the added Datasource
- Click on “+ Add dataset”
- Read these instructions to understand how to generate the Fair Data Steward

Token
- Complete the form and click on "Save”



New Dataset

Title (Friendly name)

| test_dataset

Schema Name

| test_dataset

Dataset Access Level

| Federated query- Level 2

Fair Data Steward Token @

2yJOeXAIOIJKVIGILC JAbGEIOIIUZIINiISImtpZCIBIVhZ
GNjMzZhLTESYZEtNDZmOCO4ANDVELWI4Y 21zYzZEANmU
E2S 100y Iabidin LMY O Tkl iz ) =

B Automatic Data Access Requests approval

D This is a synthetic/test/trusted DB. Do not quarantine tasks

Note: On this window you can also update and delete Datasources and Datasets.



8.2 The SMTP Tab

On this view you can test and update the SMTP configuration.
Settings

Data SMTP Organization Info Registries Advanced Settings

SMTP Configuration

These are the email settings FDSA will use when communicating with FDSA users. These settings are best set to your own organization, so that all FDSA email communications will be sent from your organization's email services.

SMTP Protocol® Default sender
| TS - | | fdsa.notify@gmail.com
Mail server*
smtp.gmail.com | Authentication required?
Port number* Username
| 587 | | fdsa.notify@gmail.com |
Display name Password
| FDSA | | Password |

B N

8.3 The Organization Info Tab

On this view you can update the information about your FDSA. This information will
be useful to the researcher.
Settings

Data SMTP Organization Info Registries Advanced Settings

Organization info

The information supplied here will be shown to researchers when they connect to your FDSA via the ADDI Query Builder Tool. Provide as much detail here as possible to help provide researchers with a sense of your organization an what it’s all abc

Name of your appliance* Documentation URL
test | tesi

QOrganization name* Description
tes | test

Contact email address*

test@email.com |




8.4 The Registries Tab

On this tab you can view the existent model registries to which your researchers will

have access to.
The FDSA Public Registry and FDSA Private Registry are added by default during the

installation.

Settings
Data SMTP Organization Info Registries Advanced Settings
Registries

Researchers use dockerized containers with Python or R programs (called models) to perform federated research calculations on data. These dockerized programs can be stored and retrieved from the Azure container registry. By default, FDSA includes two registries, which in most cases are all that are
needed. In most cases the registry page will not need to b edited. However, if desired, FDSA administrators can add a private registry for use by researchers.

FDSA Private Registry .
O o FDSA Public Registry a
(® FDSA Public Registry
Date created: Jun 24, 2024, 2:4114 PM
ID: 2d79fd43-1654-48aa-ad13-151f049a867a

URL
fdsacommunityregistry.azurectio

8.5 The Advanced Settings Tab — License

If required, you can update your FDSA License here.

Settings
Data SMTP Organization Info Registries Advanced Settings
License
License
Web Hook
Every FDSA requires a license. FDSA licenses are free. If you do not have a license, click the Contact Us icon on the left, and in the Inquiry Type, select License Request along with a short message confirming you will be using FDSA for nan-commercial pury
Tokens someone will get in touch with you.
Whitelists ~ License
License ke
Keycloak | ' ! @
DARs APl
Common API
Admin

8.6 The Advanced Settings Tab — Web Hook

Find here more information about the Web Hook feature.




Data SMTP Organization Info Registries Advanced Settings

License
Data Access Request Web Hook
‘Web Hook
FDSA will automatically forward Data Access Request payload to the webhook cenfigured on this page. This option enables data owners to easily integrate their own Data Access Approve/Reject services. Data
Tokens owners will use the FDSA DAR Approve/Reject API [YOUR FDSA]/api/admin/v1.0/data-access-requests/[request_id]/review to push their approval/rejection back to FDSA once their internal process is completed.
Details for this feature are found in the AD Connect documentation
Whitelists ~
URL Date Created Last Updated Actions
Keycloak
DARSs API No web hook added yet

Common API + Add Web Hoo

Admin



8.7 The Advanced Settings Tab — Tokens

This section allows administrators to configure the duration for which a
session token remains valid for researchers accessing the application.

Data SMTP Organization Info Registries Advanced Settings
License
Token Lifetime
Web Hook
This section allows administrators to configure the duration for which a session token remains valid for researchers accessing the application. By setting an appropriate token lifetime, administrators can enhance
Tokens security and ensure seamless access for researchers during their active sessions. Adjusting the token duration helps balance security needs with user convenience, preventing unauthorized access while minimi:
disruptions for legitimate users.
Whitelists ~
Common API
Admin

8.8 The Advanced Settings Tab — Whitelists

This section allows admins to manage access to the different components of FDSA.
By default, all IPs are whitelisted, but once an IP is added, only that IP will be able to
use that FDSA component.

Please be aware that wrong IPs may block access to the appliance.

Data SMTP Organization Info Registries Advanced Settings
License
Admin Whitelists
Web Hook
List that specifies which IPs can use the FDSA GUI and Admin APls.
Tokens
192168.0.0/24 |
Whitelists ~
Keycloak
DARs API
Common API

Admin



9. Help Center

You can find more information about FDSA in the Help Center section.

Dashboard Need He|p’?

%} Use the links below to find help and connect with the FDSA community. Send an Inquiry if you can't find your answers or need additional support.
Access
Requests

Frequently Asked Questions

]

Tasks

@ What is the difference batween Level 1 and Level 2 tasks?

Users Level 1 tasks query the FDSA dataset and return Record Level Data to the researcher. Level 2 tasks, query the FDSA dataset, then run a containerized set of research code provided by the researcher. The FDSA Admin reviews the results, approve or denies thc

i\év;g results, and only if approved, the summary results are sent back to the researcher.

Admin

Settings

Where does the FDSA research data get stored?

How do researchers interact with FDSA?

.

AD Connect

In our community, v te you to connect with your fellow
ards meaningful treatments and ci

t, share ideas, and find inspiration and re:

Alzheimer's disease and related dementias

Together, we can accelerate the progress t

10. Contact Us

If you face any problem with your FDSA, please email us using the Contact Us

i} A

(AR
e Contact Us

Subject Inquiry Type
P | oot mau | [[Grooee -

Contact Us
Message
i
Alzheimer's Disease Ceming together 10 acceiers

Data Initiative I Alzhoimer’s and related de
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